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1. Introduction
This pCR adds the non-3GPP “security” message defined in 3GPP TS 23.283 also known as ”InterSD” in 3GPP TS 33.180. The changes are based on the pCR C1-198845 for the same messages approved for MCPTT implementation.
2. Reason for Change
The Interworking Security Data message can be used to send payloads from the IWF to LMR aware MCData clients opaquely. This needs to be detailed. Changes to 3GPP TS 29.582:

- 
X.1.1: new procedure for the IWF sending an Interworking Security Data message

-
SIP MESSAGE based upon the procedure in TS 24.282 clause 6.3.1.1
-
X.1.2: new procedure for the IWF receiving an Interworking Security Data message

- 
X.2: new message payload definitions

-
Annex Y.1: references and reuses existing mcdatainfo XML schema in 3GPP TS 24.282 Annex D.1, and the semantics now limit mcdatainfo XML element values for request-type to exclude SDS session and FD related options, and extend anyExt options to allow indicating a Interworking Security Data message. 
-
Added a reference to an RFC
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.582 v1.0.1.
* * * First Change * * * *
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X
Handling of Interworking Security Data messages

X.1
IWF

X.1.1
IWF originates Interworking Security Data message 

Upon deciding to send an Interworking Security Data message, the IWF:

1)
shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [4] and IETF RFC 3428 [33];
2)
shall include an Accept-Contact header field containing the g.3gpp.mcdata.sds media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [6];

3)
shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref with the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata" along with parameters "require" and "explicit" according to IETF RFC 3841 [6];

4)
shall include an application/vnd.3gpp.mcdata-info+xml MIME body with the <mcdatainfo> element containing the <mcdata-Params> element with the <mcdata-request-uri> element set to the value of the MCData ID of the targeted MCData user; and

5)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata" (coded as specified in 3GPP TS 24.229 [4]), in a P-Asserted-Service-Id header field according to IETF RFC 6050 [9];

6)
shall set the Request-URI to the address of the terminating participating function associated with the MC service ID of the targeted MC service user;

7)
shall include a P-Asserted-Identity header field set to the public service identity of the IWF;

8)
shall include an application/vnd.3gpp.interworking-data MIME body with the Interworking Security Data message payload as defined in clause X.2.1;

9)
if a security context between the MCData client and the IWF needs to be established and the security context does not exist or if the existing security context has expired, procedures in clause 11.2.2 in 3GPP TS 33.180 [78] shall be followed; and

10)
send the SIP MESSAGE request according to rules and procedures of 3GPP TS 24.229 [4].

* * * Next Change * * * *

X.1.2
IWF receives Interworking Security Data message
Upon receiving a "SIP MESSAGE request for Interworking Security Data message for participating function", the actions performed by the IWF are out of scope of the present document. The received message, described in clause X.2, contains an opaque payload, the contents of which are out out of scope of the present document.

* * * Next Change * * * *

X.2
Interworking Security Data message payload

X.2.1
Message definition

This clause specifies the payload to be used when sending an Interworking Security Data message between the IWF and MCData clients. The Interworking Security Data (InterSD) message is defined as a MONP message. 
Message type:
InterSD-MESSAGE
Direction:


IWF to MCData client, MCData client to IWF 

Table X.2.1-1: Interworking Security Data message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	SDS signalling payload message identity
	Message type
3GPP TS 24.282 [82]
	M
	V
	1

	
	External network type
	X.2.2
	M
	V
	1

	7D
	URI of LMR key management functional entity 
	URI encoded as specified in IETF RFC 3986 [x]


	O
	TLV-E
	3-x

	78
	Payload
	3GPP TS 24.282 [82], clause 15.2.13
	O
	TLV-E
	3-x


X.2.2
External network type

The purpose of the external network type information element is to identify the type of the network represented by the IWF.

The value part of the external network type information element is coded as shown in Table X.2.2-1.

The external network type information element is a type 3 information element with a length of 1 octet.

Table X.2.2-1: External network type

	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	
	
	
	
	
	
	
	
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	P25

	0
	0
	0
	0
	0
	0
	1
	0
	
	TETRA

	
	
	
	
	
	
	
	
	
	

	All other values are reserved.


* * * Next Change * * * *

6.3.1.1
SIP MESSAGE request

The IWF shall; perform the role of an MCData server in distinguishing between the following SIP MESSAGE requests for originations and terminations from 3GPP TS 24.282 [82] clause 6.3.1.1 as described below:

-
SIP MESSAGE request routed to the IWF performing the terminating participating MCData role with an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds", and an ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" in a P-Asserted-Service header field. Such requests are known as "SIP MESSAGE request for standalone SDS for terminating participating MCData function";

-
SIP MESSAGE request routed to IWF performing the MCData server role with an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds", an ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" in a P-Asserted-Service header field, and with an application/vnd.3gpp.mcdata-signalling MIME body containing an SDS NOTIFICATION message Such requests are known as "SIP MESSAGE request for SDS disposition notification for MCData server";
-
SIP MESSAGE request routed to the IWF performing the controlling MCData role with an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds", and an ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" in a P-Asserted-Service header field. Such requests are known as "SIP MESSAGE request for standalone SDS for controlling MCData function"; and

-
SIP MESSAGE requests routed to the IWF performing the terminating participating role as a result of initial filter criteria with the Request-URI set to the public service identity of the IWF performing the participating role and containing a Content-Type header field set to "application/vnd.3gpp.mcdata-info+xml" and includes an XML body containing a <mcdatainfo> root element with a <mcdata-Params> element containing an <anyExt> element with the <request-type> element set to a value of "Interworking Security Data message". Such requests are known as "SIP MESSAGE request for Interworking Security Data message for participating function".
If a SIP MESSAGE request is received at the IWF that is not in accordance with the SIP MESSAGE requests listed above, then the IWF shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response.
* * * Next Change * * * *

Annex Y (normative):
XML schemas

Y.1
XML schema for transporting MCData identities and general services information

Y.1.1
General

This subclause defines XML schema and MIME type for transporting MCData identities and general services information.The XML schema elements and behaviour defined in this clause extend those in 3GPP TS 24.282 [82] or other 3GPP technical specifications as noted. 
Y.1.2
XML schema

This schema is as described in 3GPP TS 24.28 [82] Annex D.1.2.
* * * Next Change * * * *

Y.1.3
Semantic

The semantic is as described in 3GPP TS 24.282 [82] Annex D.1.3 with the following modifications: 

If the <mcdatainfo> contains the <mcdata-Params> element then:
1)
the <request-type> can be included with:

a)
a value of of "one-to-one-sds" to indicate that the MCData client wants to initiate a one-to-one SDS request;

b)
a value of "group-sds" to indicate the MCData client wants to initiate a group SDS request;

c)
a value of "notify" when the controlling MCData function needs to send a notification to the MCData client.
2)
the <anyExt> element of the <mcdata-Params> element can be included with the following element in addition to those specified in 3GPP TS 24.282 [82] Annex D.1.3:

a)
a <request-type> of type "xs:string": set to value of "Interworking Security Data message" when requesting an Interworking Security Data message.
* * * Next Change * * * *

* * * End Change * * * *

