

	
3GPP TSG-CT WG1 Meeting #122-e	C1-200782
Electronic meeting, 20-28 February 2020                                                   
	CR-Form-v12.0

	CHANGE REQUEST

	

	
	24.501
	CR
	1959
	rev
	1
	Current version:
	16.3.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	5G-GUTI reallocation after resume from 5GMM-IDLE mode with suspend indication due to paging

	
	

	Source to WG:
	Samsung, InterDigital

	Source to TSG:
	C1

	
	

	Work item code:
	5G_CIoT
	
	Date:
	2020-02-15

	
	
	
	
	

	Category:
	C
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	[bookmark: OLE_LINK1]Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
Rel-12	(Release 12)
Rel-13	(Release 13)
Rel-14	(Release 14)
Rel-15	(Release 15)
Rel-16	(Release 16)

	
	

	Reason for change:
	TS 33.501 (section 6.12.3) requires the allocation of a new 5G-GUTI after the UE transitions to 5GMM-CONNECTED mode following a network paging:

Upon receiving Service Request message sent by the UE in response to a Paging message, the AMF shall send a new 5G-GUTI to the UE. This new 5G-GUTI shall be sent before the current NAS signalling connection is released.
Similarly, TS 24.501 (section 5.4.4.1) specifies:

This procedure shall be initiated by the network to assign a new 5G-GUTI to the UE after a successful service request procedure invoked as a response to a paging request from the network and before the release of the N1 NAS signalling connection.

Per the highlighted text, the 5G-GUTI is reallocated after the completion of the service request procedure in response to paging.
· Note also that the requirement above effectively means that the network should not and cannot use the same 5G-S-TMSI for consecutive paging of the UE

However, the UE that is using user plane CIoT 5GS optimization does NOT necessarily send the Service Request message even if a paging message is received. See highlighted text below.

Section 5.6.2.2.1 of TS 24.501:
“Upon reception of a paging indication, the UE shall stop the timer T3346, if running, and:
a)	if control plane CIoT 5GS optimization is not used by the UE, the UE shall initiate:
1)	a service request procedure over 3GPP access to respond to the paging as specified in subclauses 5.6.1; or
2)	a registration procedure for mobility and periodic registration update over 3GPP access to respond to the paging as specified in subclauses 5.5.1.3.2,
	and additionally if the UE is in the 5GMM-IDLE mode with suspend indication, resume the suspended N1 NAS signalling connection to the AMF as specified in subclause 5.3.1.5”

Section 5.3.1.5 of TS 24.501:
“Upon indication from the lower layers that the RRC connection has been resumed when in 5GMM-IDLE mode with suspend indication, the UE shall enter 5GMM-CONNECTED mode. If the pending NAS message is:
i)	a SERVICE REQUEST message, the service type IE is not set to "emergency services fallback", and the UE did not include the NAS message container IE in the SERVICE REQUEST message; or
ii)	a CONTROL PLANE SERVICE REQUEST message, and the UE did not include the CIoT small data container IE or the NAS message container IE in the CONTROL PLANE SERVICE REQUEST message,
the message shall not be sent. Otherwise the UE shall cipher the message as specified in subclause 4.4.5 and send the pending initial NAS message upon entering 5GMM-CONNECTED mode;”
However, as the UE has been paged, the connection resumed, and the UE enters 5GMM-CONNECTED mode, the 5G-GUTI needs to be reallocated in order to meet the requirements from SA3.
Otherwise, the scenario can repeat itself multiple times i.e. UE in 5GMM-IDLE with suspend indication, followed by paging and resume, followed by 5GMM-IDLE with suspend indication again, etc. This means the network can perform consecutive paging of the UE with the same 5G-S-TMSI unlike what was noted above.
Furthermore, after repeated paging with the same 5G-S-TMSI, the UE’s location can be tracked. This should not occur and hence the SA3 requirement for new 5G-GUTI allocation after paging.

	
	

	Summary of change:
	The AMF should allocate a new 5G-GUTI after a paging the UE in 5GMM-IDLE mode with suspend indication even if the service request procedure is not initiated by the UE.

	
	

	Consequences if not approved:
	The security requirement to allocate a new 5G-GUTI for the UE after a network paging will not be met in the identified scenario.
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[bookmark: _Toc20232645][bookmark: _Toc27746738]****** START CHANGE ******
5.4.4.1	General
The purpose of this procedure is to:
a)	allow the AMF to update the UE configuration for access and mobility management-related parameters decided and provided by the AMF by providing new parameter information within the command; or
b)	request the UE to perform a registration procedure for mobility and periodic registration update towards the network to update access and mobility management-related parameters decided and provided by the AMF (see subclause 5.5.1.3).
This procedure is initiated by the network and can only be used when the UE has an established 5GMM context, and the UE is in 5GMM-CONNECTED mode. When the UE is in 5GMM-IDLE mode, the AMF may use the paging or notification procedure to initiate the generic UE configuration update procedure. The AMF can request a confirmation response in order to ensure that the parameter has been updated by the UE.
This procedure shall be initiated by the network to assign a new 5G-GUTI to the UE after: 
a)	a successful service request procedure invoked as a response to a paging request from the network and before the release of the N1 NAS signalling connection.; or
b)	the AMF receives an indication from the lower layers that the RRC connection has been resumed for a UE in 5GMM-IDLE mode with suspend indication and this resumption is a response to a paging request from the network, and before the:
1)	release of the N1 NAS signalling connection; or
2)	suspension of the N1 NAS signalling connection due to user plane CIoT 5GS optimization i.e. before the UE and the AMF enter 5GMM-IDLE mode with suspend indication. 
If the service request procedure or resume procedure was triggered due to 5GSM downlink signalling pending, the procedure for assigning a new 5G-GUTI can be initiated by the network after the transport of the 5GSM downlink signalling.
The following parameters are supported by the generic UE configuration update procedure without the need to request the UE to perform the registration procedure for mobility and periodic registration update:
a)	5G-GUTI;
b)	TAI list;
c)	Service area list;
d)	Network identity and time zone information (Full name for network, short name for network, local time zone, universal time and local time zone, network daylight saving time);
e)	LADN information;
f)	Rejected NSSAI;
g)	void;
h)	Operator-defined access category definitions;
i)	SMS indication;
j)	Service gap time value;
k)	"CAG information list";
l)	UE radio capability ID; and
m)	5GS registration result.
The following parameters can be sent to the UE with or without a request to perform the registration procedure for mobility and periodic registration update:
a)	Allowed NSSAI; 
b)	Configured NSSAI; or
c)	Network slicing subscription change indication.
The following parameter is sent to the UE with a request to perform the registration procedure for mobility and periodic registration update:
a)	MICO indication; or
b)	UE radio capability ID deletion indication.
The following parameters are sent over 3GPP access only:
a)	LADN information;
b)	MICO indication;
c)	TAI list;
d)	Service area list;
e)	Service gap time value;
f)	"CAG information list"; and
g)	UE radio capability ID.
The following parameters are managed and sent per access type i.e., independently over 3GPP access or non 3GPP access:
a)	Allowed NSSAI; and
b)	Rejected NSSAI (when the NSSAI is rejected for the current registration area).
The following parameters are managed commonly and sent over 3GPP access or non 3GPP access:
a)	5G-GUTI;
b)	Network identity and time zone information;
c)	Rejected NSSAI (when the NSSAI is rejected for the current PLMN);
d)	Configured NSSAI;
e)	SMS indication;
f)	5GS registration result.


Figure 5.4.4.1.1: Generic UE configuration update procedure
****** END CHANGE ******
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