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[bookmark: _Toc20215434][bookmark: _Toc27495899]***** Next change *****
4.7	Protection of TLV signalling and media content
The protection of TLV signalling and media content is based on 3GPP MCData security solution as defined in 3GPP TS 33.180 [26].
For different security requirements of different information elements of a MCData message, the information elements of MCData messages are bifurcated in the following components:
[bookmark: _GoBack]-	MCData Data signalling payload: information elements necessary for identification and management of the MCData messages e.g. conversation identifiers, session identifiers, transaction identifiers, disposition requests, etc. This payload is confidentiality and integrity protected between the MCData Client and the MCData server.
-	MCData Data payload: the actual user payload for MCData user or application consumption. This payload is end to end confidentiality and integrity protected.
An SDS message can be sent over both, signalling plane and media plane. When an SDS message is sent using signalling plane, the body included in the SIP MESSAGE request, which carries MCData Data signalling payload, is protected between each entity separately if protection is applied. On the other hand the body included in the SIP MESSAGE request which carries the MCData Data payload is end to end protected. The procedures for the protection of the SDS messages over the signalling plane are specified in this document. Protection of SDS message over media control plane is specified in 3GPP TS 24.582 [15].
For FD using HTTP and FD using media plane, the MCData Data signalling payload sent over the signalling plane is protected between each entity separately if protection is applied. The procedure for the protection of the file is specified in 3GPP TS 24.582 [15].
The ciphering algorithm indicated in the Key Download procedure by the MCData server shall be used to protect the MCData signalling fields (i.e. MCData signaling parameters, Data signaling payload and End to end security parameters).
***** Next change *****
[bookmark: _Toc20155754][bookmark: _Toc27500909]7.3.7	Sending a CSK key download message
If confidentiality protection is enabled as specified in subclause 6.5.2.3.1, and if the participating MCData function received a Client Server Key (CSK) within a SIP REGISTER request for service authorisation or SIP PUBLISH request for service authorisation, the participating MCData function may decide to update the CSK. In this case, the participating MCData function shall perform a key download procedure for the CSK. The participating MCData function:
1)	shall generate an SIP MESSAGE request in accordance with 3GPP TS 24.229 [5] and IETF RFC 3428 [6];
2)	shall set the Request-URI to the URI received in the To header field in a third-party SIP REGISTER request;
3)	shall include an Accept-Contact header field with the g.3gpp.icsi-ref media-feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata" along with parameters "require" and "explicit" according to IETF RFC 3841 [6];
4)	shall include a P-Asserted-Service header field with the value "urn:urn-7:3gpp-service.ims.icsi.mcdata";
5)	shall include an application/mikey MIME body containing the algorithm to be used to protect the MCData signalling fields, the CSK-ID and the CSK encrypted within a MIKEY message to the MC client as specified in clause 9.2.1 of 3GPP TS 33.180 [26] in the body of the SIP MESSAGE request;
6)	shall send the SIP MESSAGE request towards the MCData client according to 3GPP TS 24.229 [5].

***** Next change *****
[bookmark: _Toc20155743][bookmark: _Toc27500898]7.2.5	Receiving a CSK key download message
When the MCData client receives a SIP MESSAGE request containing:
1)	a P-Asserted-Service header field containing the "urn:urn-7:3gpp-service.ims.icsi.mcdata"; and
2)	an application/mikey MIME body;
Then, if the key identifier within the CSB-ID of the MIKEY payload is a CSK-ID (4 most-significant bits have the value '2'), the MCData client:
1)	shall follow the security procedures in subclause 9.2.1 of 3GPP TS 33.180 [26] to extract the CSK. The client:
a)	if the initiator field (IDRi) has type 'URI' (identity hiding is not used), the client:
i)	shall extract the initiator URI from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [26]. If the initiator URI deviates from the public service identity of the participating MCData function serving the MCData user, shall reject the SIP MESSAGE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [45], and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.9.2 and shall not continue with the rest of the steps;
ii)	shall convert the initiator URI to a UID as described in 3GPP TS 33.180 [26];
b)	if the initiator field (IDRi) has type 'UID' (identity hiding in use), the client:
i)	shall convert the public service identity of participating MCData function serving the MCData user to a UID as described in 3GPP TS 33.180 [26];
ii)	shall compare the generated UID with the UID in the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [26]. If the two initiator UIDs deviate from each other, shall reject the SIP MESSAGE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [45], and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.9.2 and shall not continue with the rest of the steps;
c)	shall use the UID to validate the signature of the I_MESSAGE as described in 3GPP TS 33.180 [26];
d)	if authentication verification of the I_MESSAGE fails, shall reject the SIP MESSAGE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [47], and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.4 and shall not continue with the rest of the steps;
e)	shall extract and decrypt the encapsulated CSK using the participating MCData function's (KMS provisioned) UID key as described in 3GPP TS 33.180 [26];
f)	shall extract and store the algorithm to be used to protect the MCData signalling fields; and
g)	shall extract the CSK-ID, from the payload as specified in 3GPP TS 33.180 [26];
2)	Upon successful extraction, the client shall replace the existing CSK and CSK-ID associated with the participating MCData function, with the extracted CSK and CSK-ID in the 'key download' message. 

***** Next change *****

