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1. Background
The GSMA Coordinated Vulnerability Disclosure Programme received a research paper entitled “5GReasoner: A Property-Directed Security and Privacy Analysis Framework for 5G Cellular Network Protocol” [1] from its authors at Purdue University and the University of Iowa.  This paper has since been presented at a public conference [2].
1. NAS COUNT
One focus of the 5GReasoner research is the 24-bit NAS COUNT in 5G.  According to TS 24.501 [3] and TS 33.501 [4], for each of uplink and downlink separately, NAS COUNT is maintained using two values:
· An 8-bit NAS SQN that is explicitly included in NAS messages.  This corresponds to the least significant 8 bits of NAS COUNT.
· A 16-bit NAS OVERFLOW that is maintained, and as far as possible synchronised, between the UE and the network.  This corresponds to the most significant 16 bits of NAS COUNT.
It seems clear to us that an intention of the 3GPP specifications is that the same value of NAS COUNT should never be used twice within the same security context.  This is essential for the cryptographic security on NAS messages to work as intended:
· If the same NAS COUNT and same key are used to encrypt two messages, then there is a high risk that an attacker will be able to decrypt both messages.
· If an entity will accept two messages integrity protected with the same NAS COUNT and key, then an attacker will be able to trick that entity into accepting a replayed message.
There are several statements in TS 33.501 and TS 24.501 making it very clear that a NAS COUNT value should never be accepted twice.
In our opinion, the correct secure processing of NAS OVERFLOW and NAS COUNT for incoming messages by a receiving entity is as follows:
· For simplicity of notation, we will write “A || B” to represent “(28 × A) + B”, where A is a NAS OVERFLOW value and B is a NAS SQN value.
· In the description that follows, “STORED NAS SQN” means the least significant 8 bits of the entity’s locally stored NAS COUNT value; “STORED NAS OVERFLOW” means the most significant 16 bits of the entity’s locally stored NAS COUNT value; and “RECEIVED NAS SQN” means the 8-bit NAS SQN value included in the received message.  All of these values are treated as integers.
· If an entity receives a message with RECEIVED NAS SQN higher than its STORED NAS SQN value, then it shall estimate that the NAS COUNT used by the sender was (STORED NAS OVERFLOW) || (RECEIVED NAS SQN), and shall verify the integrity protected message on this assumption.  If integrity verification succeeds, the receiving entity shall accept the message, and update its STORED NAS SQN to equal RECEIVED NAS SQN; otherwise it shall reject the message.
· If an entity receives a message with RECEIVED NAS SQN lower than or equal to its STORED NAS SQN value, then it shall estimate that the NAS COUNT used by the sender was (STORED NAS OVERFLOW + 1) || (RECEIVED NAS SQN), and shall verify the integrity protected message on this assumption.  If integrity verification succeeds, the receiving entity shall accept the message, update its STORED NAS SQN to equal RECEIVE NAS SQN, and increment its STORED NAS OVERFLOW; otherwise it shall reject the message.
1. Misinterpretation of the standards
In the previous section, we outlined what we believe is the intended meaning of the standards.  What the standards actually say about how receiving entities should manage NAS OVERFLOW and NAS COUNT for incoming messages is less precise.  TS 33.501 says
“NAS OVERFLOW is a 16-bit value which is incremented each time the NAS SQN is incremented from the maximum value”
and TS 24.501 says
“The receiving side shall estimate the NAS COUNT used by the sending side. Specifically, if the estimated NAS sequence number wraps around, the NAS overflow counter shall be incremented by one.”
According to the researchers some of the tested 4G UE models accepted the same NAS COUNT values repeatedly.  Specifically, they replayed the same security mode command message multiple times with the same NAS SQN included and the same overall NAS COUNT used for integrity protection.
From our own assessment of the standards [3] and [4], and from the evidence provided, we conclude that the wording in the standards is not sufficiently precise.
We strongly recommend that the standards – probably [3] – be modified to include more prescriptive and unambiguous text, along the lines that we included at the end of section 2 above.
1. Action
GSMA politely requests that 3GPP rephrases the standards to be more prescriptive and include unambiguous text.
1. Contacts
[bookmark: _GoBack]In case of any further questions and/or feedback to this Liaison Statement, please contact James Skuse [jskuse@gsma.com] or James Moran [jmoran@gsma.com]. 
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