Page 1



3GPP TSG-CT WG1 Meeting #120
C1-196173
Portoroz (Slovenia), 7-11 October 2019

	CR-Form-v11.2

	CHANGE REQUEST

	

	
	24.501
	CR
	1284
	rev
	1
	Current version:
	16.2.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	x
	Radio Access Network
	
	Core Network
	x


	

	Title:

	Handling of unknown, unforeseen, and erroneous protocol data in UE policy delivery service

	
	

	Source to WG:
	Ericsson

	Source to TSG:
	C1

	
	

	Work item code:
	5GProtoc16
	
	Date:
	2019-09-29

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	Handling of unknown, unforeseen, and erroneous protocol data in UE policy delivery service is not specified. It is not clear what the UE does when receives a message with a new message type, an existing message with a new IE, or an erroneous message.

	
	

	Summary of change:
	Handling of unknown, unforeseen, and erroneous protocol data in UE policy delivery service specified.
The proposed text reuses text from 24.501 main body. Changes are indicated by change marks.

	
	

	Consequences if not approved:
	Not possible to extend UE policy delivery service, troubleshooting issues.

	
	

	Clauses affected:
	3.2, D.2.x (new), D.2.x.1 (new), D.2.x.2 (new), D.2.x.3 (new), D.5.x (new), D.5.x.1 (new), D.6.1, D.6.x (new), D.X (new), D.X.1 (new), D.X.2 (new), D.X.2.1 (new), D.X.2.2 (new), D.X.3 (new), D.X.3.1 (new), D.X.4 (new), D.X.5 (new), D.X.5.1 (new), D.X.6 (new), D.X.6.1 (new), D.X.6.2 (new), D.X.6.3 (new), D.X.7 (new), D.X.7.1 (new), D.X.7.2 (new), D.X.8

	
	

	
	Y
	N
	
	

	Other specs
	
	x
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	x
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	x
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


***** change *****
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

4G-GUTI
4G-Globally Unique Temporary Identifier
5GCN
5G Core Network

5G-GUTI
5G-Globally Unique Temporary Identifier
5GMM
5GS Mobility Management

5G-RG
5G Residential Gateway

5G-BRG
5G Broadband Residential Gateway

5G-CRG
5G Cable Residential Gateway

5GS
5G System
5GSM
5GS Session Management
5G-S-TMSI
5G S-Temporary Mobile Subscription Identifier
5G-TMSI
5G Temporary Mobile Subscription Identifier
5QI
5G QoS Identifier

AKA
Authentication and Key Agreement

AMBR
Aggregate Maximum Bit Rate

AMF
Access and Mobility Management Function

APN
Access Point Name
CAG
Closed access group

DL
Downlink

DN
Data Network
DNN
Data Network Name
eDRX
Extended DRX cycle

DS-TT
Device-Side TSN Translator

E-UTRAN
Evolved Universal Terrestrial Radio Access Network

EAP-AKA'
Improved Extensible Authentication Protocol method for 3rd generation Authentication and Key Agreement
ECIES
Elliptic Curve Integrated Encryption Scheme

EPD
Extended Protocol Discriminator
EMM
EPS Mobility Management

EPC
Evolved Packet Core Network

EPS
Evolved Packet System

ESM
EPS Session Management

FN-RG
Fixed Network RG

FN-BRG
Fixed Network Broadband RG

FN-CRG
Fixed Network Cable RG

Gbps
Gigabits per second
GFBR
Guaranteed Flow Bit Rate
GUAMI
Globally Unique AMF Identifier

IP-CAN
IP-Connectivity Access Network
KSI
Key Set Identifier

LADN
Local Area Data Network

LCS
LoCation Services

LMF
Location Management Function

LPP
LTE Positioning Protocol

MAC
Message Authentication Code

Mbps
Megabits per second
MFBR
Maximum Flow Bit Rate

MICO
Mobile Initiated Connection Only
N3IWF
Non-3GPP Inter-Working Function
NAI
Network Access Identifier
NITZ
Network Identity and Time Zone

NR
New Radio

ngKSI
Key Set Identifier for Next Generation Radio Access Network
NPN
Non-public network

NSSAI
Network Slice Selection Assistance Information

OS
Operating System

OS Id
OS Identity

PTI
Procedure Transaction Identity
QFI
QoS Flow Identifier

QoS
Quality of Service

QRI
QoS Rule Identifier

RACS
Radio Capability Signalling Optimisation

(R)AN
(Radio) Access Network

RFSP
RAT Frequency Selection Priority
RG
Residential Gateway

RPLMN
Registered PLMN

RQA
Reflective QoS Attribute

RQI
Reflective QoS Indication

RSNPN
Registered SNPN

S-NSSAI
Single NSSAI

SA
Security Association
SDF
Service Data Flow
SMF
Session Management Function

SGC
Service Gap Control
SNN
Serving Network Name
SNPN
Stand-alone Non-Public Network
SOR
Steering of Roaming

TA
Tracking Area
TAC
Tracking Area Code

TAI
Tracking Area Identity
Tbps
Terabits per second
TMBR
Total Maximum Bit Rate

TSC
Time Sensitive Communication
TSN
Time-Sensitive Networking
UL
Uplink
UPDS
UE policy delivery service
UPF
User Plane Function
UPSC
UE Policy Section Code

UPSI
UE Policy Section Identifier
URN
Uniform Resource Name
URSP
UE Route Selection Policy
V2XP
V2X policy

W-5GAN
Wireline 5G Access Network
***** change *****
D.2.x
UPDS status procedure
D.2.x.1
General
The purpose of the sending of the UPDS STATUS message is to report at any time certain error conditions detected upon receipt of UPDS protocol data. The UPDS STATUS message can be sent by both the PCF and the UE (see example in figure D.2.x.1.1).
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Figure D.2.x.1.1: UPDS status procedure

D.2.x.2
UPDS status received in the UE
If the UPDS entity of the UE receives a UPDS STATUS message the UE shall take different actions depending on the received UPDS cause value:

#47
PTI mismatch.


The UE shall abort any ongoing UPDS procedure related to the received PTI value and stop any related timer.
#81
invalid PTI value.

The UE shall abort any ongoing UPDS procedure related to the received PTI value and stop any related timer.

#96
invalid mandatory information.


The UE shall abort any ongoing UPDS procedure related to the received PTI value and stop any related timer.
#97
Message type non-existent or not implemented.

The UE shall abort any ongoing UPDS procedure related to the received PTI value and stop any related timer.
On receipt of a UPDS STATUS message with any other UPDS cause value no state transition and no specific action shall be taken as seen from the radio interface, i.e. local actions are possible.
D.2.x.3
UPDS status received in the PCF
If the PCF receives a PCF STATUS message the PCF shall take different actions depending on the received UPDS cause value:

#47
PTI mismatch.

The PCF shall abort any ongoing UPDS procedure related to the received PTI value and stop any related timer.
#81
invalid PTI value.

The PCF shall abort any ongoing UPDS procedure related to the received PTI value and stop any related timer.
#96
invalid mandatory information.


The PCF shall abort any ongoing UPDS procedure related to the received PTI value and stop any related timer.
#97
message type non-existent or not implemented.

The PCF shall abort any ongoing UPDS procedure related to the received PTI value and stop any related timer.
The local actions to be taken by the PCF on receipt of a UPDS STATUS message with any other UPDS cause value are implementation dependent.
***** change *****
D.5.X
UPDS status

D.5.X.1
Message definition
The UPDS STATUS message is sent by the PCF or the UE to report certain error conditions. See table D.5.X.1.1.

Message type:
UPDS STATUS
Significance:
dual

Direction:

both

Table D.5.X.1.1: UPDS STATUS message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PTI
	Procedure transaction identity

9.6
	M
	V
	1

	
	UPDS STATUS message identity
	Message type

D.6.1
	M
	V
	1

	
	UPDS cause
	UPDS cause

D.6.x
	M
	V
	1


***** change *****
D.6.1
UE policy delivery service message type

Table D.6.1.1: UE policy delivery service message type
	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	0
	
	Reserved

	0
	0
	0
	0
	0
	0
	0
	1
	
	MANAGE UE POLICY COMMAND message

	0
	0
	0
	0
	0
	0
	1
	0
	
	MANAGE UE POLICY COMPLETE message

	0
	0
	0
	0
	0
	0
	1
	1
	
	MANAGE UE POLICY COMMAND REJECT message

	0
	0
	0
	0
	0
	1
	0
	0
	
	UE STATE INDICATION message

	x
	x
	x
	x
	x
	x
	x
	x
	
	UPDS STATUS message

	

	All other values are reserved


***** change *****
D.6.x
UPDS cause

The purpose of the UPDS cause information element is to indicate the reason why a UPDS request is rejected.

The UPDS cause information element is coded as shown in figure D.6.x.1 and table D.6.x.1.

The UPDS cause is a type 3 information element with 2 octets length.

	8
	7
	6
	5
	4
	3
	2
	1
	

	UPDS cause IEI
	octet 1

	Cause value
	octet 2


Figure D.6.x.1: UPDS cause information element

Table D.6.x.1: UPDS cause information element

	Cause value (octet 2)

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	1
	0
	0
	0
	1
	0
	
	Service option temporarily out of order

	0
	0
	1
	0
	1
	1
	1
	1
	
	PTI mismatch

	0
	1
	0
	1
	0
	0
	0
	1
	
	Invalid PTI value

	0
	1
	0
	1
	1
	1
	1
	1
	
	Semantically incorrect message

	0
	1
	1
	0
	0
	0
	0
	0
	
	Invalid mandatory information

	0
	1
	1
	0
	0
	0
	0
	1
	
	Message type non-existent or not implemented

	0
	1
	1
	0
	0
	0
	1
	0
	
	Message type not compatible with the protocol state

	0
	1
	1
	0
	0
	1
	0
	0
	
	Conditional IE error

	0
	1
	1
	0
	0
	1
	0
	1
	
	Message not compatible with the protocol state

	0
	1
	1
	0
	1
	1
	1
	1
	
	Protocol error, unspecified

	
	
	
	
	
	
	
	
	
	

	Any other value received by the UE shall be treated as 0010 0010, "service option temporarily out of order". Any other value received by the network shall be treated as 0110 1111, "protocol error, unspecified".


***** change *****
D.X
Handling of unknown, unforeseen, and erroneous protocol data
D.X.1
General
The procedures specified in the present document apply to those messages which pass the checks described in this subclause.

This subclause also specifies procedures for the handling of unknown, unforeseen, and erroneous protocol data by the receiving entity. These procedures are called "error handling procedures", but in addition to providing recovery mechanisms for error situations they define a compatibility mechanism for future extensions of the protocols.

Subclauses D.X.1 to D.X.8 shall be applied in order of precedence.

Detailed error handling procedures in the network are implementation dependent and may vary from PLMN to PLMN. However, when extensions of this protocol are developed, networks are assumed to have the error handling which is indicated in this subclause as mandatory ("shall") and that is indicated as strongly recommended ("should").

Also, the error handling of the network is only considered as mandatory or strongly recommended when certain thresholds for errors are not reached during a dedicated connection.

For definition of semantical and syntactical errors see 3GPP TS 24.007 [11], subclause 11.4.2.

D.X.2
Message too short or too long

D.X.2.1
Message too short

When a message is received that is too short to contain a complete message type information element, that message shall be ignored, cf. 3GPP TS 24.007 [11].

D.X.2.2
Message too long

The maximum size of a UE policy delivery service message is 65535 octets.

D.X.3
Unknown or unforeseen procedure transaction identity
D.X.3.1
Procedure transaction identity
The following network procedures shall apply for handling an unknown, erroneous, or unforeseen PTI received in a UPDS message:

a)
In case the network receives a MANAGE UE POLICY COMPLETE message or MANAGE UE POLICY COMMAND REJECT message in which the PTI value is an assigned or unassigned value that does not match any PTI in use, the network shall respond with a UPDS STATUS message including UPDS cause #47 "PTI mismatch".

b)
In case the network receives a UPDS message in which the PTI value is a reserved value, the network shall ignore the message.

The following UE procedures shall apply for handling an unknown, erroneous, or unforeseen PTI received in a UPDS message:

a)
In case the UE receives a UPDS message in which the PTI value is a reserved value, the UE shall ignore the message.

D.X.4
Unknown or unforeseen message type

If UE receives a UPDS message with message type not defined for the UPDS or not implemented by the receiver, it shall return a UPDS STATUS message with UPDS cause #97 "message type non-existent or not implemented".

If the network receives a UPDS message with message type not defined for the UPDS or not implemented by the receiver in a protocol state where reception of an unsolicited UPDS message from the UE is not foreseen in the protocol, the network actions are implementation dependent. Otherwise, if the network receives a message with message type not defined for the UPDS or not implemented by the receiver, it shall ignore the message except that it should return a UPDS STATUS message with UPDS cause #97 "message type non-existent or not implemented".

NOTE:
A message type not defined for the UPDS in the given direction is regarded by the receiver as a message type not defined for the UPDS, see 3GPP TS 24.007 [11].

If the UE receives a message not compatible with the protocol state, the UE shall return a UPDS STATUS message with UPDS cause #98 "message type not compatible with protocol state".

If the network receives a message not compatible with the protocol state, the network actions are implementation dependent.

D.X.5
Non-semantical mandatory information element errors

D.X.5.1
Common procedures
When on receipt of a message,

a)
an "imperative message part" error; or

b)
a "missing mandatory IE" error

is diagnosed or when a message containing:

a)
a syntactically incorrect mandatory IE;

b)
an IE unknown in the message, but encoded as "comprehension required" (see 3GPP TS 24.007 [11]); or

c)
an out of sequence IE encoded as "comprehension required" (see 3GPP TS 24.007 [11]) is received,

the UE shall return a UPDS STATUS with UPDS cause #96 "invalid mandatory information";
the network shall proceed as follows:


the network shall:
1)
try to treat the message (the exact further actions are implementation dependent); or

2)
ignore the message except that it should return a UPDS STATUS message with UPDS cause #96 "invalid mandatory information".
D.X.6
Unknown and unforeseen IEs in the non-imperative message part

D.X.6.1
IEIs unknown in the message
The UE shall ignore all IEs unknown in a message which are not encoded as "comprehension required" (see 3GPP TS 24.007 [11]).

The network shall take the same approach.

D.X.6.2
Out of sequence IEs
The UE shall ignore all out of sequence IEs in a message which are not encoded as "comprehension required" (see 3GPP TS 24.007 [11]).

The network should take the same approach.

D.X.6.3
Repeated IEs
If an information element with format T, TV, TLV, or TLV-E is repeated in a message in which repetition of the information element is not specified in subclause D.5 of the present document, the UE shall handle only the contents of the information element appearing first and shall ignore all subsequent repetitions of the information element. When repetition of information elements is specified, the UE shall handle only the contents of specified repeated information elements. If the limit on repetition of information elements is exceeded, the UE shall handle the contents of information elements appearing first up to the limit of repetitions and shall ignore all subsequent repetitions of the information element.

The network should follow the same procedures.

D.X.7
Non-imperative message part errors

This category includes:

a)
syntactically incorrect optional IEs; and

b)
conditional IE errors.

D.X.7.1
Syntactically incorrect optional IEs
The UE shall treat all optional IEs that are syntactically incorrect in a message as not present in the message.

The network shall take the same approach.

D.X.7.2
Conditional IE errors
When upon receipt of a UPDS message the UE diagnoses a "missing conditional IE" error or an "unexpected conditional IE" error, or when it receives a UPDS message containing at least one syntactically incorrect conditional IE, the UE shall ignore the message and shall return a UPDS STATUS message with UPDS cause #100 "conditional IE error".

When the network receives a message and diagnoses a "missing conditional IE" error or an "unexpected conditional IE" error or when it receives a message containing at least one syntactically incorrect conditional IE, the network shall either:

a)
try to treat the message (the exact further actions are implementation dependent); or

b)
ignore the message except that it should return a UPDS STATUS message with UPDS cause #100 "conditional IE error".

D.X.8
Messages with semantically incorrect contents

When a message with semantically incorrect contents is received, the UE shall perform the foreseen reactions of the procedural part of the present document (i.e. of subclauses D.2). If, however no such reactions are specified, the UE shall ignore the message except that it shall return a UPDS STATUS message with UPDS cause #95 "semantically incorrect message".

The network should follow the same procedure except that a UPDS STATUS message is not normally transmitted.
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