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1. Abstract
This discussion paper compares PMF protocol alternatives.
2. Discussion
2.1
 General
For Oct 2019 CT1 meeting, the proposals are:

-
Alternative-1: C1-196078. This is 3GPP based protocol, structured similarly as NAS.
-
Alternative-2: C1-196454. This is a protocol based on IETF drafts.
2.2 Comparison

	Criteria
	Alternative-1
	Alternative-2

	Stage-2 requirements coverage
	Entire solution described

	Transport protocol
	UDP packet, Ethernet frame

	Stability
	Stable when Rel-16 is completed
	draft-ietf-ippm-stamp - "Submitted to IESG for Publication"

draft-ietf-ippm-stamp-option-tlv - "WG Document"

	UPF UDP port usage
	UPF listens for PMFP messages on UDP ports provided in measurement assistance information. Those ports are dynamic ports.

No port registrations with IANA needed.

	UPF UDP port usage
	UE listens for PMFP messages on a UDP port locally selected by the UE. This port is a dynamic port.

No port registrations with IANA needed.
	UE listens for PMFP messages on *two* UDP ports locally selected by the UE. These ports are a dynamic port.

No port registrations with IANA needed.
UE usage of two UDP ports deviates from stage-2 which states "The destination port is the dynamically allocated port in the UE, which is contained in all PMF messages received from the UE.".

	Number of messages
	Same or very similar amounts.

	Message sizes
	5 or 6 octets, with optional padding between 3 to 1000 octets. 

Inclusion of padding is subject to decision of upper layers.
	44 octets (unauthenticated mode)

	Security
	SA3 requirements are not available yet.

	
	If integrity protection using Hashed Message Authentication Code (HMAC) is required by SA3, the protocol can be enhanced with similar HMAC handling as in alternative-2.
If confidentiality protection is required by SA3, the confidentiality protection can be added into the protocol by CT1, without any RFC.
	Partly described integrity protection, using Hashed Message Authentication Code (HMAC) and an HMAC key. It is not specified how the HMAC key is obtained in the UE.

Confidentiality protection NOT provided in the STAMP. If confidentiality protection is required and the same confidentiality protection solution need to work in IP and Ethernet PDU sessions, a new RFC would be necessary for inclusion of confidentiality protection in STAMP.

	Extensibility
	Same as regular NAS extensibility. No dependency on IANA.
	New TLV parameters require registration with IANA.
If a procedure consisting of three-way handshake (consisting of a UE sent request, a network sent command, and a UE sent act) is needed, a new RFC would be necessary.

	Stage-3 issues
	None identified
	- No reliability provided for Access availability or unavailability report procedure. I.e. STAMP packet containing the Access Report TLV is not retransmitted if there is no acknowledgement of PMF-Access Report.
- After MA PDU session establishment, given that the UE uses two UDP ports for PMFP, the UE needs to run two procedures for discovery the two UE ports used for PMFP. However, this is not documented.
- For Ethernet PDU session, provides the protocol length unnecessarily. The length can be derived from length of the Ethernet frame.

	Memory
	For each ongoing RTT measurement procedure, the originator stores:
- an EPTI value;

- a guard timer Ty;

- for each PMFP ECHO REQUEST sent as part of the RTT measurement procedure, an RI value and a time when the PMFP ECHO REQUEST was sent;
while the recipient does not store any information.

For each ongoing access availability or unavailability report procedure, the originator stores:

- a PTI value;

- a guard timer Ty;

- the initial PMFP ACCESS REPORT message (for retransmission);
while the recipient does not store any information.

The recipient stores the EPTI value of the last ongoing access availability or unavailability report procedure.
	

	Processing time
	Generally, the time is minimal as there is not much sense to run a lot of PMFP procedures in parallel - e.g. running several RTT measurement procedure in parallel can only result into misleading information.
	

	RTT calculation
	The time when PMFP ECHO RESPONSE is received minus the time when PMFP ECHO REQUEST was sent.

If several PMFP ECHO REQUEST were sent as part of one RTT measurement procedure, average of the times above.
	


3. Proposal

It is proposed to use Alternative-1 as:
-
alterantive-1 requires one initial MPFP transaction to inform UPF about the UE port while alternative 2 requires two initial MPFP transactions to inform UPF about the two UE ports.

-
alterantive-1 use smaller messages than alternative-2.

-
alternative-1 provides better extensibility than alternative-2.

-
alternative-1 can be enhanced with security features (other than HMAC based integrity protection) more easily than alternative-2.
