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	Reason for change:
	TS 23.502 (text added by S2-1901524) states:

---------

4.12a
Procedures for Trusted non-3GPP access
...
4.12a.2
Registration via Trusted non-3GPP Access

4.12a.2.1
General
Clause 4.12a.2 specifies how a UE can register to 5GC via a trusted non-3GPP access network. The utilized procedure is very similar with the 5GC registration procedure over untrusted non-3GPP access in clause 4.12.2.2 and it is based on the Registration procedure specified in clause 4.2.2.2.2. It uses the same vendor-specific EAP method (called "EAP-5G") as the one specified in clause 4.12.2.1. In this case, the "EAP-5G" method is used between the UE and the TNGF and is utilized for encapsulating NAS messages.
...

4.12a.2.2
Registration procedure for trusted non-3GPP access
The UE connects to a trusted non-3GPP access network (TNAN) and it also registers to 5GC over via this TNAN, by using the EAP-based procedure shown in the figure 4.12a.2.2. ...
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Figure 4.12a.2.2-1: Registration via trusted non-3GPP access
...
4-10.
An EAP-5G procedure is executed as the one specified in clause 4.12.2.2 for the untrusted non-3GPP access with the following modifications:

-
A TNGF key (instead of an N3IWF key) is created in the UE and in the AMF after the successful authentication. The TNGF key is transferred from the AMF to TNGF in step 10a (within the N2 Initial Context Setup Request). The TNGF derives a TNAP key, which is provided to the TNAP. The TNAP key depends on the non-3GPP access technology (e.g. it is a Pairwise Master Key in the case of IEEE 802.11 [48]). How these security keys are created, it is specified in TS 33.501 [15].

-
In step 9b the UE receives the "TNGF Contact Info" which includes the IP address of TNGF.

...

---------

	
	

	Summary of change:
	Coding of EAP-Request/5G-NAS message is extended to allow carrying of AN parameters.
Two AN parameters are defined - TNGF IPv4 contact info and TNGF IPv6 contact info. TNGF IPv4 contact info carries an IPv4 address of TNGF to be used by the UE for establishment of IKE SA, TNGF IPv6 contact info carries an IPv6 address of TNGF to be used by the UE for establishment of IKE SA.

	
	

	Consequences if not approved:
	Not possible to use trusted non-3GPP access.

	
	

	Clauses affected:
	9.2.x (new), 9.2.y (new), 9.3.2.2.3

	
	

	
	Y
	N
	
	

	Other specs
	
	x
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	x
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	x
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


*** change ***
9.2.x
TNGF IPv4 contact info
The purpose of the TNGF IPv4 contact info information element is to indicate the IPv4 address of the TNGF to be used for IKE SA establishent over trusted non-3GPP access network.
The TNGF IPv4 contact info is a type 4 information element with a length of 6 octets.

The TNGF IPv4 contact info information element is coded as shown in figure 9.2.x.1 and table 9.2.x.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	TNGF IPv4 contact info IEI
	octet 1

	Length of TNGF IPv4 contact info contents
	octet 2

	TNGF IPv4 address
	octet 3 - 6


Figure 9.2.x.1: TNGF IPv4 contact info information element
Table 9.2.x.1: TNGF IPv4 contact info information element
	TNGF IPv4 address contains IPv4 address of the TNGF for IKE SA establishment over trusted non-3GPP access network.



*** change ***
9.2.y
TNGF IPv6 contact info
The purpose of the TNGF IPv6 contact info information element is to indicate the IPv6 address of the TNGF to be used for IKE SA establishent.
The TNGF IPv6 contact info is a type 4 information element with a length of 18 octets.

The TNGF IPv6 contact info information element is coded as shown in figure 9.2.y.1 and table 9.2.y.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	TNGF IPv6 contact info IEI
	octet 1

	Length of TNGF IPv6 contact info contents
	octet 2

	TNGF IPv6 address
	octet 3 - 18


Figure 9.2.y.1: TNGF IPv6 contact info information element
Table 9.2.y.1: TNGF IPv6 contact info information element
	TNGF IPv6 address contains IPv6 address of the TNGF for IKE SA establishment over trusted non-3GPP access network.




*** change ***
9.3.2.2.3
EAP-Request/5G-NAS message

EAP-Request/5G-NAS message is coded as specified in figure 9.3.2.2.3-1, figure 9.3.2.2.3-2, and figure 9.3.2.2.3-3 and table 9.3.2.2.3-1, table 9.3.2.2.3-2, and table 9.3.2.2.3-3.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Code
	1

	Identifier
	2

	Length
	3 - 4

	Type
	5

	Vendor-Id
	6 - 8

	Vendor-Type
	9 - 12

	Message-Id
	13

	Spare
	14

	NAS-PDU length
	15 - 16

	NAS-PDU 
	17 - n

	AN-parameters length
	n+1 - n+2

	AN-parameters
	n+3 - m

	Extensions
	m+1 - z


Figure 9.3.2.2.3-1: EAP-Request/5G-NAS message
Table 9.3.2.2.3-1: EAP-Request/5G-NAS message

	Code field is set to 1 (decimal) as specified in IETF RFC 3748 [9] subclause 4.1 and indicates request.



	Identifier field is set as specified in IETF RFC 3748 [9] subclause 4.1.



	Length field is set as specified in IETF RFC 3748 [9] subclause 4.1 and indicates the length of the EAP-Request/5G-NAS message in octets.



	Type field is set to 254 (decimal) as specified in IETF RFC 3748 [9] subclause 5.7 and indicates the expanded type.



	Vendor-Id field is set to the 3GPP Vendor-Id of 10415 (decimal) registered with IANA under the SMI Private Enterprise Code registry.



	Vendor-Type field is set to EAP-5G method identifier of 3 (decimal) as specified in 3GPP TS 33.402 [10] annex C.



	Message-Id field is set to 5G-NAS-Id of 2 (decimal).



	Spare field consists of spare bits.



	NAS-PDU length field indicates the length of NAS-PDU field in octets.



	NAS-PDU field contains a NAS message from the AMF as specified 3GPP TS 24.501 [4].



	AN-parameters length indicate the length of the AN-parameters field in octets



	AN-Parameters field is coded according to figure 9.3.2.2.3-2 and table 9.3.2.2.3-2.


	Extensions field is an optional field and consists of spare bits.


	7
	6
	5
	4
	3
	2
	1
	0
	

	AN-parameter 1
	octet n+3
octet a

	AN-parameter 2
	octet a+1

octet b

	...
	octet b+1

octet k

	AN-parameter n
	octet k+1

octet m


Figure 9.3.2.2.3-2: AN-parameters field
Table 9.3.2.2.3-2: AN-parameters field

	Each AN-parameter field is coded according to figure 9.3.2.2.3-3 and table 9.3.2.2.3-3.

	


	7
	6
	5
	4
	3
	2
	1
	0
	

	AN-parameter type
	octet a+1

	AN-parameter length
	octet a+2

	AN-parameter value
	octet a+3

octet b


Figure 9.3.2.2.3-3: AN-parameter field
Table 9.3.2.2.3-3: AN-parameter field

	The AN-parameter length field indicates the length of the AN-parameter value field.

	

	The AN-parameter type field indicates the type of the AN-parameter value field. Sending entity shall not set the AN-parameter type field to a spare value. Receiving entity shall ignore any AN-parameter field with the AN-parameter type field set to a spare value.

The following AN-parameter type field values are specified:

-
01H (TNGF IPv4 contact info);
-
02H (TNGF IPv6 contact info);
All other values of the AN-parameter type field are spare. Receiving entity shall ignore an AN-parameter field with the AN-parameter type field set to a spare value.

When the AN-parameter type field indicates the TNGF IPv4 contact info, the AN-parameter value field is coded as value part (as specified in 3GPP TS 24.007 [22] for type 3 information element) of TNGF IPv4 contact info information element as specified in subclause 9.2.x.

	When the AN-parameter type field indicates the TNGF IPv6 contact info, the AN-parameter value field is coded as value part (as specified in 3GPP TS 24.007 [22] for type 3 information element) of TNGF IPv6 contact info information element as specified in subclause 9.2.y.
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