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1. Introduction

In LS C1-190098/S2-1813359 [1], SA2 informs CT1 about a working assumption related to Slice-Specific Secondary Authentication and Authorization (SSAA) that was taken as part of the Study on Enhancement of Network Slicing. The details of this assumption can be found in S2-1813210 [2]. 

As part of the proposal, an open issue has been identified where the NAS timer guarding the registration procedure is affected due to the execution of at least one EAP-based (slice-specific secondary) authentication before the completion of the registration procedure. As a result, SA2 requests CT1 to provide feedback indicating whether the approach proposed in the SA2 solution is acceptable, or alternative approach using alternative message flows between UE and the AMF would be preferable. 

The purpose of this document is to analyse the solution in [2] and provide feedback accordingly.
2. Discussion
The solution in [2] introduces a few new aspects for SSAA e.g. a UE security capability indication for SSAA, the UE subscription includes an S-NSSAI of a slice that requires SSAA, etc, however, this paper will focus on the aspect for which feedback is requested from CT1, specifically, the impacts on the registration procedure due to the execution of nested EAP-based authentication. Figure 1 shows the high-level flow for SSAA during the registration procedure as defined in [2].
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Figure 1: Registration with SSAA
The following is indicated in [2]:

“Step 4 is conditional to both the UE security capability and the S-NSSAI subscription data, checked at step 3, including a flag that indicates Slice-Specific Secondary Authentication and Authorisation is needed. If this is needed and UE supports it, this step is executed. The start of this step suspends the current Registration procedure timer. This timer is restarted when all the pending EAP procedure for slices that are subject to Slice-Specific Secondary Authentication are completed. 

Editor’s note: This approach needs to be checked whether it is acceptable by CT1 and based on the feedback changes to the solution may be done in normative phase to align with the preferred way to handle NAS and EAP timers interaction.
… (skip) …

Once step 4 is executed successfully, and the registration accepted, the UE, after optional NSSF interaction (not explicitly shown above), is provided an allowed NSSAI including the slices that were successfully authorised. SM procedures can take place in the authorised slices for the UE.”
The purpose of SSAA is to ensure that the UE can perform 5GSM procedures in the slices that have been authorized for the UE. However, nesting the EAP-based procedures as part of the registration procedure will cause the following issues.

1) The registration timer (T3510) will need to be stopped during the registration procedure when the first NAS message for SSAA is received by the UE. This changes the handling of T3510 which is usually stopped after the UE receives a REGISTRATION ACCEPT or REGISTRATION REJECT message. Such new handling of T3510 is not desirable since the stop (and restart) of the NAS timer becomes dependent on the EAP-based authentication that is done by the upper layers i.e. the EAP client. This will require further handling at the NAS to address error or abnormal cases that may occur similar to what is defined in section 5.4.1.2.2.4 and 5.4.1.2.4.5 in TS 24.501. For example, in the current specification, the UE starts T3520 after sending an EAP-response message following the detection of an error during the EAP-based authentication (see section 5.4.1.2.2.4 of TS 24.501), and the T3520 is stopped when the UE receives a new AUTHENTICATION REQUEST message. So T3520 allows the NAS to recover in case the network does not initiate a new authentication. Now for SSAA, if the UE sends an EAP-response message (related to SSAA for an S-NSSAI) after detecting an error (at the EAP layer), will the network re-run the EAP-based authentication again? How long will the UE need to wait for a potential re-authentication? These are aspects that will require further work due to the dependency between SSAA and the registration procedure. This becomes even more complex when e.g. multiple errors are detected by the UE related to authentication for different S-NSSAIs. Such a dependency should be avoided otherwise there will be a big delay to the registration procedure.
2) If the NAS message for SSAA is not received at the UE e.g. due to lower layer transmission failure at the AMF, then the UE will not stop T3510. If other re-transmissions by the AMF are also not successful, then T3510 will eventually expire leading to an abnormal outcome as described in section 5.5.1.2.7 of TS 24.501. This also delays the registration procedure and adds unnecessary signalling in the system (due to the re-initiation of the registration procedure by the UE). Thus, the SSAA procedures should not be performed during the registration procedure.
3) As indicated in [2], T3510 “is restarted when all the pending EAP procedure for slices that are subject to Slice-Specific Secondary Authentication are completed”. However, how will the UE know which is the last EAP-based authentication procedure for SSAA? In some cases, there may be only one S-NSSAI that is subject to SSAA, while in other cases there may be 5 S-NSSAIs as an example. Therefore, how can the UE determine when to re-start T3510 after the last EAP-based authentication for SSAA? This is yet another reason why the EAP-based procedure for SSAA should not be run during the registration procedure. Linking this issue with the issue discussed in bullet 1) above makes the overall handling even more complex i.e. not only the UE needs to know which is the last EAP authentication, but all previous authentications (some of which may require a re-run of the authentication) have to be concluded before the timer is restarted. 
4) In addition to the protocol impacts discussed above, completing the EAP-based authentication for all S-NSSAIs before the REGISTRATION ACCEPT is sent to the UE will cause delays to other (non-5GSM) services that the UE can have, for example, SMS service. If SSAA is performed after the registration procedure completes, the UE can still be refrained from initiating 5GSM procedures until SSAA is completed for the relevant S-NSSAIs. However, until the SSAA is completed, the UE will be able to send and/or receive SMS before the allowed NSSAI is returned to the UE. Therefore, performing SSAA after the registration procedure enables the UE to receive other services such as SMS, whereas this is not possible if SSAA is performed as part of the registration procedure.
To avoid the issues described above, a better approach would be to first complete the registration procedure before starting the SSAA procedure. In the REGISTRATION ACCEPT message, the UE is informed that SSAA needs to be executed, and the AMF can provide an allowed NSSAI containing S-NSSAIs for which SSAA is not required (or e.g. a “dummy” allowed NSSAI if no S-NSSAI is allowed before the SSAA is performed). The AMF performs SSAA after the registration procedure is completed and thereafter, the AMF can use the generic UE configuration update procedure to provide the UE with the allowed NSSAI for which SSAA is successful. From this point onward, the UE can initiate 5GSM procedures using the allowed NSSAI if needed. This alternative is shown in Figure 2.


[image: image2.emf]UE AMF AAA-F AAA-S

2. Security procedures PLMN access (AMF 

Authenticator, AUSF is auth server)

4. Registration Accept (SSAA IE, [optionally] �³dummy´��Allowed NSSAI)

1. Registration Request (Requested NSSAI,

Security capability)

3. AMF checks subscription data and 

UE

䇻

s security capability on whether 

to apply extra level of authentication 

and / or authentication for a certain S-

NSSAI

AUSF

5. Secondary Authentication for Slice access (if applicable for a  S-NSSAI) based 

on EAP

6. Configuration Update Command (Allowed NSSAI)

7. UE can initiate 5GSM 

procedures using the 

allowed NSSAI 


Figure 2: SSAA Performed after the Registration Procedure 
At step 4, the UE gets an indication e.g. SSAA IE, that SSAA will be performed after the registration procedure is completed. Optionally, the AMF may provide an allowed NSSAI containing S-NSSAIs for which SSAA is not applicable NSSAI (or e.g. a “dummy” allowed NSSAI can also be provided instead). After the SSAA procedure is completed, the AMF provides the UE with the allowed NSSAI at step 6 and the UE may then initiate 5GSM procedures based on the allowed NSSAI.
This approach will not require more handling at the NAS that can consequently delay the registration procedure as explained above, and this makes the registration procedure independent from the SSAA procedure (which is in accordance with the current system i.e. 5GSM procedures are not part of the initial registration procedure). Moreover, there does not seem to be a technical reason why running SSAA during the registration procedure is better. In contrast, it can lead to more signalling and delays as described earlier. Finally, it is worth noting that the UE may not request a PDU session even if it has an allowed NSSAI i.e. it cannot be assumed that the UE will always immediately request a PDU session when it gets an allowed NSSAI.
3. Conclusion
The previous section identified several issues that would result from running SSAA procedures during the registration procedure. The registration timer T3510 would need to be stopped and re-started based on EAP-based authentication for SSAA although the primary authentication and key agreement procedure and the security mode control procedure are completed. This deviates from the usual NAS timer handling. Furthermore, the UE does not know when T3510 should be restarted as the UE does not know how many such EAP-based authentication procedures will be executed by the AMF.
As the SSAA procedures would create dependencies with the registration procedure, the NAS would further need to have other mechanisms to deal with errors or abnormal cases that might occur during the EAP-based authentication for SSAA. The NAS would need to know when to recover from errors that are detected at the EAP layer, hence making the overall procedure complex especially when there are multiple EAP-based authentications associated with different S-NSSAIs. This in turn adds a lot of delay to the registration procedure.
It is not clear why nesting the SSAA procedure within the registration procedure provides any advantage given that there are other methods that can be used to inform the UE that 5GSM procedures should not be initiated before SSAA completes. 

It is therefore proposed to respond to SA2 indicating that SSAA procedures should be performed after the completion of the registration procedure so that the impacts on the NAS is minimal. A draft LS response with this proposal can be found in C1-190237.
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