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1. Abstract
This paper discusses why to introduce 5QI access category criteria type for ODAC and how to do so.
2. Discussion
2.1 Proposed 5QI access category criteria type specification and its usage
The 5QI access category criteria type is proposed to be used in deployments when a PDU session provides access to operator's application servers and to the Internet. Such deployments are described in GSMA IR.88 section 6.3.3.1 which describes that an operator can select Internet APN to provide access to home operator services as well as to the Internet in EPS.

Usage of 5QI access category criteria type is proposed to be limited to:

(a) when 5GMM receives a request to re-establish the user-plane resources for an existing PDU session in the UE is 5GMM-IDLE mode; and

(b) the events 5) (i.e. 5GMM receives a request to re-establish the user-plane resources for an existing PDU session) and 6) (i.e. 5GMM is notified that an uplink user data packet is to be sent for a PDU session with suspended user-plane resources) defined in subclause 4.5.1 when the UE is in 5GMM-CONNECTED mode and in 5GMM-CONNECTED mode with RRC inactive indication 
In such deployments, the 5QI access category criteria type enables operator to provide better treatment for the access attempts triggered by user data packets sent towards operator's application servers, in comparison to the access attempts triggered by user data packets sent towards Internet hosts.

2.2 Possible use case in details
A UE has a PDU session providing access to operator's application servers and to the Internet. Within the PDU session:

-
uplink user data packets sent to operator's application servers are sent via non-GBR QoS flow 1 with operator-specific 5QI==130; and

-
uplink user data packets sent to Internet are sent via QoS flow 2 with standardized 5QI==9.

The QoS flows are established at time of PDU session establishment.

AMF provides the UE with an operator-defined access category definition with criteria 5QI==130 and with an operator-defined access category number 33.

The unified acess control parameters broadcast by the RAN provide the UE with a high access rate for the access category number 33 and with a low access rate for access category 7.

Therefore:

-
if establishment of user-plane resource of the PDU session is triggered by user data packet sent towards an operator's application server, the NAS layer would determine the access category 33 and the access barring check for the access category 33 in AS layer would likely result into "pass" and the UE would proceeed.

-
if establishment of user-plane resource of the PDU session is triggered by user data packet sent towards Internet, the NAS layer would determine the access category 7 and the access barring check for the access category 7 in AS layer would likely result into "barred" and the UE would NOT proceed.

Similar handling applies for sending of a an uplink user data packet for a PDU session with suspended user-plane resources.

2.3 Discussion on comments received in Nov CT1 meeting
2.3.0 General

Several comments were raised against the proposal in Nov CT1 meeting, in C1-188266 and online and offline.
2.3.1 Comment-1: stage-1 requirement
C1-188266 stated "Observation 1: There is no SA1 requirement to justify 5QI as a suitable criterion for ODAC."

Related stage-1 requirement is in 22.261:

-----------

The unified access control supports extensibility to allow inclusion of additional standardized Access Identities and Access Categories and supports flexibility to allow operators to define operator-defined Access Categories using their own criterion (e.g. network slicing, application, and application server).

-----------
2.3.2 Comment-2: 5QI availability
C1-188266 stated "Observation 2: In case of 5QI is used as an criterion for ODAC, 5QI should be directly provided by an access attempt or can be indirectly derived from an access attempt for ODAC matching."

Usage of 5QI access category criteria type is proposed to be limited to:

(a) when 5GMM receives a request to re-establish the user-plane resources for an existing PDU session in the UE is 5GMM-IDLE mode; and

(b) the events 5) (i.e. 5GMM receives a request to re-establish the user-plane resources for an existing PDU session) and 6) (i.e. 5GMM is notified that an uplink user data packet is to be sent for a PDU session with suspended user-plane resources) defined in subclause 4.5.1 when the UE is in 5GMM-CONNECTED mode and in 5GMM-CONNECTED mode with RRC inactive indication 
In those cases, 5QI is derived from 5QI parameter of QoS flow via which an uplink user data packet is to be sent.

2.3.3 Comment-3: connected mode or RRC inactive mode
C1-188266 stated "Observation 4: For access attempts triggering ODAC in connected mode or RRC inactive mode, it is unnecessary to use 5QI to determine an ODAC while to use PDU session level criteria are enough."

In deployments when one PDU session provides access to operator's application servers and to the Internet:

-
if the UE is in 5GMM-CONNECTED mode and the PDU session does not have established user-plane resources; or

-
if the UE in 5GMM-CONNECTED mode with RRC inactive indication;

the 5QI access category criteria type enables operator to provide better treatment for the access attempts triggered by user data packets sent towards operator's application servers, in comparison to the access attempts triggered by user data packets sent towards Internet hosts. Other criteria types do not enable that as:

-
DNN access category criteria type does not enable distinguishing of IP flows of the PDU session;

-
S-NSSAI access category criteria type does not enable distinguishing of IP flows of the PDU session;

-
OS Id + OS App Id of application triggering the access attempt does not enable distinguishing of IP flows of the PDU session when the operator's application servers provide the services using regular IP protocols (e.g. HTTP, RTSP) and do not restrict usage of UE applications.
2.3.4 Comment-4: PDU session establishment
C1-188266 stated "(1)
In case of the events triggers an new PDU session establishment (e.g. event 1) or 3)), at the time to determine an ODAC for access control, there is no 5QI available to be used for ODAC matching."

Not applicable since it is not proposed to use 5QI access category criteria type at time of PDU session establishment.

2.3.5 Comment-5: only one 5QI in PDU session
C1-188266 stated "(2)
In case of the events associated with an existing PDU session (e.g. event 1), 4), 5) or 6)), if only one 5QI is included in this PDU session (e.g. only has one QoS flow, or multiple QoS flows have the same 5QI), then to use DNN or S-NSSAI of this PDU session for ODAC matching is enough. To use 5QI will create unncessary UE handling for access control."

Not applicable since 5QI access category criteria type is intended to be used when there are several QoS flows with different 5QIs in one PDU session.

2.3.6 Comment-6: several 5QIs in PDU session
C1-188266 stated "(3)
In case of the events associated with an existing PDU session (e.g. event 1), 4), 5) or 6)), if more than one 5QIs are included in this PDU session (e.g. multiple QoS flows have different 5QIs), then it is very complicated for the UE to use which 5QI for ODAC matching due to only one ODAC needs to be determined for access control. Note that so far there are 15 standardized 5QIs and 127 Operator-specific 5QIs, and there are up to 64 QoS flows of a PDU session. As ODAC is totally an operator-controlled access category for access control, different operators may have different policies on ODAC matching in such complicated cases. Hence, it is impossible to define a common and standardized way for UE implementation to use 5QIs for ODAC matching to cover all possible cases to meet per operator policies. The cost here is much overwhelming the benefits."

Not correct since:

-
operator-defined access categories are meant to be operator-specific.
-
the amount of 5QIs need to be compared with amount of possible DNNs. Size of 5QI is only 1 octet while size of DNN is 100 octets. Thus, theoretically the amount of ODAC definitions based on DNN access category criteria type can be much more than the amount of ODAC definitions based on 5QI access category criteria type.

-
handling in case of multiple events occuring at the same time is already described in 24.501 and states:

------

In order to determine the access category applicable for the access attempt, the NAS shall check the rules in table 4.5.2.2, and use the access category for which there is a match for barring check. If the access attempt matches more than one rule, the access category of the lowest rule number shall be selected. If the access attempt matches more than one operator-defined access category definition, the UE shall select the access category from the operator-defined access category definition with the lowest precedence value (see subclause 4.5.3).

NOTE:
The case when an access attempt matches more than one rule includes the case when multiple events trigger an access attempt at the same time.
------
2.3.7 Comment-7: possibility of "free-riding"
During online and offline discussion, it was commented that "free-riding" can occur with 5QI access category criteria type.
"free-riding" was not formally defined but it was understood to describe the following: when one PDU session carries user data packets to operator's application servers and to Internet hosts, then a UE in 5GMM-IDLE mode (or in 5GMM-CONNECTED mode with RRC inactive indication) can send a user data packet towards an operator's application server and this results in passing of the UAC barring check and moving to 5GMM-CONNECTED mode (in comparison, if the user data packet was sent to an Internet host, it would result into barring by the UAC barring check). Once in 5GMM-CONNECTED mode, the UE can freely send any user data packets to operator's application server and to Internet hosts.
The "free-riding" can occur with the existing OS Id + OS App Id criteria type as well, in exactly the same way - when one PDU session carries user data packets from several UE applications, then a prioritized UE application X in a UE in 5GMM-IDLE mode (or in 5GMM-CONNECTED mode with RRC inactive indication) can send a user data packet and this results in passing of the UAC barring check and moving to 5GMM-CONNECTED mode (in comparison, if the user data packet was sent to an non-prioritized UE application Y, it would result into barring by the UAC barring check). Once in 5GMM-CONNECTED mode, all UE applications can freely send any user data packets via the PDU session.
Given that the "free-riding" can occur with the existing OS Id + OS App Id criteria type as well, the possibility of "free-riding" should not preclude specification of 5QI access category criteria type.

2.3.8 Comment-8: Operator can achieve the same using DNN access category criteria type
During online and offline discussion, it was commented that DNN access category criteria type should be used instead of 5QI access category criteria type.
In order to use DNN access category criteria type, the UE has to use two different PDU sessions with two different DNNs, DNN X providing access to operator's application servers and another DNN Y providing access to the Internet.

For those operators who already deployed Internet DNN to provide access to home operator services as well as to the Internet, the implies the following changes:

1)
network needs to deploy twice as much of capacity in SMFs and twice as much of signalling capacity in UPFs since each UE will establish two PDU sessions (with two SMFs) rather than only one;

2)
network needs to deploy more capacity in AMFs since each UE will establish two PDU sessions (with two SMFs) rather than only one and AMFs need to keep twice as many PDU session routing contexts;

3)
there is twice as much 5GSM signalling since each UE will establish two PDU sessions (with twice as many 5GSM messages) rather than only one;

4)
the network needs to provide twice as many IP addresses to the UEs since each UE will establish two PDU sessions (each with its own IP address) rather than only one;

5)
network needs to be reconfigured so that the UE is prevented from sending IP flows towards operator's application servers via PDU session for DNN Y and Internet IP flows via PDU session for DNN X;

6)
the UE needs to be configured to use DNN X and DNN Y. The layers above NAS would need to use outcomes of URSP evaluation to select the correct PDU session;

7)
each UE application acting as an IP server needs to be enhanced to bind on the IP address of PDU session X, the IP address of PDU session Y or both IP addresss of PDU session X and PDU session Y.

8)
if network wishes to use interworking between 5GS and EPS and wishes to provide IP address preservation for the PDU sessions to DNN X and to DNN Y:

a)
in EPS, the network has to be reconfigured to enable UEs to establish two PDN connections with DNN X and DNN Y.

b)
in EPS, the UE needs to be configured to use DNN X and DNN Y. The UE would need to support and use IARP to enable applications to distribute IP flows to different PDN connections.
In 9th Jan 2019 conf. call, it was suggested that the UEs can establish the PDU session with DNN X providing access to operator's application servers on-demand only. This has the following impact:

1)
for operator's services which are expected to be reachable via IP and thus needs continuos IP connectivity (e.g. GSMA RCS), the PDU session is needed all the time;

2)
for operator's services are not expected to be reachable via IP, this generates additional 5GSM signalling to establish PDU session whenever the operator's service is used by the UE and to release the PDU session afterwards; and
3)
the issue 5, 6, 7 and 8 of the previous bullet list are applicable.
Those impacts are seen as severly disadvantageous for network operators.

2.3.9 Comment-9: it is too late to introduce the feature in Rel-15

During offline discussion, it was commented that Rel-15 is frozen and this is considered as a new feature, despite the editor's note in Rel-15.
It is true that Rel-15 is expected to be stable now. It is sufficient to specify the 5QI access category criteria type in Rel-16.
2.3.10 Comment-10: Operator can achieve the same using S-NSSAI access category criteria type
During the 9th Jan 2019 conf. call, it was commented that S-NSSAI based access category criteria type should be used instead of 5QI access category criteria type.
In order to use S-NSSAI access category criteria type, the UE has to use two different PDU sessions established with different S-NSSAI, PDU session for S-NSSAI U providing access to operator's application servers and another PDU session with S-NSSAI V providing access to the Internet.

For those operators who already deployed Internet DNN to provide access to home operator services as well as to the Internet, the reconfiguration to use PDU session for S-NSSAI U providing access to operator's application servers and to use another PDU session with S-NSSAI V providing access to the Internet:

1)
has the same issues as in Comment-8; and

2)
has additional impacts as new S-NSSAIs are provided in RRC signalling as thus gNodeB need to be configured how to act on the new S-NSSAIs.

2.3.11 Comment-11: FQDN resolution

During the 9th Jan 2019 conf. call, it was commented that if UE starts using an IP service from scratch, the UE often starts by resolution of a FQDN of the server providing the IP service. If the DNS resolver in the UE does not have cached information for the resolution, the DNS resolver needs to communicate with DNS server. When one PDU session carries IP flows for operator's services and to Internet, the DNS messages will be sent via one QoS flow and thus the 5QI criteria cannot effectively distinguish the application servers.
The above will not occur:

1)
when the UE already resolved the FQDN of the application server and has an TCP connection (or UDP based connection) with the application server (e.g. GSMA RCS).

2)
when the UE already resolved the FQDN of the application server and caches the previously resolved information - either in the UE application itself or in the DNS resolver in the UE.

3)
when the operator configures the UE with IP address of the application servers providing the service.

3. Proposal

Given that answers to the comments raised in Nov CT1 meeting, it is proposed to specify the 5QI access category criteria type.

Given that Rel-15 is deep frozen now, it is proposed to define the 5QI access category criteria type in Rel-16.
