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3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

5GCN
5G Core Network

5GS
5G System
5G-AN
5G Access Network

5QI
5G QoS Identifier

AMF
Access and Mobility Management Function

ANDS
Access Network Discovery and Selection

ANDSP
Access Network Discovery and Selection Policy

AUSF
Authentication Server Function

CP
Control Plane

DL
Downlink

DNS
Domain Name System

DSCP
Differentiated Services Code Point

ePDG
Evolved Packet Data Gateway

ESP
Encapsulating Security Payload

FQDN
Fully Qualified Domain Name
IPsec
Internet Protocol Security
N3AN
Non-3GPP Access Network

N3IWF
Non-3GPP InterWorking Function

NAI
Network Access Identifier
QFI
QoS Flow Identifier
SA
Security Association 

SPI
Security Parameters Index

SUPI
Subscription Permanent Identifier
TCP
Transmission Control Protocol
UL
Uplink

UP
User Plane

UPF
User Plane Function

WLANSP
WLAN Selection Policy
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8.2.2
ESP encapsulation

If a NAS message is transported over non-3GPP access between the UE and the N3IWF, and:

a)
if the IKE_AUTH response message contained the INERNAL_IP4_ADDRESS attribute and the NAS_IP4_ADDRESS notify payload in subclause 7.3.2, an inner IPv4 datagram shall be constructed where:

1)
the inner transport layer protocol shall be TCP as described in IETF RFC 793 [xx];

2)
the NAS message shall be encapsulated as the TCP payload of the inner IPv4 datagram with IPv4 header where:

A)
if the UE constructs the inner IPv4 datagram, the source address field shall be set to the IPv4 address in the INTERNAL_IP4_ADDRESS attribute and the destination address field shall be set to the IPv4 address in the NAS_IP4_ADDRESS notify payload;

B)
if the N3IWF constructs the inner IPv4 datagram, the source address field shall be set to the IPv4 address in the NAS_IP4_ADDRESS notify payload and the destination address field shall be set to the IPv4 address in the INTERNAL_IP4_ADDRESS attribute; and
C)
the protocol field shall be set to 06H;


2)
the inner IPv4 datagram shall be protected employing the ESP protocol in tunnel mode as specified in IETF RFC 4303 [11] where:

A)
the security parameter index field shall be set to the SPI of the signalling IPsec SA; and

B)
the next header field shall be set to 04H; and
NOTE 1:
Since TCP is used as the inner transport layer protocol, there is no need for IP packet fragmentation as described in IETF RFC 791 [24] if the size of NAS message is larger than the MTU size. However if fragmentation is used, the inner IPv4 datagram needs to be fragmented. 

3)
the IP packet encapsulating the ESP protected inner IPv4 datagram shall be sent to the peer for the SPI of the signalling IPsec SA; or

b)
if the IKE_AUTH response message contained the INTERNAL_IP6_ADDRESS attribute and the NAS_IP6_ADDRESS notify payload in subclause 7.3.2, an inner IPv6 datagram shall be constructed where:

1)
the inner transport layer protocol shall be TCP as described in IETF RFC 793 [xx];

2)
the NAS message shall be encapsulated as the TCP payload of the inner IPv6 datagram with IPv6 header where:

A)
if the UE constructs the inner IPv6 datagram, the source address field shall be set to the IPv6 address in the INTERNAL_IP6_ADDRESS attribute and the destination address field shall be set to the IPv6 address in the NAS_IP6_ADDRESS notify payload;

B)
if the N3IWF constructs the inner IPv6 datagram, the source address field shall be set to the IPv6 address in the NAS_IP6_ADDRESS notify payload and the destination address field shall be set to the IPv6 address in the INTERNAL_IP6_ADDRESS attribute; and 

C)
the next header
 field shall be set to 06H;


2)
the inner IPv6 datagram shall be protected employing the ESP protocol in tunnel mode as specified in IETF RFC 4303 [11] where:

A)
the security parameter index field shall be set to the SPI of the signalling IPsec SA; and

B)
the next header field sall be set to 29H,and
NOTE 2:
Since TCP is used as the inner transport layer protocol, there is no need for IP packet fragmentation as described in IETF RFC 791 [24] if the size of NAS message is larger than the MTU size. However if fragmentation is used, the inner IPv4 datagram needs to be fragmented. 


3) the IP packet encapsulating the ESP protected inner IPv6 datagram shall be sent to the peer for the SPI of the signalling IPsec SA.

Editor's note:
It is FFS if the UE can receive an IKE_AUTH response message with both NAS_IP4_ADDRESS and NAS_IP6_ADDRESS notify payloads. If this is the case the UE´s behaviour to use both or either of them is FFS.





The ESP packet format is shown in figure 8.2.2-1:

	Bits
	

	8
	7
	6
	5
	4
	3
	2
	1
	Octets

	Security Parameters Index (SPI)
	1-4

	Sequence Number
	5-8

	Payload data (inner IP packet containing NAS message or partial NAS message)
	9-m

	Padding
	(m+1) - n

	Padding length
	n+1

	Next header
	n+2

	Integrity Check Value (ICV)
	(n+2) - x


Figure 8.2.2-1: ESP packet format
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