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	Reason for change:
	1/ According to latest SA3 agreement (LS C1-185790/S3-182532) and agreed CR S3-182534, the ABBA is used as part of security key generation and must be provided along with ngKSI. Therefore, the ABBA parameter shall be provided to the UE at EAPRequest/AKA'-Challenge message in EAP-AKA’.

4.
The SEAF shall transparently forward the EAP-Request/AKA'-Challenge message to the UE in a NAS message Authentication Request message. The ME shall forward the RAND and AUTN received in EAP-Request/AKA'-Challenge message to the USIM.  This message shall include the ngKSI and ABBA parameter. In fact, SEAF shall include the ngKSI and ABBA parameter in all EAP-Authentication request message. ngKSI will be used by the UE and AMF to identify the partial native security context that is created if the authentication is successful. 

It needs to be clarified that ABBA is a mandatory parameter during EAP-AKA' authentication initiation. 

2/ TS 24.501 states the AMF sets the ABBA IE of the AUTHENTICATION REQUEST message to the ABBA to be sent to the UE:

The AMF shall set the EAP message IE of the AUTHENTICATION REQUEST message to the EAP-request message to be sent to the UE. The AMF shall set the ngKSI IE of the AUTHENTICATION REQUEST message to the ngKSI value selected in subclause 5.4.1.2.2.2 or subclause 5.4.1.2.3.1. The AMF shall set the ABBA IE of the AUTHENTICATION REQUEST message to the ABBA to be sent to the UE.

but it is not clear what is "the ABBA" and not possible to implement. 
According to TS33.501, the ABBA should be set to default value of all zeros: 

11.
The SEAF shall send the EAP Success message to the UE in the N1 message. This message shall also include the ngKSI and the ABBA parameter. The SEAF shall set the ABBA to the default value of all zeros.
The SEAF shall set the ABBA parameter to 0x0000. The UE shall use the ABBA parameter provided by the SEAF in the calculation of KAMF.

The following values have been defined for this parameter.

ABBA parameter value

Description

0x0000

Initial set of security features defined for 5GS.

3/ According to TS33.501 subclause B.2.1.1 on Security procedures for EAP-TLS, the SEAF shall always include the ngKSI and ABBA parameter in all EAP-Authentication request message:

7.
The SEAF forwards the EAP-Request/EAP-TLS [TLS start] in the Authentication Request message to the UE. This message also includes the ngKSI and the ABBA parameter. In fact, the SEAF shall always include the ngKSI and ABBA parameter in all EAP-Authentication request message. ngKSI will be used by the UE and AMF to identify the partial native security context that is created if the authentication is successful. The SEAF shall set the ABBA paremeter as defined in Annex A.7.1. 

11.
The SEAF forwards the EAP-Request/EAP-TLS message with server_hello and other information elements to the UE through Authentication Request message. This message also includes the ngKSI and the ABBA parameter .The SEAF shall set the ABBA paremeter as defined in Annex A.7.1.

17.
The SEAF forwards EAP-Request/EAP-TLS message from step 16 to the UE with Authentication Request message. This message also includes the ngKSI and the ABBA parameter. The SEAF shall set the ABBA paremeter as defined in Annex A.7.1.

21.
The SEAF forwards the EAP-Success message to the UE and the authentication procedure is finished. This message also includes the ngKSI and the ABBA parameter. The SEAF shall set the ABBA paremeter as defined in Annex A.7.1. Then the SEAF derives the KAMF from the KSEAF, the ABBA parameter and the SUPI according to Annex A.7, and provides the ngKSI and the KAMF to the AMF.
4/ SA3 agreed document S3-183076 which indicates that the ABBA can be sent in Security Mode Command or Authentication Result. According to TS33.501, ABBA may also be included in NAS Security Mode Command message:
1b.
The AMF sends the NAS Security Mode Command message to the UE. The NAS Security Mode Command message shall contain: the replayed UE security capabilities, the selected NAS algorithms, and the ngKSI for identifying the KAMF . The NAS Security Mode Command message may contain: horizontal derivation parameter, HASHAMF, Anti-Bidding down Between Architectures (ABBA) parameter. In the case of horizontal derivation of KAMF during mobility registration updateor during multiple registration in same PLMN, horizontal derivation parameter shall be included in the NAS Security Mode Command message as described in clause 6.9.3.

Alignment to TS 33.501 is needed.



	
	

	Summary of change:
	The ABBA shall be provided to the UE when EAP-AKA' and EAP-TLS procedures are initiated.

The ABBA is included as optional parameter in Security Mode Command and Authentication Result messages.
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	*** Next Change ***


5.4.1.2.2.2
Initiation

In order to initiate the EAP based primary authentication and key agreement procedure using EAP-AKA', the AUSF shall send an EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [40]. The AUSF shall set the AT_KDF_INPUT attribute of the EAP-request/AKA'-challenge message to the SNN. The SNN is in format described in subclause 9.9.1. The AUSF may include AT_RESULT_IND attribute in the EAP-request/AKA'-challenge message.

The network shall select an ngKSI value. If an ngKSI is contained in an initial NAS message during a 5GMM procedure, the network shall select a different ngKSI value. The network shall send the selected ngKSI value to the UE along with each EAP message. The network shall send the ABBA value as described in subclause 9.11.3.10 to the UE along with the EAP request message and EAP-success message.
Upon receiving an EAP-request/AKA'-challenge message, the UE shall check whether the UE has a USIM, shall check the key derivation function indicated in AT_KDF attributes as specified in IETF RFC 5448 [40], and if the value of the Key derivation function field within the received AT_KDF attribute, is of value 1, shall check:

a)
whether the network name field of the AT_KDF_INPUT attribute is the SNN constructed according to subclause 9.9.1; and

b)
whether the network name field of the AT_KDF_INPUT attribute matches the PLMN identity saved in the UE.

The PLMN identity the UE uses for the above network name check is as follows:

a)
when the UE moves from 5GMM-IDLE mode to 5GMM-CONNECTED mode, until the first handover, the UE shall use the PLMN identity of the selected PLMN; and

b)
after handover or inter-system change to N1 mode in 5GMM-CONNECTED mode:

1)
if the target cell is not a shared network cell, the UE shall use the PLMN identity received as part of the broadcast system information;

2)
if the target cell is a shared network cell and the UE has a valid 5G-GUTI, the UE shall use the PLMN identity that is part of the 5G-GUTI; and

3)
if the target cell is a shared network cell and the UE has a valid 4G-GUTI and TAI, but not a valid 5G-GUTI, the UE shall use the PLMN identity that is part of the TAI.

Editor's Note:
In the eventuality that RAN2 decides to use different TAI for 4G and for 5G, the above requirements will need to be revisited.

	*** Next Change ***


5.4.1.2.3.1
General

The UE may support acting as EAP-TLS peer as specified in 3GPP TS 33.501 [24]. The AUSF may support acting as EAP-TLS server as specified in 3GPP TS 33.501 [24].

The EAP-TLS enables mutual authentication of the UE and the network.

When initiating an EAP based primary authentication and key agreement procedure using EAP-TLS, the network shall select an ngKSI value. If an ngKSI is contained in an initial NAS message during a 5GMM procedure, the network shall select a different ngKSI value. The network shall send the selected ngKSI value to the UE along with each EAP message. The network shall send the ABBA value as described in subclause 9.11.3.10 to the UE along with the EAP request message and EAP-success message.
When the EAP based primary authentication and key agreement procedure uses EAP-TLS, the ME and the AUSF shall generate EMSK as described in 3GPP TS 33.501 [24].

When handling of an EAP request message results into generation of EMSK, the ME shall generate the KAUSF from the EMSK, the KSEAF from the KAUSF, and the KAMF from the ABBA and the KSEAF as described in 3GPP TS 33.501 [24], shall create a partial native 5G NAS security context identified by the ngKSI value received together with the EAP-request message in subclause 5.4.1.2.4.2, in the volatile memory of the ME, and shall store the KAMF in the created partial native 5G NAS security context.

When handling of an EAP response message results into generation of EMSK, the AUSF shall generate the KAUSF from the EMSK, and the KSEAF from the KAUSF as described in 3GPP TS 33.501 [24].

NOTE:
The AUSF provides the KSEAF to the SEAF. Upon reception of the KSEAF, the SEAF generates the KAMF based on the ABBA and the KSEAF as described in 3GPP TS 33.501 [24], and provides ngKSI and the KAMF to the AMF. Upon reception of the ngKSI and the KAMF, the AMF creates a partial native 5G NAS security context identified by the ngKSI, and stores the KAMF in the created partial native 5G NAS security context.

	*** Next Change ***


5.4.1.2.4.1
General

The purpose of the EAP message reliable transport procedure is to provide a reliable transport of an EAP-request message, the ngKSI and the ABBA from the network to the UE and of an EAP-response message from the UE to the network.

The EAP message reliable transport procedure is initiated by an AUTHENTICATION REQUEST message with the EAP message IE.

	*** Next Change ***


5.4.1.2.4.2
EAP message reliable transport procedure initiation by the network

In order to initiate the EAP message reliable transport procedure, the AMF shall create an AUTHENTICATION REQUEST message.

The AMF shall set the EAP message IE of the AUTHENTICATION REQUEST message to the EAP-request message to be sent to the UE. The AMF shall set the ngKSI IE of the AUTHENTICATION REQUEST message to the ngKSI value selected in subclause 5.4.1.2.2.2 or subclause 5.4.1.2.3.1. In this release of specification, the AMF shall set the ABBA IE of the AUTHENTICATION REQUEST message with the length of ABBA IE to 2 and the ABBA contents to be 2 octets in length with value 0000H as described in subclause 9.11.3.10.

The AMF shall send the AUTHENTICATION REQUEST message to the UE, and the AMF shall start timer T3560 (see example in figure 5.4.1.2.4.2.1).
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Figure 5.4.1.2.4.2.1: EAP message reliable transport procedure

Upon receipt of an AUTHENTICATION REQUEST message with the EAP message IE, the UE handles the EAP message received in the EAP message IE and the ABBA of the AUTHENTICATION REQUEST message.

	*** Next Change ***


5.4.1.2.5.2
EAP result message transport procedure initiation by the network

In order to initiate the EAP result message transport procedure, the AMF shall create an AUTHENTICATION RESULT message.

The AMF shall set the EAP message IE of the AUTHENTICATION RESULT message to an EAP-success message or an EAP-failure message to be sent to the UE. The AMF shall set the ngKSI IE of the AUTHENTICATION RESULT message to the ngKSI value selected in subclause 5.4.1.2.2.2 or subclause 5.4.1.2.3.1.

The AMF shall send the AUTHENTICATION RESULT message to the UE (see example in figure 5.4.1.2.5.2.1).
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Figure 5.4.1.2.5.2.1: EAP result message transport procedure

Upon receipt of an AUTHENTICATION RESULT message with the EAP message IE, the UE handles the EAP message received in the EAP message IE and the ABBA if received of the AUTHENTICATION RESULT message.

	*** Next Change ***


8.2.3.1
Message definition

The AUTHENTICATION RESULT message is sent by the AMF to the UE to provide result of EAP authentication of the UE identity. See table 8.2.3.1.1.

Message type:
AUTHENTICATION RESULT

Significance:

dual

Direction:


network to UE

Table 8.2.3.1.1: AUTHENTICATION RESULT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.5
	M
	V
	1/2

	
	Authentication result message identity
	Message type
9.7
	M
	V
	1

	
	ngKSI 
	NAS key set identifier
9.11.3.32
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.5
	M
	V
	1/2

	
	EAP message
	EAP message
9.11.2.2
	M
	LV-E
	6-1502

	38
	ABBA
	ABBA
9.11.3.10
	O
	TLV
	4-n


8.2.3.x
ABBA
This IE shall be included if the message contains an EAP message IE with an EAP-success message.

	*** Next Change ***


8.2.25.1
Message definition

The SECURITY MODE COMMAND message is sent by the AMF to the UE to establish NAS signalling security. See table 8.2.25.1.1.

Message type:
SECURITY MODE COMMAND

Significance:

dual

Direction:


network to UE

Table 8.2.25.1.1: SECURITY MODE COMMAND message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.5
	M
	V
	1/2

	
	Security mode command message identity
	Message type
9.7
	M
	V
	1

	
	Selected NAS security algorithms
	NAS security algorithms
9.11.3.34
	M
	V
	1

	
	ngKSI
	NAS key set identifier
9.11.3.32
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.5
	M
	V
	1/2

	
	Replayed UE security capabilities
	UE security capability
9.11.3.54
	M
	LV
	3-9

	38
	ABBA
	ABBA
9.11.3.10
	O
	TLV
	4-n

	E-
	IMEISV request
	IMEISV request
9.11.3.28
	O
	TV
	1

	4F
	HashAMF
	HashAMF
9.11.3.27
	O
	TV
	9

	57
	Selected EPS NAS security algorithms
	EPS NAS security algorithms
9.11.3.25
	O
	TV
	2

	36
	Additional 5G security information
	Additional 5G security information
9.11.3.12
	O
	TLV
	3

	78
	EAP message
	EAP message
9.11.2.2
	O
	TLV-E
	7


8.2.25.x
ABBA
This IE shall be included if the message contains an EAP message IE with an EAP-success message.

	*** END Change ***
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