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1. Overall Description:

WG SA3 thanks TSG CT for their LS on Routing ID received in S3-182819. SA3 would like to provide the following feedback on security requirements for Routing ID.
As currently written in 3GPP TS 33.501, SUCI calculation by the ME only occurs if the operators privacy public key, the algorithm to use indicator and the Routing ID are available in the USIM. When the Home network wants to change the Routing ID the USIM must be updated. 
SA3 see the need for the Routing ID management messages to be:

· Mandatory – Integrity protected between the Home network and the UE

· Mandatory – Replay protected between the Home Network and the UE

· Optional – Confidentiality protection between the Home Network and the UE (Note: the Routing ID will be sent in the clear to the Serving Network at next registration anyway).

As it is good practice to confirm the change of the Routing ID, any return confirmation message shall be protected to at least the same level of security as the request message and preferably contain some reference from the request message so that the request and confirmation message can be correlated.

SA3 noted that if the Routing ID becomes corrupted or misaligned, the UE will never recover without some other mechanism either in the UE or the Home network to rectify this situation.

SA3 requires that any chosen mechanism does not break the security of the USIM.

SA3 see several potential mechanisms that could be used to update the Routing ID and have commented on them individually.
Option 1: Switching between pre-stored values in the USIM

In this option multiple Privacy information sets (Routing ID, Algorithm to use and Public key) are stored on the USIM.  Specific bits in the AMF part of the AUTN are used to indicate which preprogrammed Privacy information set is to be used from the next time.  These could either be in the standardised and/or proprietary part of the AMF part of the AUTHENTICATE message.  As the AMF is integrity and replay protected in the AUTHENTICATION procedures this meets the minimum requirements for the request message and the security is terminated in the USIM.  For the confirmation message, and additional parameter encoded in the encrypted part of the SUCI could be used to return the confirmation to the Home Network.  In this solution the provisioning of the Privacy Information sets is outside the scope of the specification but is likely to be set at personalisation of the USIM.
This solution does not require any specific support from the serving network.  This solution does not require any further standardisation but could be enhanced by adding a parameter to the SUCI encrypted part.  This solution requires an AUTHENTICATION message to transport the update.
Option 2: Management using the New SoR secure packet mechanism
This solution re-uses the secure packet SoR mechanism as specified in 3GPP TS 23.122. The solution, as specified in 3GPP TS 23.122 and 3GPP TS 24.501, allows the Home Network to update data in the USIM. The SoR transparent container can contain secured packet as specified in 3GPP TS 31.115. If the SoR transparent container contains a secured packet then the ME shall upload the secured packet to the USIM. This secured packet could contain the relevent commands to update the Routing Information in the USIM and to initiate the REFRESH (File Change Details) to inform the ME that this file has changed.  This secure packet should be configured as integrity and replay protected and optionally confidentiality protected.  This transport mechanism does not have a means of returning a comfirmation message from the USIM, but from the ME, however a secured confirmation message could be sent from the USIM over another bearer if needed. This option requires an OTA capable USIM.This solution does not require any additional standardisation but does require the visited network to support the SoR mechanisms.  
Option 3: Management using SIM OTA (3GPP TS 31.125)

This solution uses SIM OTA as specified in 3GPP TS 31.115.  TS 31.115 specifies many different bearers that can be used to deliver OTA secured packets (including SMS, packet data, HTTPS, and USSD).  Some of these bearers can be used to push updates at any time and a USIM can be setup to PULL updates when some condition is met.  3GPP TS 31.115 specifies a secure packet that has Integrity protection, replay protection and confidentiality protection as well as an API to action file updates and USIM Toolkit commands.This protocol also supports the sending of confirmation messages (PoR). What triggers the OTA message to be sent is out of scope of the 3GPP specifications but many network operators use HSS registration as a suitable trigger event to send OTA updates efficiently.  Updating the routing information by this means is fully standardised and the updates can be delivered at any time.
Option 4: Extending the SoR to ME mechanism

5G SoR control plane solution is a new method developed to deliver the list of preferred PLMN/access technology combinations to the UE. It would provide e2e protection between the home network and the ME. In this option, SoR can be extended for the RI update. Specifically, the UDM performs Routing ID update and invokes the AUSF to get the MAC-I and the Counter. The UDM then responds the RI update container (new RI, MAC-I, Counter) to the UE. The ME checks the integrity of the message. Then UE shall acknowledge to the network whether the update is succeed with the integrity protected message. This mechanism meets integrity protection and replay protection requirements of the Routing ID management messages between the Home network and the ME. 
However, the Routing ID in the USIM must be ‘PIN’/ALWAYS editable which could allow this file to be edited by other ME applications or by a card reader. In such cases, there can be misalignment of configuration between the ME and the USIM. To address this issue, a recovery mechanism needs to be specified to handle this misconfiguration. This solution requires further standardisation to be delivered.  This solution requires the visited network to support the transportation of the secured routing ID packet.
All of the above solutions are for information and depending on the solution chosen SA3 may need to study the security requirements and implementations further.
Given that existing OTA mechanisms meet SA3 security requirements for UDM to USIM information update, SA3 would like to understand why a Routing ID updating requirements could not be addressed using existing OTA based mechanisms.

2. Actions:

To CT1, SA2
ACTION: 
WG SA3 asks CT1,SA2 to take the above information into account and provide guidance why an OTA based solution would not address requirements for Routing ID update.
3. Date of Next SA3 Meetings:
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