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1. Introduction
In SA#81, the LS in SP-180914 [1] was sent to SA3, SA2 and CT1 on the topic of protection of initial NAS messages. The LS indicates the following:

SA became aware of the inconsistent specification on providing both ciphering and integrity protection of the initial NAS message protection and provides the following guidance:

-
SA confirms that a solution for initial NAS message protection for the initial NAS messages as defined in TS 24.501 cl. 5.3.1.1 is required in rel.15.  

-
SA3 is invited to investigate how the procedure defined in TS 33.501 cl. 6.4.6 can be used/modified to reduce the information sent in the clear to only the UE identity (SUCI that is already encrypted or 5G GUTI).  

-
SA3 to coordinate with SA2 and CT1 accordingly on a potential solution. 

-
SA2 to analyse impacts in TS 23.501/TS 23.502 procedures with this approach and perform necessary changes.

-
Stage-2 procedures in SA2 and stage-3 protocol work in SA3 and CT1 is targeted to be completed by December 2018. Working groups are requested to make every effort to achieve this target.

From [1], it can be concluded that:

1. initial NAS message protection is required in Rel-15
2. WGs including CT1 are requested to make every effort to achieve this
3. a reduced set of information should be sent unprotected 
Consequently, SA3 has discussed the topic and replied in LS S3-183066/C1-18ABCD 
[2] indicating:
There was guidance from SA to cipher everything except for UE identity, e.g. GUTI/SUCI. However, to retrieve security context and/or establish security, the following IEs have to be sent in clear in addition to UE identity:

Message information (
Extended Protocol discriminator, Security header type, Spare half octet, Message identity and Registration type information (similar information for other messages)), ngKSI, UE security capabilities, 4G TAU IE, Indication that UE is moving from EPC 

From SA3 perspective, there is no functional reason to send S-NSSAI or latest TAI in clear. Therefore, SA3 has prepared a draft CR (please see attached) removing those IEs from the cleartext elements and including them in the ciphered IEs. 

SA3 interpret the guidance given by SA plenary means that RAN specifications shall only include S-NSSAI ciphered in RRC layer.

The implication of the above is that the information will not be sent until the relevant layer of security has been activated. In particular for NAS layer, this means that the Registered S-NSSAI will not be available at the reception of the Registration Request when there is no NAS security context (and some failure cases).

SA3 assumes that the Indication that UE is moving from EPC is needed to fetch the MM context from the MME. If it is not needed, then SA3 prefers to have it sent ciphered. Could SA2 and CT1 confirm whether Indication that UE is moving from EPC is needed to fetch the MM context.
From [2], it can be concluded that:

1. in addition to UE identity, the following fields/IEs should be cleartext IEs
Extended Protocol discriminator, Security header type, Spare half octet, Message identity and Registration type information (similar information for other messages)), ngKSI, UE security capabilities, 4G TAU IE, Indication that UE is moving from EPC
2. SA3 indicates that the last TAI and S-NSSAI should be ciphered. 
3. SA3 requests SA2 and CT1 to confirm whether the indication that the UE is moving from EPC (i.e. the UE status IE in 24.501) should be cleartext or not 
The aim of this document is to discuss the changes that are needed at the NAS for enabling initial NAS message protection in Rel-15 as requested in [1] and considering the reply in [2].
2. Discussion

The following will be addressed in this section:
1. The full set of cleartext IEs based on inputs in [1] and [2]
2. The required format of the NAS message to enable initial NAS message protection

3. Suggested way forward 

2.1 Identifying all the cleartext IEs

First, it should be noted that based on the cleartext IE “Registration type information (similar information for other messages)” from SA3 LS [2], the corresponding cleartext IEs as defined in TS 24.501 are: 5GS registration type IE and Service type IE which are used in the following respective initial NAS messages - Registration Request and Service Request.
Note: although the Deregistration Request message is an initial NAS message, all the IEs in the message are cleartext IEs. Hence, the entire message is sent in the clear.

The UE identity (5GS mobile identity IE), which may be a 5G-GUTI, is already identified as a cleartext IE. However, there is also the Additional GUTI IE that is used when the UE performs an inter-system change from S1 mode to N1 mode and the UE has a native valid 5G-GUTI. Since the 5G-GUTI is already identified as cleartext IE, and the Additional GUTI IE only carries a 5G-GUTI, then this IE should also be a cleartext IE.
It is obvious that since the 5G-S-TMSI is a subfield of the 5G-GUTI, then the 5G-S-TMSI is also a cleartext IE.
Proposal 1a: The Additional GUTI IE is a cleartext IE.

Next, SA3 ask in [2] whether the UE status IE is needed to fetch the MM context from the MME, which would then determine if the IE is to be ciphered or not. The UE in single-registration mode with N26 interface supported in the network, after an inter-system change from S1 mode to N1 mode, will include the Tracking Area Update (TAU) message (sent in EPS NAS message container IE) in the Registration Request message and the 5GS registration type will be set to “mobility registration updating”.

The presence of the TAU message and the registration type indicating “mobility registration updating” is enough for the AMF to know that the UE is moving from S1 mode, and based on which the AMF attempts to fetch the UE’s context from the MME. Therefore, the UE status IE should not be a cleartext IE as it is not required for fetching the UE’s context.
Proposal 1b: The UE status IE should not be a cleartext IE i.e. it should be sent ciphered.

Finally, on the Requested NSSAI IE, although SA3 indicates in [2] that this IE should not be a cleartext IE, CT1 should wait for discussions in SA2 and RAN2 before making a conclusion since the use of this IE currently has both system and RAN impacts, given that the Requested NSSAI is also sent in RRC signalling. CT1 can align their specification with regards to the Requested NSSAI IE when the relevant discussions and analysis are completed in SA2 and RAN2 working groups.
Proposal 1c: it is FFS whether the Requested NSSAI IE is a cleartext IE.

Given the above, the full set of cleartext IEs and the initial NAS message to which they apply are listed in the following table:
Table 1: The set of cleartext IEs
	Field or IE name
	Initial NAS message to which it applies

	1. Extended protocol discriminator 


	All initial NAS messages

	2. Security header type
	All initial NAS messages

	3. Spare half octet 
	All initial NAS messages

	4. Message type
	All initial NAS messages

	5. ngKSI
	All initial NAS messages

	6. 5GS mobile identity (SUCI, 5G-GUTI, or 5G-S-TMSI)
	All initial NAS messages
(5G-S-TMSI only applicable to Service Request message)

	7. 5GS registration type 
	Registration Request

	8. UE security capability 
	Registration Request

	9. Additional GUTI
	Registration Request

	10. EPS NAS message container
	Registration Request

	11. Service type 
	Service Request



(note: the full set of cleartext IEs is FFS depending on discussions in SA2 and RAN2)
2.2 The 5G NAS message format for enabling the protection of initial messages
This section discusses the necessary changes to the NAS message format to allow the protection of initial NAS messages. The discussion will use the Registration Request message (shown below) as an example, however the Service Request message will be handled in a similar manner.
[image: image1.emf]Table   8. 2 . 6 .1 .1 : REGISTRATION REQUEST message content  

IEI  Information Element  Type/Reference  Presence  Format  Length  

 Extended protocol discriminator  Extended Protocol discriminator   9.2  M  V  1  

 Security header type  Security header type   9.3  M  V  1/2  

 Spare half octet  Spare half octet   9.5  M  V  1/2  

 Registration request message  identity  Message type   9.7  M  V  1  

 5GS registration type  5GS registration type   9.11 .3. 7  M  L V  2  

 ngKSI  NAS key set identifier   9.11 .3. 3 2  M  V  1 /2  

 Spare half octet  Spare half   octet   9.5  M  V  1/2  

 5GS m obile identity  5G S   mobile identity   9.11 .3. 4  M  LV  5 - TBD  

C -  Non - current native NAS key set  identifier  NAS key set identifier   9.11 .3. 3 2  O  TV  1  

10  5GMM capability  5GMM capability   9.11 .3.1  O  TLV  3 - 15  

2E  UE security capability  UE sec urity capability   9.11 .3 . 5 4  O  TLV  4 - 10  

2F  Requested NSSAI  NSSAI   9.11 .3. 3 7  O  TLV  4 - 74  

52  Last visited registered TAI  5GS t racking area identity   9.11 .3. 8  O  TV  7  

65  S1 UE network capability  S1 UE network capability   9.11 .3. 4 8  O  T L V  4 - 1 5  

40  Uplink data statu s  Uplink data status   9.11 . 3 . 5 7  O  TL V  4 - 34  

50  PDU session status  PDU session status   9.11 . 3 . 4 4  O  TLV  4 - 34  

B -  MICO indication  MICO indication   9.11 .3. 31  O  TV  1  

2B  UE status  UE status   9.11 .3. 5 6  O  TLV  3  

2C  Additional GUTI  5GS mobile identity   9.11 .3. 4  O  TLV  T BD  

25  Allowed PDU session status  Allowed PDU session status   9.11 .3. 1 3  O  TLV  4 - 34  

60  UE's usage setting  UE's usage setting   9.11 .3.5 5  O  TLV  3  

TBD  Requested DRX parameters  DRX parameters    9.11 .3. 2 2  O  TBD  TBD  

7C  EPS NAS message container  EPS NAS message co ntainer   9.11 .3. 2 4  O  TLV - E  TBD  

7 E  LADN indication  LADN indication   9.11.3. 29  O  TLV - E  3 - 811  

7 B  Payload container  Payload container   9.11 .3. 3 9  O  TLV - E  4 - 65538  

 


2.2.1 UE registration with a valid 5G NAS security context
This section discusses the case when the UE performs a registration and the UE has a valid 5G NAS security context.
To send the Registration Request with both cleartext IEs and other non-cleartext IEs (i.e. ciphered IEs), the UE needs to inform the AMF that the message is partially ciphered. A new value for the Security header type IE set to “Integrity protected and partially ciphered NAS message” is used for this purpose. 

Proposal 2a: A new value for the Security header type IE set to “Integrity protected and partially ciphered NAS message” is used when the UE sends a security protected initial NAS message (i.e. Registration Request or Service Request).
Furthermore, a new IE e.g. Additional information container IE, is required to carry all the non-cleartext IEs that the UE needs to send. The UE ciphers the contents of the Additional information container IE and includes it in the Registration Request message.
Proposal 2b: A new Additional information container IE is required to carry all the non-cleartext IEs. The contents of this IE are ciphered and included in the initial NAS message (i.e. Registration Request or Service Request).
When the AMF receives a NAS message whose security header type indicates “Integrity protected and partially ciphered NAS message”, the AMF deciphers the Additional information container IE. The included IEs together with the cleartext IEs are considered for processing the initial NAS message (e.g. Registration Request).
Similarly, when the UE sends a Service Request message and needs to include IEs that are non-cleartext IEs, the UE handles the transmission of the message in the same manner as described above.
2.2.2 UE registration when no valid 5G NAS security context exists
This section discusses the case when the UE performs a registration procedure, but the UE does not have a valid 5G NAS security context.

The overall procedure is shown in the figure below that is based on the agreed S3-183178 [3] document:
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Figure 6.4.6-1: Protecting the initial NAS message 
As the UE does not have a valid 5G NAS security context, the UE sends the Registration Request with cleartext IEs only. Upon reception of the Security Mode Command message with a HASHAMF, the UE computes the HASH locally on the initial NAS message that it had sent. Then, as described in [3]:
Furthermore the NAS Security Mode Complete message shall include the complete Initial NAS message if the check of the hash failed (see 6.7.2). In this case, the AMF shall treat this as the initial NAS message to respond to. Otherwise, the NAS Security Mode Complete message shall contain the additional IEs if the checking of the hash succeeds. In this case, the AMF uses the cleartext IEs from step 1 and the additional IEs from this step as the initial NAS message to respond to.
From the above, the following can be concluded: the mere presence of the HASHAMF is what triggers the UE to send more information in the Security Mode Complete message, if needed, as follows:

a) If the HASH check at the UE succeeds, the UE sends non-cleartext IEs (i.e. without ciphering these IEs) in the Security Mode Complete message; otherwise
b) If the HASH check at the UE fails, the UE sends the entire NAS message again in the Security Mode Complete message

For a), the same Additional information container IE can be used to carry the non-cleartext IEs in the Security Mode Complete message.
Proposal 3a: The UE also uses the Additional information container IE to send non-cleartext IEs in the Security Mode Complete message.

For b) it is preferable to have a dedicated IE to carry an entire NAS message and avoid using the Additional information container IE for this purpose.
Proposal 3b: The existing NAS message container IE that is defined in section 8.2.26 of TS 24.501 is used to send the entire NAS message in the Security Mode Complete message when needed.
2.3 Revisiting the “5GS registration type” cleartext IE

The 5GS registration type IE, that is already identified as a cleartext IE, is encoded as follows (see section 9.11.3.7 of TS 24.501):
The purpose of the 5GS registration type information element is to indicate the type of the requested registration.

The 5GS registration type information element is coded as shown in figure 9.11.3.7.1 and table 9.11.3.7.1.

The 5GS registration type is a type 4 information element with a length of 3 octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	5GS registration type IEI
	octet 1

	Length of 5GS registration type contents
	octet 2

	0

Spare
	0

Spare
	NG-RAN-RCU

	FOR
	SMS requested
	5GS registration type value
	octet 3


Figure 9.11.3.7.1: 5GS registration type information element
SA3 did not seem to have discussed the fact that the 5GS registration type IE contains the SMS requested bit, the Follow-on Request (FOR) bit, and the NG-RAN Radio Capability Update (NG-RAN-RCU) bit. However, since [1] suggests that reduced information should be sent in the clear, it is preferable to not send such information in the clear especially that these bits are not critical for processing a security protected NAS message as compared to the UE identity or the ngKSI which together identify the UE’s context. In other words, there is no real need to have this in the clear.
In CT1#111 meeting, document C1-183774 [4] was agreed in which the previous standalone SMS allowed IE was merged into the 5GS registration type IE and the latter was changed from Type 1 to Type 4 IE. The motivation was to ensure that Type 1 IEs were not exhausted especially when used to signal only 1 bit as was the case for the SMS allowed IE.
As there are currently 3 bits (SMS requested bit, FOR bit, and NG-RAN-RCU bit) in the 5GS registration type IE that have not been identified as cleartext information, a new Type 4 IE e.g. Additional 5GS update type IE can be defined to contain these bits (and other bits that may be defined in the future).

With this change, the 5GS registration type IE can be reverted to a Type 1 IE containing only the 5GS registration type value.
Proposal 4a: The 5GS registration type should not contain other information that have not been identified as non-cleartext IE. Therefore, the IE should be reverted to Type 1 IE containing only the 5GS registration type value.
Proposal 4b: A new Additional 5GS update type IE will be used to contain the SMS requested bit, FOR bit, and the NG-RAN-RCU bit. This IE will be a non-cleartext IE (i.e. sent ciphered).
3. Conclusion
The LS [1] requires the following:

1. initial NAS message protection is required in Rel-15, 

2. WGs including CT1 are requested to make every effort to achieve this, 

3. a reduced set of information should be sent unprotected 

In this paper, the inputs from [1] and [2] have been analysed to identify the set of cleartext IEs (see Table 1). Thus, all other IEs (non-cleartext IEs) will only be sent ciphered.
Furthermore, the paper discussed how the protection of initial NAS messages can be achieved and identified the necessary changes that are needed in the NAS message format and the required handling for the NAS procedures (registration and service request). The following proposals are made:
Proposal 1a: The Additional GUTI IE is a cleartext IE.
Proposal 1b: The UE status IE should not be a cleartext IE i.e. it should be sent ciphered.
Proposal 1c: it is FFS whether the Requested NSSAI IE is a cleartext IE.

Proposal 2a: A new value for the Security header type IE set to “Integrity protected and partially ciphered NAS message” is used when the UE sends a security protected initial NAS message (i.e. Registration Request or Service Request).
Proposal 2b: A new Additional information container IE is required to carry all the non-cleartext IEs. The contents of this IE are ciphered and included in the initial NAS message (i.e. Registration Request or Service Request).
Proposal 3a: The UE also uses the Additional information container IE to send non-cleartext IEs in the Security Mode Complete message.
Proposal 3b: The existing NAS message container IE that is defined in section 8.2.26 of TS 24.501 is used to send the entire NAS message in the Security Mode Complete message when needed.
Proposal 4a: The 5GS registration type should not contain other information that have not been identified as non-cleartext IE. Therefore, the IE should be reverted to Type 1 IE containing only the 5GS registration type value.
Proposal 4b: A new Additional 5GS update type IE will be used to contain the SMS requested bit, FOR bit, and the NG-RAN-RCU bit. This IE will be a non-cleartext IE (i.e. sent ciphered).
Documents C1-186247 and C1-186250 implement proposals 1a, 1b, 1c, 2a, 2b, 3a, and 3b.
Document C1-186251 implements proposals 4a and 4b.
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