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***** Next change *****
7.3.1
General

The purpose of this procedure is to establish a secure connection between the UE and the N3IWF, which is used to securely exchange NAS signalling messages between the UE and the AMF, via the N3IWF. The UE establishes a secure connection by establishing an IKE SA and first child SA to the N3IWF. The IKE SA and first child SA, called signalling IPsec SA, are created between the UE and the N3IWF after the IKE_SA_INIT exchange and after the IKE_AUTH exchange (see IETF RFC 7296 [6]). The signalling IPsec established is used to transfer NAS signalling traffic. Additional child SAs (user plane IPsec SAs) can be established between the UE and the N3IWF to transfer user-plane traffic (see subclause 7.5).

Upon completion of the N3IWF selection procedure (subclause 7.2) the UE initiates an IKE_SA_INIT exchange as specified in IETF RFC 7296 [6] (see step 2 in the registration procedure for untrusted non-3GPP access in 3GPP TS 23.502 [3]). Upon reception of the IKE_SA_INIT exchange the UE shall inform the upper layers that the access stratum is established.

Upon establishment of the access stratum connection, the UE initiates IKE_AUTH exchange (see IETF RFC 7296 [6]) with EAP-5G encapsulation, as specified in subclause 7.3.2.

The UE encapsulates the initial NAS message and the AN parameters using the EAP-5G procedure as described in subclause 7.3.3. The signalling IPsec SA is established after completion of the EAP-5G procedure and IKE_AUTH exchange.

***** Next change *****
7.3.2.2
IKE SA and signalling IPsec SA establishment accepted by the network
If IKE SA and signalling IPsec SA establishment is accepted by the network, the UE receives from the N3IWF an IKE_AUTH response message containing an EAP-Success message (as shown in figure 7.3.2-1), which completes the EAP-5G session. No further EAP-5G packets are exchanged.
The UE completes the IKE SA and signalling IPsec SA (first child SA) establishment procedure by initiating an IKE_AUTH exchange including an AUTH payload computed based on the N3IWF key as described in 3GPP TS 33.501 [5]. In the IKE_AUTH request message the UE additionally includes:

-
the UE shall include the INTERNAL_IP4_ADDRESS attribute, the INTERNAL_IP6_ADDRESS attribute, or both, indicating the type of IP address to be used for the IP tunnel, in the CFG_REQUEST configuration payload. The INTERNAL_IP4_ADDRESS attribute shall contain no value and the length field shall be set to 0. The INTERNAL_IP6_ADDRESS attribute shall contain no value and the length field shall be set to 0; and

-
if the UE supports IETF RFC 4555 [23], the UE may include the MOBIKE_SUPPORTED notify payload as specified in IETF RFC 4555 [23].

The N3IWF shall include in the IKE_AUTH response message containing the AUTH payload:

-
a single CFG_REPLY Configuration Payload including the INTERNAL_IP4_ADDRESS attribute with an IPv4 address assigned to the UE, the INTERNAL_IP6_ADDRESS attribute with an IPv6 address assigned to the UE, or both;

-
the NAS_IP4_ADDRESS notify payload with an N3IWF IPv4 address assigned to transport of NAS messages, if the initial IKE_AUTH request message contained a CFG_REQUEST configuration payload with the INTERNAL_IP4_ADDRESS attribute and NAS messages are to be transmitted using IPv4 based inner IP tunnel;

-
the NAS_IP6_ADDRESS notify payload with an N3IWF IPv6 address assigned to transport of NAS messages if the initial IKE_AUTH request message contained a CFG_REQUEST configuration payload with the INTERNAL_IP6_ADDRESS attribute and NAS messages are to be transmitted using IPv6 based inner IP tunnel; and

-
the MOBIKE_SUPPORTED notify payload as specified in IETF RFC 4555 [23], if the initial IKE_AUTH request message contained a MOBIKE_SUPPORTED configuration payload with the INTERNAL_IP4_ADDRESS attribute.

The UE may support the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in 3GPP TS 24.302 [7] subclause 8.2.4.2. If the UE supports the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute, the UE shall include the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute indicating support of receiving timeout period for liveness check in the CFG_REQUEST configuration payload within the IKE_AUTH request message.
The N3IWF may include the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in 3GPP TS 24.302 [7] subclause 8.2.4.2 indicating the timeout period for liveness check in the CFG_REPLY configuration payload of the IKE_AUTH response message containing the AUTH payload. Presence of the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute in the IKE_AUTH request can be used as input for decision on whether to include the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute in the IKE_AUTH response message containing the AUTH payload.

If the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in 3GPP TS 24.302 [7] subclause 8.2.4.2 indicating the timeout period for the liveness check is included in the CFG_REPLY configuration payload within the IKE_AUTH response message containing the AUTH payload or the UE has a pre-configured or configured timeout period, the UE shall perform the liveness check procedure as described in subclause 7.8.

NOTE:
The timeout period for liveness check is pre-configured in the UE in implementation specific way.
This completes the establishment of the IKE SA and signalling IPsec SA between the UE and the N3IWF. The UE and the N3IWF shall send further NAS messages within the signalling IPsec SA (first child SA) (see example in figure 7.3.2.2-1).
The IKE SAs are time limited and shall be rekeyed proactively by the UE and the N3IWF as described in IETF RFC 7296 [6]. Upon rekeying of a child SA or an IKE SA, the UE and the N3IWF shall maintain the old SA for the incoming data while establishing the new one. The old SA shall be deleted upon the completion of the establishement of the new one by both the UE and the N3IWF. The UE and the N3IWF are separately responsible for enforcing their time expiration policies to rekey the SA when needed. IETF RFC 7296 [6] describes how to avoid the simultaneous child SA and IKE SA rekeying. 

An example of an IKE SA and first child SA establishment procedure is shown in figure 7.3.2.2-1.
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Figure 7.3.2.2-1: IKE SA and first child SA establishment procedure for UE registration over non-3GPP access
***** Next change *****
8.2
Transport of NAS messages over control plane

8.2.1
General

After the completion of IKE SA and establishment of signalling IPsec SA as specified in subclause 7.3, the UE performs non-access stratum (NAS) procedures over the signalling IPsec security associations via an untrusted non-3GPP access network. All uplink and downlink NAS mobility management and session management messages are relayed between the UE and the AMF via N3IWF.

8.2.2
ESP encapsulation

If a NAS message is transported over non-3GPP access between the UE and the N3IWF, and:

a)
if the IKE_AUTH response message contained the INTERNAL_IP4_ADDRESS attribute and the NAS_IP4_ADDRESS notify payload in subclause 7.3.2, an inner IPv4 datagram shall be constructed where:

1)
the NAS message shall be encapsulated as the payload of the inner IPv4 datagram with IPv4 header where:

A)
if the UE constructs the inner IPv4 datagram, the source address field shall be set to the IPv4 address in the INTERNAL_IP4_ADDRESS attribute and the destination address field shall be set to the IPv4 address in the NAS_IP4_ADDRESS notify payload;

B)
if the N3IWF constructs the inner IPv4 datagram, the source address field shall be set to the IPv4 address in the NAS_IP4_ADDRESS notify payload and the destination address field shall be set to the IPv4 address in the INTERNAL_IP4_ADDRESS attribute; and
C)
the protocol field shall be set to 3BH;

Editor's note: The value 3BH for the protocol field is FFS.

2)
the inner IPv4 datagram shall be protected employing the ESP protocol in tunnel mode as specified in IETF RFC 4303 [11] where:

A)
the security parameter index field shall be set to the SPI of the signalling IPsec SA; and

B)
the next header field shall be set to 04H;


and the inner IPv4 datagram encapsulating the NAS message can be fragmented as described in IETF RFC 791 [24] before being protected by ESP protocol; and

3)
the IP packet encapsulating the ESP protected inner IPv4 datagram shall be sent to the peer for the SPI of the signalling IPsec SA; or

b)
if the IKE_AUTH response message contained the INTERNAL_IP6_ADDRESS attribute and the NAS_IP6_ADDRESS notify payload in subclause 7.3.2, an inner IPv6 datagram shall be constructed where:

1)
the NAS message shall be encapsulated as the payload of the inner IPv6 datagram with IPv6 header where:

A)
if the UE constructs the inner IPv6 datagram, the source address field shall be set to the IPv6 address in the INTERNAL_IP6_ADDRESS attribute and the destination address field shall be set to the IPv6 address in the NAS_IP6_ADDRESS notify payload;

B)
if the N3IWF constructs the inner IPv6 datagram, the source address field shall be set to the IPv6 address in the NAS_IP6_ADDRESS notify payload and the destination address field shall be set to the IPv6 address in the INTERNAL_IP6_ADDRESS attribute; and 

C)
the protocol field shall be set to 3BH;

Editor's note: The value 3BH for the protocol field is FFS.

2)
the inner IPv6 datagram shall be protected employing the ESP protocol in tunnel mode as specified in IETF RFC 4303 [11] where:

A)
the security parameter index field shall be set to the SPI of the signalling IPsec SA; and

B)
the next header field sall be set to 29H,


and the inner IPv6 datagram encapsulating the NAS message can be fragmented as described in IETF RFC 8200 [25] before being protected by ESP protocol; and

3) the IP packet encapsulating the ESP protected inner IPv6 datagram shall be sent to the peer for the SPI of the signalling IPsec SA.

Editor's note:
It is FFS if the UE can receive an IKE_AUTH response message with both NAS_IP4_ADDRESS and NAS_IP6_ADDRESS notify payloads. If this is the case the UE´s behaviour to use both or either of them is FFS.

If a NAS message is transmitted over non-3GPP access between the UE and the N3IWF, the NAS message shall be encapsulated in the payload of an inner IP datagram which is further encapsulated by ESP protocol in tunnel mode as specified in IETF RFC 4303 [11]. In order to avoid any IP fragmentation by the sending entity over the non-3GPP access network, the maximum inner IP datagram length shall be set by the sending entity such that the length of the resulting outer IP datagram does not exceed the MTU of the non-3GPP access network. If the length of the NAS message exceeds the payload size corresponding to the maximum inner IP datagram length and IP fragmentation is needed:
a)
the inner IP datagram shall be fragmented; and

b)
the IP packet encapsulating the ESP protected inner IP datagram shall not be fragmented.

A NAS message shall begin as the first fragment of the IP fragmentation of an inner IP datagram and shall end as the last fragment of the IP fragmentation of the same inner IP datagram. If the inner IP datagram is:

a)
IPv4 the first fragment is identified if the fragment offset field is zero and the last fragment is identified if bit 2 of flag field is zero according to IETF RFC 791 [24]; and

b)
IPv6 the first fragment is identified if the fragment offset field in the fragment header is zero and the last fragment is identified if bit 2 of M field in the fragment header is zero according to IETF RFC 8200 [25]

The ESP packet format is shown in figure 8.2.2-1:

	Bits
	

	8
	7
	6
	5
	4
	3
	2
	1
	Octets

	Security Parameters Index (SPI)
	1-4

	Sequence Number
	5-8

	Payload data (inner IP packet containing NAS message or partial NAS message)
	9-m

	Padding
	(m+1) - n

	Padding length
	n+1

	Next header
	n+2

	Integrity Check Value (ICV)
	(n+2) - x


Figure 8.2.2-1: ESP packet format

***** End of change *****
