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1. Introduction
The purpose of the present document is to:

- Provide the background that SUCI may need to provide additional routing information for routing a Registration Request to the target AUSF or UDM.
- Provide rationale that business model requires standardized routing information in SUCI.
2. Discussion
2.1 Encrypted MSIN within SUCI
In TS 33.501 there is following description about the structure of SUCI:
6.12.2
Subscription concealed identifier

The SUbscription Concealed Identifier, called SUCI, is a privacy preserving identifier containing the concealed SUPI. 

The UE shall generate a SUCI using a protection scheme (see Annex C) with the raw public key that was securely provisioned in control of the home network. 

The UE shall construct a scheme-input from the subscription identifier part of the SUPI, as specified by the protection scheme. The UE shall execute the protection scheme with the constructed scheme-input as input and take the output as the scheme-output.

The UE shall not conceal the home network identifier, e.g. Mobile Country Code (MCC) or Mobile Network Code (MNC).

The UE shall construct the SUCI consisting following data fields:

-
The protection scheme identifier that represents the null-scheme or a non null-scheme specified in Annex C or a protection scheme specified by the HPLMN.

-
The home network public key identifier that represents a public key provisioned by the HPLMN. In case of null-scheme being used, this data field shall be set to null.

-
The home network identifier.

-
The protection scheme-output that represents the output of a public key protection scheme specified in Annex C or a protection scheme specified by the HPLMN.

……
Observation1: The MSIN is encrypted in the case of non null-scheme SUCI being used.
2.2 Selection of AUSF and UDM within PLMN using SUCI
In TS 33.501 there is following description about the high level authentication procedure:
6.1.2
Initiation of authentication and selection of authentication method

The initiation of the primary authentication is shown in Figure 6.1.2-1. 
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Figure 6.1.2-1: Initiation of authentication procedure and selection of authentication method

The SEAF may initiate an authentication with the UE during any procedure establishing a signalling connection with the UE, according to the SEAF's policy. The UE shall use SUCI or 5G-GUTI in the Registration Request.

The SEAF shall invoke the Nausf_UEAuthentication service by sending a Nausf_UEAuthentication_Authenticate Requestmessage to the AUSF whenever the SEAF wishes to initiate an authentication. 

The Nausf_UEAuthentication_Authenticate Request message shall contain either:

-
SUCI, as defined in the current specification, or

-
SUPI, as defined in TS 23.501 [2].

……
The Nudm_UEAuthentication_Get Request sent from AUSF to UDM includes the following information:

-
SUCI or SUPI;

-
the serving network name;

Upon reception of the Nudm_UEAuthentication_Get Request, the UDM/SIDF shall be invoked if a SUCI is received. SIDF shall de-conceal SUCI to gain SUPI before UDM can process the request.

……
In TS 23.502 [3] there is following description about the general registration procedure:
4.2.2.2.2
General Registration

……
8.
The AMF may decide to initiate UE authentication by invoking an AUSF. In that case, the AMF selects an AUSF based on SUPI or SUCI, as described in TS 23.501 [2], clause 6.3.4.


If the AMF is configured to support Emergency Registration for unauthenticated SUPIs and the UE indicated Registration type Emergency Registration, the AMF skips the authentication or the AMF accepts that the authentication may fail and continues the Registration procedure.
9a.
Upon request from the AMF (via the Nausf_UEAuthentication_Authenticate operation), the AUSF shall execute authentication of the UE. The authentication is performed as described in TS 33.501 [15]. The AUSF discovers a UDM as described in TS 23.501 [2], clause 6.3.8 and gets the authentication data from UDM.

……
In TS 23.501 [2] there is following description about AUSF section and UDM discovery
6.3.4
AUSF selection function

The AMF performs AUSF selection to allocate an AUSF that performs authentication between the UE and 5G CN in the HPLMN.

The AUSF selection function in the AMF shall utilize the NRF to discover the AUSF instance(s) unless AUSF information is available by other means, e.g. locally configured on AMF, and select an AUSF instance based on the obtained AUSF information
The AUSF selection function in AMF is applicable to both 3GPP access and non-3GPP access.

The following factors may be considered during the AUSF selection:

-
SUPI.

-
Home network identifier (e.g., MNC and/or MCC) of SUCI.
6.3.8
UDM discovery function

The NF consumer performs UDM discovery to discover a UDM that manages the user subscriptions.

The UDM discovery function shall utilize the NRF to discover the UDM instance(s) unless UDM information is available by other means, e.g. locally configured on NF consumers, and select a UDM instance based on the obtained UDM information. The UDM discovery function in NF consumers is applicable to both 3GPP access and non-3GPP access.

One of the following factors may be used during the UDM discovery in the HPLMN (by an NF consumer in a VPLMN):

-
Home network identifier (e.g. MNC and/or MCC) of SUPI.
-
Home network identifier (e.g. MNC and/or MCC) of SUCI.

-
SUPI.

In addition, one of the following factors may be used during the UDM discovery within a PLMN:

-
SUPI.

-
GPSI (e.g., by the NEF).
Observation 2: In the initial registration, SUCI is the input of initiation of the primary authentication, which also include the AUSF selection and UDM selection.
When there are multiple AUSFs or UDMs in the HPLMN, the HPLMN needs to select an AUSF or UDM to which a Registration Request should be sent. In 4GS the information contained in MSIN of IMSI could be used for this purpose.

In 5GS, in order to protect users’ privacy, only SUbscription Concealed Identifier (SUCI) or 5G-GUTI are used in the Registration Request. In SUCI, MSIN is encrypted and keeps MCC and MNC in plaintext. The VPLMN could use MCC and MNC to route a Registration Request to the HPLMN. However, within the HPLMN, as the MSIN is encrypted, the routing information contained in the MSIN cannot be used for routing purposes. On the other hand, the Subscription Identifier De-concealing Function (SIDF) that is responsible for de-concealing SUCI is located in UDM. Therefore, it is not possible to decrypt the MSIN before the registration request is sent to the correct UDM.
So SUCI should carry additional information that can be used to route a Registration Request to the target AUSF or UDM.
2.3 What’s requirement of operators?
Large operators may have complex internal management structure. These operators may comprise multiple management domains (sub-operators) divided by geographical area or business models. These sub-operators may be quite independent, for example, they can independently purchase equipment and manage network. These sub-operators may also have their own unique network deployment. For example, they may have different network deployment for authentication and key management mechanisms for SUCI.
Virtual operators, special industries and vertical industries may lease some network capabilities of operators, and they may apply different O&M, management modes and security requirements. All these will make the internal management of the operator more complicated. For example, adopt different SUPI key generation, update and revocation mechanisms, or use separate AUSFs or UDMs. These business models objectively require separation of routing and management.
Observation 3: Routing information in additon to MNC+MCC needs to be provided in a standardized manner. Decoupling of this information with management information is also requried, otherwise it will complicate the internal O&M and management of large operators. On the other hand, the standardized interface facilitates the interconnection and interoperability of products from different vendors and reduces the modifications and adjustments caused by the involvement of multiple management sub-domains.
2.4 What’s needs to be done in stage 3 and CT1
In TS 23.003 there is following description about the HLR-ID:
5.2
Identification of HLR for HLR restoration application

HLR may also be identified by one or several "HLR id(s)", consisting of the leading digits of the IMSI (MCC + MNC + leading digits of MSIN).
In TS 24.501 there is following description about SUCI:
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Figure 9.8.3.4.2: 5GS mobile identity information element for type of identity "SUCI" or "IMEI"

Observation 4: Routing information in additon to MNC+MCC needs to be provided in a standardized manner.
Observation 5: From the above observations, the specification of stage 3 for authentication procedure, the AUSF/UDM selection and the structure of SUCI are defined within CT4’s scope. CT1 can adopt the related specification of CT4.
3. Proposal
It is proposed to adopt the stage 3 specification of CT4 for the parameter definition to implement the requirement of AUSF/UDM selection  when multiple AUSFs or UDMs are deployed in the PLMN. A corresponding draft LS reply to SA3 is provided in C1-18xxxx.
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