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1. Introduction
In CT1#110 meeting, control plane and user plane packet size and the network support for IP fragmentation were discussed. In general, it is agreeable that if the non-3GPP access networks supports IP fragmentation, there would be no issues for transporting NAS messages and user data packets over non-3GPP access. Existing mechanism enables transport of NAS messages and user data packets of sizes comparable with those transported over 3GPP access. However it could be possible that some non-3GPP access networks do not support transport of IP fragments.
For user plane, it was agreed that the application needs to be aware of the maximum size of a user data packet. If non-3GPP access network does not support transport of fragments, then the maximum size of a user data packet cannot exceed the path MTU between the UE and N3IWF: 

If a non-3GPP access network does not support transport of IP fragments, the maximum size of a user data packet is equal to the path MTU between the UE and N3IWF, decreased by the length of the IP header, the length of the ESP header and trailer and the length of the GRE header.

EXAMPLE:
If a non-3GPP access network is an IPv6 only network which does not support transport of IP fragments, the path MTU between the UE and the N3IWF is 1280 octets and the length of IPv6 header is 40 octets then the maximum size of the user data packet is 1222 octets.

On the control plane side, this is FFS. One alternative solution discussed was to add an extra TCP layer to encapsulate NAS messages, and rely on the TCP MSS to ensure that each packet would be below the MTU size to avoid IP fragmentation over non-3GPP access. 

While this solution is technically workable, the downside is this additional layer would introduce more overhead and delay to all NAS message transmissions, even though most NAS messages should not exceed the maximum path MTU size. 

Instead of introducing the additional TCP layer, an alternative solution would be to apply similar restriction to control plane size and let the NAS to be aware of the maximum size of the encapsulated NAS packet. If non-3GPP access network does not support transport of fragments, then the maximum size of the encapsulated NAS packet cannot exceed the path MTU between the UE and N3IWF. In addition, restriction can be added such that potential large NAS messages such as message for UE policy delivery shall be sent over 3GPP access.
The benefit for this approach is similified handling and reduced overhead for better performance. 

2. Reason for Change

It is proposed to apply message size restriction to encapsulated NAS message for control plane transport.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 24.502.
* * * First Change * * * *

8.2.2
ESP encapsulation

When NAS messages are transported over Non-3GPP access between the UE and N3IWF, all the messages shall be encapsulated by ESP protocol in transport mode as specified in IETF RFC 4303 [11].
If a non-3GPP access network does not support transport of IP fragments, the maximum size of an encapsulated NAS message packet is equal to the path MTU between the UE and N3IWF, decreased by the length of the IP header, the length of the ESP header. 

EXAMPLE:
If a non-3GPP access network is an IPv6 only network which does not support transport of IP fragments, the path MTU between the UE and the N3IWF is 1280 octets and the length of IPv6 header is 40 octets then the maximum size of the NAS message packet is 1230 octets.

NOTE:
If the size of encapsulated NAS message packet exceeds the maximum path MTU size, the NAS messages shall be transported over 3GPP access if available.




ESP packet format is shown in figure 8.2.2-1,

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Security Parameters Index (SPI)
	1-4

	Sequence Number
	5-8

	Payload data (NAS message)
	9-m

	Padding
	(m+1) - n

	Padding length
	n+1

	Next header
	n+2

	Integrity Check Value (ICV)
	(n+2) - x


Figure 8.2.2-1: ESP packet format

In the ESP packet,

a)
the ESP Security Parameter Index is corresponding to the signalling IPsec SA; and
b)
the value of next header field shall be set to xxx.

Editor's note:
The value of next header field is FFS.
* * * End Change * * * *

