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1. Introduction
5GS security solution in stage 2 does not use nonce and alignment of 24.501 is needed
2. Reason for Change
The use of nonce values in 5GS security has been added to 24.501 as an alignment to EPS. However nonce values are not used in 5GS security according to stage 2 (33.501) and updates are needed to correct this where applicable.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TS 24.501 v1.1.1.


* * * First Change * * * *

5.4.2.2	NAS security mode control initiation by the network
The AMF initiates the NAS security mode control procedure by sending a SECURITY MODE COMMAND message to the UE and starting timer T3560 (see example in figure 5.4.2.2).
The AMF shall reset the downlink NAS COUNT counter and use it to integrity protect the initial SECURITY MODE COMMAND message if the security mode control procedure is initiated:
a)	to take into use the security context created after a successful execution of the 5G AKA based primary authentication and key agreement procedure or the EAP based primary authentication and key agreement procedure; or
b)	upon receipt of REGISTRATION REQUEST message including an eKSI, if the AMF wishes to create a mapped 5G NAS security context (i.e. the type of security context flag is set to "mapped security context" in the NAS key set identifier IE included in the SECURITY MODE COMMAND message).
The AMF shall send the SECURITY MODE COMMAND message unciphered, but shall integrity protect the message with the 5GS integrity key based on KAMF or mapped K'AMF indicated by the ngKSI included in the message. The AMF shall set the security header type of the message to "integrity protected with new 5G NAS security context".
Editor's note:	Handling at emergency registration and emergency PDU sessions is FFS.
Upon receipt of a REGISTRATION REQUEST message including an eKSI, if the AMF does not have the valid current 5GS security context indicated by the UE, the AMF shall indicate the use of the new mapped 5G NAS security context to the UE by setting the type of security context flag in the NAS key set identifier IE to "mapped security context" and the KSI value related to the security context of the source system.
Editor's note:	Handling at non-existing 5G NAS security context indicated by the UE when an emergency PDU session exists is FFS.
While having a current mapped 5G NAS security context with the UE, if the AMF wants to take the native 5G NAS security context into use, the AMF shall include the ngKSI that indicates the native 5G security context in the SECURITY MODE COMMAND message.
The AMF shall include the replayed security capabilities of the UE (including the security capabilities with regard to NAS, RRC and UP (user plane) ciphering as well as NAS and RRC integrity, and other possible target network security capabilities, i.e. E-UTRAN if the UE included them in the message to network), the replayed nonceUE when creating a mapped 5G NAS security context and if the UE included it in the message to the network, the selected 5GS ciphering and integrity algorithms and the ngKSI.
The AMF shall include both the nonceAMF and the nonceUE when creating a mapped 5G NAS security context during inter-system change from S1 mode to N1 mode in 5GMM-IDLE mode.
The AMF may initiate a SECURITY MODE COMMAND in order to change the 5G security algorithms for a current 5G NAS security context already in use. The AMF re-derives the 5G NAS keys from KAMF with the new 5G algorithm identities as input and provides the new 5GS algorithm identities within the SECURITY MODE COMMAND message. The AMF shall set the security header type of the message to "integrity protected with new 5G NAS security context".
If, during an ongoing registration procedure, the AMF is initiating a SECURITY MODE COMMAND (i.e. after receiving the REGISTRATION REQUEST message, but before sending a response to that message) and the REGISTRATION REQUEST message does not successfully pass the integrity check at the AMF, the AMF shall calculate the HASHAMF of the entire plain REGISTRATION REQUEST message as described in 3GPP TS 33.501 [22] and shall include the HASHAMF in the SECURITY MODE COMMAND message.
Additionally, the AMF may request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.
If the AMF does not support interworking procedures without N26 interface and the UE set the S1 mode bit to "S1 mode supported" in the 5GMM capability IE of the REGISTRATION REQUEST message, the AMF shall select ciphering and integrity algorithms to be used in the EPS and indicate them to the UE via the Selected EPS NAS security algorithms IE in the SECURITY MODE COMMAND message.
NOTE 2:	The AS and NAS security capabilities will be the same, i.e. if the UE supports one algorithm for NAS, the same algorithm is also supported for AS.


Figure 5.4.2.2: Security mode control procedure
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* * * Next Change * * * *

5.4.2.3	NAS security mode command accepted by the UE
Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received replayed UE security capabilities and the received nonceUE have not been altered compared to the latest values that the UE sent to the network. However, the UE is not required to perform the checking of the received nonceUE if the UE does not want to re-generate the K'AMF (i.e. the SECURITY MODE COMMAND message is to derive and take into use a mapped 5G security context and the ngKSI matches the current 5G NAS security context, if it is a mapped 5G NAS security context).
Editor's note:	Handling at emergency PDU sessions is FFS.
Editor's note:	Handling of "null algorithms" is FFS.
If the type of security context flag included in the SECURITY MODE COMMAND message is set to "native security context" and if the KSI matches a valid non-current native 5G NAS security context held in the UE while the UE has a mapped 5G security context as the current 5G security context, the UE shall take the non-current native 5G security context into use which then becomes the current native 5G NAS security context and delete the mapped 5G security context.
If the SECURITY MODE COMMAND message can be accepted, the UE shall take the 5G NAS security context indicated in the message into use. The UE shall in addition reset the uplink NAS COUNT counter if:
a)	the SECURITY MODE COMMAND message is received in order to take a 5G NAS security context into use created after a successful execution of the 5G AKA based primary authentication and key agreement procedure or the EAP based primary authentication and key agreement procedure; or
b)	the SECURITY MODE COMMAND message received includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE the ngKSI does not match the current 5G NAS security context, if it is a mapped 5G NAS security context.
If the SECURITY MODE COMMAND message can be accepted and a new 5G NAS security context is taken into use and SECURITY MODE COMMAND message does not indicate the "null integrity protection algorithm"5G-IA0 as the selected NAS integrity algorithm, the UE shall:
-	if the SECURITY MODE COMMAND message has been successfully integrity checked using an estimated downlink NAS COUNT equal to 0, then the UE shall set the downlink NAS COUNT of this new 5G NAS security context to 0;
-	otherwise the UE shall set the downlink NAS COUNT of this new 5G NAS security context to the downlink NAS COUNT that has been used for the successful integrity checking of the SECURITY MODE COMMAND message.
If the SECURITY MODE COMMAND message can be accepted, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected 5GS integrity algorithm and the 5GS NAS integrity key based on the KAMF or mapped K'AMF if the type of security context flag is set to "mapped security context" indicated by the ngKSI. When the SECURITY MODE COMMAND message includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE, the nonceAMF and the nonceUE, then the UE shall either:
-	generate K'AMF from both the nonceAMF and the nonceUE as indicated in 3GPP TS 33.501 [22];or
-	check whether the SECURITY MODE COMMAND message indicates the ngKSI of the current 5GS security context, if it is a mapped 5G NAS security context, in order not to re-generate the K'AMF.
Furthermore, if the SECURITY MODE COMMAND message can be accepted, the UE shall cipher the SECURITY MODE COMPLETE message with the selected 5GS ciphering algorithm and the 5GS NAS ciphering key based on the KAMF or mapped K'AMF indicated by the ngKSI. The UE shall set the security header type of the message to "integrity protected and ciphered with new 5G NAS security context".
From this time onward the UE shall cipher and integrity protect all NAS signalling messages with the selected 5GS integrity and ciphering algorithms.
If the AMF indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.
If, during an ongoing registration procedure, the SECURITY MODE COMMAND message includes a HASHAMF, the UE shall compare HASHAMF with a hash value locally calculated as described in 3GPP TS 33.501 [22] from the entire plain REGISTRATION REQUEST message that the UE had sent to initiate the procedure. If HASHAMF and the locally calculated hash value are different, the UE shall include the complete REGISTRATION REQUEST message which the UE had previously sent in the Replayed NAS message container IE of the SECURITY MODE COMPLETE message.
If, prior to receiving the SECURITY MODE COMMAND message, the UE had sent an initial NAS message containing a limited set of IEs needed to establish security context, the UE shall include the complete initial message in the NAS SECURITY MODE COMPLETE message.
[bookmark: _Toc508876963]If the UE operating in the single-registration mode receives the Selected EPS NAS security algorithms IE, the UE shall use the IE according to 3GPP TS 33.501 [22].

* * * Next Change * * * *

[bookmark: _Toc508876966]5.4.2.7	Abnormal cases on the network side
The following abnormal cases can be identified:
a)	Lower layer failure before the SECURITY MODE COMPLETE or SECURITY MODE REJECT message is received.
	The network shall abort the security mode control procedure.
b)	Expiry of timer T3560.
	The network shall, on the first expiry of the timer T3560, retransmit the SECURITY MODE COMMAND message and shall reset and start timer T3560. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3560, the procedure shall be aborted.
NOTE:	If the SECURITY MODE COMMAND message was sent to create a mapped 5G NAS security context during inter-system change from S1 mode to N1 mode, then the network does not generate new values for the nonceAMF and the nonceUE, but includes the same values in the SECURITY MODE COMMAND message (see the subclause 6.7.2 in 3GPP TS 33.501 [22]).
c)	Collision between security mode control procedure and registration, service request or de-registration procedure not indicating switch off.
	The network shall abort the security mode control procedure and proceed with the UE initiated procedure.
d)	Collision between security mode control procedure and other 5GMM procedures than in item c.
	The network shall progress both procedures.
e)	Lower layers indication of non-delivered NAS PDU due to handover:
	If the SECURITY MODE COMMAND message could not be delivered due to an intra AMF handover and the target TA is included in the TAI list, then upon successful completion of the intra AMF handover the AMF shall retransmit the SECURITY MODE COMMAND message. If a failure of the handover procedure is reported by the lower layer and the N1 signalling connection exists, the AMF shall retransmit the SECURITY MODE COMMAND message.
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* * * Next Change * * * *

8.2.6	Registration request
[bookmark: _Toc508877190]8.2.6.1	Message definition
The REGISTRATION REQUEST message is sent by the UE to the AMF. See table 8.2.6.1.1.
Message type:	REGISTRATION REQUEST
Significance:		dual
Direction:			UE to network
Table 8.2.6.1.1: REGISTRATION REQUEST message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended Protocol discriminator
9.2
	M
	V
	1

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.5
	M
	V
	1/2

	
	Registration request message identity
	Message type
9.7
	M
	V
	1

	
	5GS registration type
	5GS registration type
9.8.3.7
	M
	V
	1/2

	
	ngKSI
	NAS key set identifier
9.8.3.29
	M
	V
	1/2

	
	5GS mobile identity
	5GS mobile identity
9.8.3.4
	M
	LV
	5-12

	55
	NonceUE
	Nonce
9.8.3.35
	O
	TV
	5

	10
	5GMM capability
	5GMM capability
9.8.3.1
	O
	TLV
	4-15

	2E
	UE security capability
	UE security capability
9.8.3.57
	O
	TLV
	4-6

	2F
	Requested NSSAI
	NSSAI
9.8.3.36
	O
	TLV
	4-74

	52
	Last visited registered TAI
	Tracking area identity
9.8.3.53
	O
	TV
	6

	30
	S1 UE network capability
	S1 UE network capability
9.8.3.46
	O
	TLV
	4-15

	40
	Uplink data status
	Uplink data status
9.8.2.3
	O
	TLV
	4-34

	50
	PDU session status
	PDU session status
9.8.2.2
	O
	TLV
	4-34

	B-
	MICO indication
	MICO indication
9.8.3.28
	O
	TV
	1

	2B
	UE status
	UE status
9.8.3.59
	O
	TLV
	3

	2C
	Additional GUTI
	5GS mobile identity
9.8.3.4
	O
	TLV
	TBD

	C-
	SMS requested
	SMS requested
9.8.3.52
	O
	TV
	1

	7C
	EPS NAS message container
	EPS NAS message container
9.8.3.20
	O
	TLV-E
	TBD

	25
	Allowed PDU session status
	Allowed PDU session status
9.8.3.9
	O
	TLV
	4-34

	TBD
	Policy section identifier list
	Policy section identifier list
9.8.3.42
	O
	TBD
	TBD

	60
	UE's usage setting
	UE's usage setting
9.8.3.58
	O
	TLV
	3


Editor's note:	 The content of the REGISTRATION REQUEST message when a limited set of IEs including those needed to establish security in the initial message when it has no NAS security context is FFS.
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* * * Next Change * * * *

8.2.6.2	NonceUE
Editor's note:	Inclusion criteria for NonceUE are FFS.
[bookmark: _Toc508877192]
* * * Next Change * * * *

[bookmark: _Toc508877294][bookmark: _Toc513221414]8.2.25	Security mode command
[bookmark: _Toc508877295]8.2.25.1	Message definition
The SECURITY MODE COMMAND message is sent by the AMF to the UE to establish NAS signalling security. See table 8.2.25.1.1.
Message type:	SECURITY MODE COMMAND
Significance:		dual
Direction:			network to UE
Table 8.2.25.1.1: SECURITY MODE COMMAND message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.5
	M
	V
	1/2

	
	Security mode command message identity
	Message type
9.7
	M
	V
	1

	
	Selected NAS security algorithms
	NAS security algorithms
9.8.3.32
	M
	V
	1

	
	NAS key set identifier
	NAS key set identifier
9.8.3.29
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.5
	M
	V
	1/2

	
	Replayed UE security capabilities
	UE security capability
9.8.3.57
	M
	LV
	3-5

	E-
	IMEISV request
	IMEISV request
9.8.3.25
	O
	TV
	1

	55
	Replayed nonceUE
	Nonce
9.8.3.35
	O
	TV
	5

	56
	NonceAMF
	Nonce
9.8.3.35
	O
	TV
	5

	4F
	HashAMF
	HashAMF
9.8.3.24
	O
	TV
	9

	76
	Selected EPS NAS security algorithms
	EPS NAS security algorithms
9.8.3.17
	O
	TV
	3

	78
	EAP message
	EAP message
9.8.3.18
	O
	TLV-E
	7



[bookmark: _Toc508877296]
* * * Next Change * * * *

[bookmark: _Toc508877297]8.2.25.3	Replayed nonceUE
The AMF may include this information element to indicate to the UE to use the replayed nonceUE.
[bookmark: _Toc508877298]
* * * Next Change * * * *

8.2.25.4	NonceAMF
The AMF may include this information element to indicate to the UE to use the nonceAMF.
[bookmark: _Toc508877299]
* * * Next Change * * * *

[bookmark: _Toc508877421]9.8.3.35	Nonce
See subclause 9.9.3.25 in 3GPP TS 24.301 [15].
[bookmark: _Toc508877422]
* * * Next Change * * * *

[bookmark: _Toc508877467][bookmark: _Toc513221458]A.3	Causes related to PLMN specific network failures and congestion/authentication failures
Cause #20 – MAC failure
	This 5GMM cause is sent to the network if the USIM detects that the MAC in the AUTHENTICATION REQUEST message is not fresh.
Cause #21 – Synch failure
	This 5GMM cause is sent to the network if the USIM detects that the SQN in the AUTHENTICATION REQUEST message is out of range.
Cause #22 – Congestion
	This 5GMM cause is sent to the UE because of congestion in the network (e.g. no channel, facility busy/congested etc.).
Cause #23 – UE security capabilities mismatch
	This 5GMM cause is sent to the network if the UE detects that the UE security capability does not match the one sent back by the network.
Cause #24 – Security mode rejected, unspecified
	This 5GMM cause is sent to the network if the security mode command is rejected by the UE if the UE detects that the nonceUE does not match the one sent back by the network or for unspecified reasons.
Cause #26 – Non-5G authentication unacceptable
	This 5GMM cause is sent to the network in N1 mode if the "separation bit" in the AMF field of AUTN is set to 0 in the AUTHENTICATION REQUEST message (see 3GPP TS 33.501 [22]).
Cause #28 – Restricted service area
	This 5GMM cause is sent to the UE if it requests service in a tracking area which is a part of the UE’s non-allowed area or is not a part of the UE’s allowed area.
[bookmark: _Toc508877468]Cause #29 – ngKSI already in use
	This 5GMM cause is sent to the network in N1 mode if the ngKSI value received in the AUTHENTICATION REQUEST message is already associated with one of the 5G security contexts stored in the UE.
Cause #43 – LADN not available
	This 5GMM cause is sent to the UE if the user-plane resources of the PDU session are not activated when the UE is located outside the LADN service area.
Cause #67 – Insufficient resources for specific slice and DNN
	This 5GMM cause is sent by the network to indicate that the requested service cannot be provided due to insufficient resources for specific slice and DNN.
Cause #68 – Insufficient resources for specific slice
	This 5GMM cause is sent by the network to indicate that the requested service cannot be provided due to insufficient resources for specific slice.
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* * * End of Changes * * * *
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