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1. Introduction
The discussion paper in C1-183199 has discussed the solution for confidentiality protection of initial NAS messages based on LS exchange between SA2 and SA3.
This pCR introduces necessary changes for ciphering of initial NAS messages as follows:

1. No security context exists – initial registration

a. The UE sends some IEs unciphered in the Registration Request 

b. The UE sends other IEs requiring protection in the Security Mode Complete message using the existing NAS message container IE
2. Security context exists – initial registration or registration for mobility/periodic update

a. The UE sends some IEs unciphered in the Registration Request

b. The UE sends other IEs requiring protection in the existing NAS message container IE that is included in the Registration Request message

3. Security context exists – service request

a. The UE sends the service request partially ciphered, if optional IEs need to be sent, as in the case for registration request with security context
Hence:

· Security Mode Command message can contain other IEs (already supported in the specifications)
· The existing NAS message container IE is (re-used and) introduced for Registration Request message and Service Request message
· A new security header type is introduced, the "integrity protected and partially ciphered 5GS NAS message"

To simplify the specfication and references to IEs, a new term is introduced, "Cleartext IEs" which includes all the IEs that can be sent without confidentiality protection in initial NAS messages. Hence all other IEs that are not cleartext IEs can only be sent with confidentiality protection.

Note that since the existing NAS message container may carry either a complete initial NAS message or some IEs, the container will be renamed to "NAS container IE" so that it represents a generic usage.

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501 V1.1.1
* * * First Change * * * *

3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

5GMM-IDLE mode: In this specification, if the term is used standalone, a UE in 5GMM-IDLE mode means the UE can be either in 5GMM-IDLE mode over 3GPP access or in 5GMM-IDLE mode over non-3GPP access.
5GMM-CONNECTED mode: In this specification, if the term is used standalone, a UE in 5GMM-CONNECTED mode means the UE can be either in 5GMM-CONNECTED mode over 3GPP access or in 5GMM-CONNECTED mode over non-3GPP access.
5GMM-IDLE mode over 3GPP access: A UE is in 5GMM-IDLE mode over 3GPP access when no N1 NAS signalling connection between the UE and network over 3GPP access exists. The term 5GMM-IDLE mode over 3GPP access used in the present document corresponds to the term CM-IDLE state for 3GPP access used in 3GPP TS 23.501 [8].
5GMM-CONNECTED mode over 3GPP access: A UE is in 5GMM-CONNECTED mode over 3GPP access when a N1 NAS signalling connection between the UE and network over 3GPP access exists. The term 5GMM-CONNECTED mode over 3GPP access used in the present document corresponds to the term CM-CONNECTED state for 3GPP access used in 3GPP TS 23.501 [8].
5GMM-IDLE mode over non-3GPP access: A UE is in 5GMM-IDLE mode over non-3GPP access no N1 NAS signalling connection between the UE and network over non-3GPP access exists. The term 5GMM-IDLE mode over non-3GPP access used in the present document corresponds to the term CM-IDLE state for non-3GPP access used in 3GPP TS 23.501 [8].
5GMM-CONNECTED mode over non-3GPP access: A UE is in 5GMM-CONNECTED mode over non-3GPP access when it has N1 NAS signalling connection between the UE and network over non-3GPP access exists. The term 5GMM-CONNECTED mode over non-3GPP access used in the present document corresponds to the term CM-CONNECTED state for non-3GPP access used in 3GPP TS 23.501 [8].
Access stratum connection: A peer to peer access stratum connection between either the UE and the NG-RAN for 3GPP access or the UE and the N3IWF for non-3GPP access. The access stratum connection for 3GPP access corresponds to an RRC connection via the Uu reference point. The creation of the access stratum connection for non-3GPP access corresponds to the completion of the IKE_SA_INIT exchange (see IETF RFC 7296 [38]) via the NWu reference point.
Always-on PDU session: A PDU session for which user-plane resources have to be activated during every transition from 5GMM-IDLE mode to 5GMM-CONNECTED mode. Such a PDU session is established based on indication from upper layers.
NOTE:
How the upper layers in the UE are configured to provide an indication is out of scope of the specification.

Editor’s note:
It is FFS whether any handling is required for access identities, access category or reject cause received in PDU session reactivation result IE due to always-on PDU session.
Editor’s note:
It is FFS, if always-on PDU session has to be restricted to particular services and if yes, to which services. 

Cleartext IEs: Information elements that can be sent without confidentiality protection in initial NAS messages. These include: Extended protocol discriminator, Security header type, Registration request message identity, 5GS registration type, ngKSI, 5GS mobile identity (in REGISTRATION REQUEST message), 5G-S-TMSI (in SERVICE REQUEST message), UE security capability, Requested NSSAI, Last visited registered TAI, UE status, Additional GUTI, EPS NAS message container, Spare half octet.
DNN based congestion control: Type of congestion control at session management level that is applied to reject session management requests from UEs or release PDU sessions when the associated DNN is congested.
General NAS level congestion control: Type of congestion control at mobility management level that is applied at a general overload or congestion situation in the network, e.g. lack of processing resources.
Last visited registered TAI: A TAI which is contained in the registration area that the UE registered to the network and which identifies the tracking area last visited by the UE.
N1 mode: A mode of a UE allowing access to the 5G core network via the 5G access network.
N1 NAS signalling connection: A peer to peer N1 mode connection between UE and AMF. An N1 NAS signalling connection is either the concatenation of an RRC connection via the Uu reference point and an NG connection via the N2 reference point for 3GPP access, or the concatenation of an IPsec tunnel via the NWu reference point and an NG connection via the N2 reference point for non-3GPP access.

PDU session for LADN: A PDU session with a DNN associated with a LADN.
Registered for emergency services: A UE is registered for emergency services if it has successfully completed initial registration for emergency services or if it has only one PDU session established which is for emergency services.
Rejected NSSAI: Rejected NSSAI for the current PLMN or rejected NSSAI for the current PLMN and registration area combination.
Rejected NSSAI for the current PLMN: A set of S-NSSAIs which was included in the requested NSSAI by the UE and is sent by the AMF with the rejection cause "S-NSSAI not available in the current PLMN".
Rejected NSSAI for the current PLMN and registration area combination: A set of S-NSSAIs which was included in the requested NSSAI by the UE and is sent by the AMF with the rejection cause "S-NSSAI not available in the current registration area".
Removal of eCall only mode restriction: All the limitations as described in 3GPP TS 22.101 [2] for the eCall only mode do not apply any more.

S-NSSAI based congestion control: Type of congestion control at session management level that is applied to reject session management requests from UEs or release PDU sessions when the associated S-NSSAI and optionally the associated DNN are congested.
Selected core network type information: A type of core network (EPC or 5GCN) selected by the UE NAS layer in case of an E-UTRA cell connected to both EPC and 5GCN.
UE configured for high priority access in selected PLMN: A UE configured with one or more access identities equal to 1, 2, or 11-15 applicable in the selected PLMN as specified in subclause 4.5.2. Definition derived from 3GPP TS 22.261 [3].
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.122 [5] apply:

Country
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.167 [6] apply:

eCall over IMS
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.401 [7] apply:

eCall only mode
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.501 [8] apply:

5G access network

5G core network

5G QoS flow

5G QoS identifier

5G-GUTI

5G System
5G-S-TMSI

Allowed area

Allowed NSSAI

AMF region

AMF set

Configured NSSAI

Local area data network

Network slice

NG-RAN
Non-allowed area

Non-seamless non-3GPP offload

PDU session
PDU session type

PEI

Requested NSSAI

SUPI
SUCI
For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.501 [22] apply:

5G security context

5G NAS security context

Current 5G security context

Full native 5G security context

K'AME
KAMF
KASME
Mapped security context

Native 5G security context
Non-current 5G security context

Partial native 5G security context
RES*

For the purposes of the present document, the following terms and definitions given in 3GPP TS 38.413 [29] apply:

NG connection

* * * Next Change * * * *

5.5.1.2.2
Initial registration initiation
The UE initiates the registration procedure for initial registration by sending a REGISTRATION REQUEST message to the AMF, starting timer T3510. If timer T3502 is currently running, the UE shall stop timer T3502. If timer T3511 is currently running, the UE shall stop timer T3511.
If the UE holds a valid 5G-GUTI, the UE shall indicate the 5G-GUTI in the 5GS mobile identity IE. Otherwise, if a SUCI is available, the UE shall include the SUCI in the 5GS mobile identity IE. If the UE is initiating the registration procedure for emergency services and does not hold a valid 5G-GUTI or SUCI, the PEI shall be included in the 5GS mobile identity IE.
If the UE is operating in the dual-registration mode and it is in EMM state EMM-REGISTERED, the UE shall include the UE status IE with the EMM registration status set to "UE is in EMM-REGISTERED state".
NOTE 1:
Inclusion of the UE status IE with this setting corresponds to the indication that the UE is "moving from EPC" as specified in 3GPP TS 23.502 [9].

If the last visited registered TAI is available, the UE shall include the last visited registered TAI in the REGISTRATION REQUEST message.

If the UE requests the use of SMS over NAS, the UE shall include the SMS requested IE in the REGISTRATION REQUEST message and set: 

a)
the "supported accesses" bits of the SMS requested IE to:

1)
"SMS over NAS supported via 3GPP access only" if the UE supports SMS delivery over NAS via 3GPP access only; or

2)
"SMS over NAS supported via both 3GPP access and non-3GPP access" if the UE supports SMS delivery over NAS via both 3GPP access and non-3GPP access.

If the UE supports MICO mode and requests the use of MICO mode, then the UE shall include the MICO indication IE in the REGISTRATION REQUEST message.
The UE shall include the requested NSSAI containing the S-NSSAI(s) corresponding to the slice(s) to which the UE wishes to register and may include the mapping of requested NSSAI which is the mapping of each S-NSSAI of the requested NSSAI to the S-NSSAI of the configured NSSAI for the HPLMN, if available, in the REGISTRATION REQUEST message. If the UE has allowed NSSAI or configured NSSAI for the current PLMN, the requested NSSAI shall be either:

a)
the configured NSSAI for the current PLMN, or a subset thereof as described below, if the UE has no allowed NSSAI for the current PLMN;

b)
the allowed NSSAI for the current PLMN, or a subset thereof as described below, if the UE has an allowed NSSAI for the current PLMN; or

c)
the allowed NSSAI for the current PLMN, or a subset thereof as described below, plus one or more S-NSSAIs from the configured NSSAI for which no corresponding S-NSSAI is present in the allowed NSSAI and those are neither in the rejected NSSAI for the current PLMN nor in the rejected NSSAI for the current PLMN and registration area combination.

If the UE has neither allowed NSSAI for the current PLMN nor configured NSSAI for the current PLMN and has a configured NSSAI not associated with a PLMN, the UE shall include the S-NSSAI(s) in the Requested NSSAI IE of the REGISTRATION REQUEST message using the configured NSSAI not associated with a PLMN. If the UE has no allowed NSSAI for the current PLMN, no configured NSSAI for the current PLMN, and no configured NSSAI not associated with a PLMN, the UE shall not include a requested NSSAI in the REGISTRATION message.

The subset of configured NSSAI provided in the requested NSSAI consists of one or more S-NSSAIs in the configured NSSAI applicable to the current PLMN, if the S-NSSAI is neither in the rejected NSSAI for the current PLMN nor in the rejected NSSAI for the current PLMN and registration area combination.
The subset of allowed NSSAI provided in the requested NSSAI consists of one or more S-NSSAIs in the allowed NSSAI for the current PLMN.
NOTE 2:
How the UE selects the subset of configured NSSAI or allowed NSSAI to be provided in the requested NSSAI is implementation.

NOTE 3:
The number of S-NSSAI(s) included in the requested NSSAI cannot exceed eight.
If the UE wishes to prolong the established NAS signalling connection after the completion of the initial registration procedure, it shall set the "follow-on request pending" indication to 1.
If the UE supports S1 mode, the UE shall:

-
set the S1 mode bit to "S1 mode supported" in the 5GMM capability IE of the REGISTRATION REQUEST message;

-
include the S1 UE network capability IE in the REGISTRATION REQUEST message; and

-
if the UE supports sending an ATTACH REQUEST message containing a PDN CONNECTIVITY REQUEST message with request type set to "handover" to transfer a PDU session from N1 mode to S1 mode, set the HO attach bit to "attach request message containing PDN connectivity request with request type set to handover to transfer PDU session from N1 mode to S1 mode supported" in the 5GMM capability IE of the REGISTRATION REQUEST message.

If the UE has one or more valid policy sections, the UE shall include the Policy section identifier list IE in the REGISTRATION REQUEST message.
If the UE has a valid 5G NAS security context and the UE wants to send any IE that is not a cleartext IE, the UE shall include them in the NAS container IE that is sent as part of the REGISTRATION REQUEST message.
If the UE does not have a valid 5G NAS security context and the UE wants to send any IE that is not a cleartext IE, the UE shall not send these IEs in the REGISTRATION REQUEST message. Instead, the UE shall include the IEs in the NAS container IE that is sent as part of the SECURITY MODE COMPLETE message during the security mode control procedure.
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Figure 5.5.1.2.2.1: Registration procedure for initial registration

* * * Next Change * * * *

5.5.1.3.2
Mobility and periodic registration update initiation

The UE in state 5GMM-REGISTERED shall initiate the mobility and periodic registration updating procedure by sending a REGISTRATION REQUEST message to the AMF,

a)
when the UE detects entering a tracking area that is not in the list of tracking areas that the UE previously registered in the AMF;

b)
when the periodic registration updating timer Te expires;

c)
when requested by the CONFIGURATION UPDATE COMMAND message;

d)
when the UE in state 5GMM-REGISTERED.ATTEMPTING-REGISTRATION-UPDATE either receives a paging or the UE receives a NOTIFICATION message with access type indicating 3GPP access over the non-3GPP access for PDU sessions associated with 3GPP access;

e)
upon inter-system change from S1 mode to N1 mode;

f)
when the UE receives an indication of "RRC Connection failure" from the lower layers and has no signalling or user uplink data pending (i.e. when the lower layer requests NAS signalling connection recovery);

g)
when the UE changes the 5GMM capability or the S1 UE network capability or both;

h)
when the UE's usage setting changes; or
i)
when the UE needs to change the slice(s) currently registered to.

If item b) is the only reason for initiating the mobility and periodic registration updating procedure, the UE shall indicate "periodic registration update" in the 5GS registration type IE; otherwise the UE shall indicate "mobility registration update".

If the UE indicates "mobility registration update" in the 5GS registration type IE and the UE supports S1 mode, the UE shall:

-
set the S1 mode bit to "S1 mode supported" in the 5GMM capability IE of the REGISTRATION REQUEST message;

-
include the S1 UE network capability IE in the REGISTRATION REQUEST message; and

-
if the UE supports sending an ATTACH REQUEST message containing a PDN CONNECTIVITY REQUEST message with request type set to "handover" to transfer a PDU session from N1 mode to S1 mode, set the HO attach bit to "attach request message containing PDN connectivity request with request type set to handover to transfer PDU session from N1 mode to S1 mode supported" in the 5GMM capability IE of the REGISTRATION REQUEST message.

If the UE operating in the single-registration mode performs mobility from S1 mode to N1 mode and has one or more valid policy sections, the UE shall include the Policy section identifier list IE in the REGISTRATION REQUEST message.
The UE in state 5GMM-REGISTERED shall initiate the mobility registration updating procedure by sending a REGISTRATION REQUEST message to the AMF when the UE needs to request the use of SMS over NAS transport or the current requirements to use SMS over NAS transport change in the UE. The UE shall include the SMS requested IE in the REGISTRATION REQUEST message as specified in subclause 5.5.1.2.2.

When initiating a periodic registration update and the requirements to use SMS over NAS transport have not changed in the UE, the UE shall not include the SMS requested IE in the REGISTRATION REQUEST message.

If the UE no longer requires the use of SMS over NAS transport, then the UE shall include the SMS requested IE in the REGISTRATION REQUEST message with the SMS requested bit set to "SMS over NAS not supported".

After sending the REGISTRATION REQUEST message to the AMF the UE shall start timer T3510. If timer T3502 is currently running, the UE shall stop timer T3502. If timer T3511 is currently running, the UE shall stop timer T3511.

If the last visited registered TAI is available, the UE shall include the last visited registered TAI in the REGISTRATION REQUEST message.

The UE shall handle the 5GS mobility identity IE in the REGISTRATION REQUEST message as follows:

a)
if the UE is operating in the single-registration mode, performs inter-system change from S1 mode to N1 mode, and the UE holds a valid 4G-GUTI, the UE shall include the 5G-GUTI mapped from the 4G-GUTI as specified in 3GPP TS 23.003 [4] in the 5GS mobility identity IE. Additionally, if the UE holds a valid 5G‑GUTI, the UE shall include the 5G-GUTI in the Additional GUTI IE in the REGISTRATION REQUEST message; and

b)
for all other cases, if the UE holds a valid 5G-GUTI, the UE shall indicate the 5G-GUTI in the 5GS mobile identity IE.

If the UE supports MICO mode and requests the use of MICO mode, then the UE shall include the MICO indication IE in the REGISTRATION REQUEST message.
If the UE is initiating the mobility registration update procedure, the UE may include the Uplink data status IE to indicate which PDU session(s) have pending user data to be sent. If the UE has one or more active always-on PDU sessions and the user-plane resources for these PDU sessions are not established, the UE shall include the Uplink data status IE and indicate that the UE has pending user data to be sent for those PDU sessions. If the UE is located outside the LADN service area, the UE shall not include the PDU session for LADN in the Uplink data status IE.

When the registration procedure is initiated in 5GMM-IDLE mode, the UE may include a PDU session status IE in the REGISTRATION REQUEST message, indicating which PDU sessions associated with the access type the REGISTRATION REQUEST message is sent over are active in the UE.
If the UE received a paging message with the access type indicating non-3GPP access, the UE shall include the Allowed PDU session status IE in the REGISTRATION REQUEST message indicating the PDU session(s) that the UE allows to re-activate over 3GPP access.

If the UE operating in the single-registration mode performs inter-system change from S1 mode to N1 mode, the UE:

a)
shall include the UE status IE with the EMM registration status set to "UE is in EMM-REGISTERED state" in the REGISTRATION REQUEST message;

NOTE 1:
Inclusion of the UE status IE with this setting corresponds to the indication that the UE is "moving from EPC" as specified in 3GPP TS 23.502 [9], subclause 4.11.1.3.3 and 4.11.2.3.

b)
may include the PDU session status IE in the REGISTRATION REQUEST message indicating the status of the PDU session(s) mapped during the intersystem change from S1 mode to N1 mode from the PDN connection(s) for which the EPS indicated that interworking to 5GS is supported, if any (see subclause 6.1.4); and

c)
shall include a TRACKING AREA UPDATE REQUEST message as specified in 3GPP TS 24.301 [15] in the EPS NAS message container IE in the REGISTRATION REQUEST message.

If the UE operating in the single-registration mode performs mobility from S1 mode to N1 mode and the UE has at least one PDN connection with active EPS bearer context(s) for which interworking to 5GS is supported as specified in subclause 6.1.4, the UE shall include the S-NSSAI(s) associated with the established PDN connection(s) for which interworking to 5GS is supported in the Requested NSSAI IE of the REGISTRATION REQUEST message.
The UE shall include the requested NSSAI containing the S-NSSAI(s) corresponding to the slices to which the UE wishes to register and may include the mapping of requested NSSAI which is the mapping of each S-NSSAI of the requested NSSAI to the S-NSSAI of the configured NSSAI for the HPLMN, if available, in the REGISTRATION REQUEST message. If the UE has allowed NSSAI or configured NSSAI for the current PLMN, the requested NSSAI shall be either:

a)
the configured NSSAI for the current PLMN, or a subset thereof as described below, if the UE has no allowed NSSAI for the current PLMN;

b)
the allowed NSSAI for the current PLMN, or a subset thereof as described below, if the UE has an allowed NSSAI for the current PLMN; or

c)
the allowed NSSAI for the current PLMN, or a subset thereof as described below, plus one or more S-NSSAIs from the configured NSSAI for which no corresponding S-NSSAI is present in the allowed NSSAI and those are neither in the rejected NSSAI for the current PLMN nor in the rejected NSSAI for the current PLMN and registration area combination.

If the UE has neither allowed NSSAI for the current PLMN nor configured NSSAI for the current PLMN and has a configured NSSAI not associated with a PLMN, the UE shall include the S-NSSAI(s) in the Requested NSSAI IE of the REGISTRATION REQUEST message using the configured NSSAI not associated with a PLMN. If the UE has no allowed NSSAI for the current PLMN, no configured NSSAI for the current PLMN, and no configured NSSAI not associated with a PLMN, the UE shall not include a requested NSSAI in the REGISTRATION REQUEST message.

The subset of configured NSSAI provided in the requested NSSAI consists of one or more S-NSSAIs in the configured NSSAI applicable to this PLMN, if the S-NSSAI is neither in the rejected NSSAIs for the current PLMN nor in the rejected NSSAI for the current PLMN and registration area combination.
The subset of allowed NSSAI provided in the requested NSSAI consists of one or more S-NSSAIs in the allowed NSSAI for this PLMN.

NOTE 2:
How the UE selects the subset of configured NSSAI or allowed NSSAI to be provided in the requested NSSAI is implementation.

NOTE 3:
The number of S-NSSAI(s) included in the requested NSSAI cannot exceed eight.

If the UE wishes to prolong the established NAS signalling connection after the completion of the mobility and periodic registration updating registration procedure, it shall set the "follow-on request pending" indication to 1.
If the UE is sending the REGISTRATION REQUEST message from 5GMM-IDLE mode, or after an inter-system handover from S1 mode to N1 mode, and the UE wants to send any IE that is not a cleartext IE, the UE shall include them in the NAS container IE that is sent as part of the REGISTRATION REQUEST message.
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Figure 5.5.1.3.2.1: Registration procedure for mobility and periodic registration update

* * * Next Change * * * *

5.6.1.2
Service request procedure initiation
The UE initiates the service request procedure by sending a SERVICE REQUEST message to the AMF and starts timer T3517.

For case a), b) and g) in subclause 5.6.1.1, the service type IE in the SERVICE REQUEST message shall be set to "mobile terminated services".

For case c), d), e) and f) in subclause 5.6.1.1, if the UE is a UE configured for high priority access in selected PLMN, the service type IE in the SERVICE REQUEST message shall be set to "high priority access".
For case a) in subclause 5.6.1.1:

a)
if the paging request includes an indication for non-3GPP access type, the Allowed PDU session status IE shall be included in the SERVICE REQUEST message to indicate the PDU session(s) for which the UE allows the user-plane resources to be re-activate over 3GPP access or if there is no PDU session(s) for which the UE allows the user-plane resources to be re-activated over 3GPP access;

b)
if the UE has uplink user data pending to be sent, the Uplink data status IE shall be included in the SERVICE REQUEST message to indicate the PDU session(s) for which the UE has pending user data to be sent; or

c)
otherwise, the Uplink data status IE shall not be included in the SERVICE REQUEST message.
For case b) in subclause 5.6.1.1, the Allowed PDU session status IE shall be included in the SERVICE REQUEST message to indicate the PDU session(s) for which the UE allows the user-plane resources to be re-activated over 3GPP access or if there is no PDU session(s) for which the UE allows the user-plane resources to be re-activated over 3GPP access.
For case c) in subclause 5.6.1.1, the Uplink data status IE shall not be included in the SERVICE REQUEST message except if the UE has one or more active always-on PDU sessions. The UE shall set the service type IE in the SERVICE REQUEST message to "emergency services", if the SERVICE REQUEST message is triggered by a request for emergency services from the upper layer and both the UE and the network support emergency services in N1 mode. Otherwise, if the UE is not a UE configured for high priority access in selected PLMN, the UE shall set the service type IE to "signalling".
For cases d) and e) in subclause 5.6.1.1, the Uplink data status IE shall be included in the SERVICE REQUEST message to indicate the PDU session(s) the UE has pending user data to be sent. If the UE is not a UE configured for high priority access in selected PLMN, the service type IE in the SERVICE REQUEST message shall be set to "data".
For case f) in subclause 5.6.1.1:

a)
if the UE has uplink user data pending to be sent, the Uplink data status IE shall be included in the SERVICE REQUEST message to indicate the PDU session(s) the UE has pending user data to be sent. If the UE is not a UE configured for high priority access in selected PLMN, the service type IE in the SERVICE REQUEST message shall be set to "data";
b)
otherwise, if the UE is not a UE configured for high priority access in selected PLMN, the service type IE in the SERVICE REQUEST message shall be set to "signalling".
For case g) in subclause 5.6.1.1, if the UE has uplink user data pending to be sent, the Uplink data status IE shall be included in the SERVICE REQUEST message to indicate the PDU session(s) the UE has pending user data to be sent.
For case h) in subclause 5.6.1.1, if the UE receives a request for emergency service from the upper layer and performs emergency services fallback as specified in subclause 4.13.4.2 of 3GPP TS 23.502 [9], the UE shall send a SERVICE REQUEST message with service type set to "emergency services fallback".
The UE shall include a valid 5G-S-TMSI in the 5G-S-TMSI IE of the SERVICE REQUEST message.

If the UE has one or more active always-on PDU sessions and the user-plane resources for these PDU sessions are not established, the UE shall include the Uplink data status IE in the SERVICE REQUEST message and indicate that the UE has pending user data to be sent for those PDU sessions.

The PDU session status information element may be included in the SERVICE REQUEST message to indicate the PDU session(s) available in the UE associated with the access type the SERVICE REQUEST message is sent over. If the PDU session status information element is included in the SERVICE REQUEST message, then the AMF shall release all those PDU sessions locally (without peer-to-peer signalling between the UE and the network) which are in active on the AMF side associated with the access type the SERVICE REQUEST message is sent over, but are indicated by the UE as being inactive, and shall request the SMF to release all those PDU sessions locally.
If the UE is sending the SERVICE REQUEST message from 5GMM-IDLE mode and the UE wants to send any IE that is not a cleartext IE, the UE shall include them in the NAS container IE that is sent as part of the SERVICE REQUEST message.
* * * Next Change * * * *

8.2.6
Registration request
8.2.6.1
Message definition
The REGISTRATION REQUEST message is sent by the UE to the AMF. See table 8.2.6.1.1.

Message type:
REGISTRATION REQUEST
Significance:

dual

Direction:


UE to network

Table 8.2.6.1.1: REGISTRATION REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended Protocol discriminator

9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Registration request message identity
	Message type

9.7
	M
	V
	1

	
	5GS registration type
	5GS registration type

9.8.3.7
	M
	V
	1/2

	
	ngKSI
	NAS key set identifier

9.8.3.29
	M
	V
	1/2

	
	5GS mobile identity
	5GS mobile identity

9.8.3.4
	M
	LV
	5-12

	55
	NonceUE
	Nonce

9.8.3.35
	O
	TV
	5

	10
	5GMM capability
	5GMM capability

9.8.3.1
	O
	TLV
	4-15

	2E
	UE security capability
	UE security capability

9.8.3.57
	O
	TLV
	4-6

	2F
	Requested NSSAI
	NSSAI

9.8.3.36
	O
	TLV
	4-74

	52
	Last visited registered TAI
	Tracking area identity

9.8.3.53
	O
	TV
	6

	30
	S1 UE network capability
	S1 UE network capability

9.8.3.46
	O
	TLV
	4-15

	40
	Uplink data status
	Uplink data status
9.8.2.3
	O
	TLV
	4-34

	50
	PDU session status
	PDU session status

9.8.2.2
	O
	TLV
	4-34

	B-
	MICO indication
	MICO indication
9.8.3.28
	O
	TV
	1

	2B
	UE status
	UE status

9.8.3.59
	O
	TLV
	3

	2C
	Additional GUTI
	5GS mobile identity

9.8.3.4
	O
	TLV
	TBD

	C-
	SMS requested
	SMS requested

9.8.3.52
	O
	TV
	1

	7C
	EPS NAS message container
	EPS NAS message container
9.8.3.20
	O
	TLV-E
	TBD

	25
	Allowed PDU session status
	Allowed PDU session status

9.8.3.9
	O
	TLV
	4-34

	TBD
	Policy section identifier list
	Policy section identifier list

9.8.3.42
	O
	TBD
	TBD

	60
	UE's usage setting
	UE's usage setting

9.8.3.58
	O
	TLV
	3

	7D
	NAS container
	NAS container

9.8.3.31
	O
	TLV-E
	4-n


Editor's note:
 The content of the REGISTRATION REQUEST message when a limited set of IEs including those needed to establish security in the initial message when it has no NAS security context is FFS.
8.2.6.2
NonceUE
Editor's note:
Inclusion criteria for NonceUE are FFS.
8.2.6.3
5GMM capability
The UE shall include this IE, unless the UE performs a periodic registration updating procedure.
8.2.6.4
UE security capability
The UE shall include this IE, unless the UE performs a periodic registration updating procedure.
8.2.6.5
Requested NSSAI
This IE shall be included by the UE when performing the initial registration and mobility registration procedures if:

a)
the UE has a configured NSSAI for the current PLMN;

b)
the UE has an allowed NSSAI for the current PLMN; or

c)
the UE has neither allowed NSSAI for the current PLMN nor configured NSSAI for the current PLMN and has a configured NSSAI not associated with a PLMN.

8.2.6.6
Last visited registered TAI
This IE shall be included if the UE holds a valid last visited registered TAI.
8.2.6.7
S1 UE network capability
A UE supporting S1 mode shall include this IE, unless the UE performs a periodic registration updating procedure.
8.2.6.8
Uplink data status
This IE shall be included if the UE has uplink user data pending to be sent.
8.2.6.9
PDU session status
This IE shall be included if the UE wants to indicate the PDU sessions associated with the access type the message is sent over that are active within the UE.
8.2.6.10
MICO indication
The UE may include this IE to request the use of MICO mode.
8.2.6.11
UE status
This IE shall be included if the UE in single-registration mode performs the registration procedure due to intersystem change from S1 mode to N1 mode or if the UE in dual-registration mode and EMM state EMM-REGISTERED performs initial registration.

8.2.6.12
Additional GUTI
This IE shall be included if the UE performs the registration procedure due to intersystem change from S1 mode to N1 mode, the UE operates in single-registration mode and the UE has a 5G-GUTI.
8.2.6.13
SMS requested
This IE shall be included if the UE wants to indicate to the network that it requires the use of SMS over NAS transport or its requirements to use SMS over NAS transport have changed.

8.2.6.14
EPS NAS message container
The UE operating in the single-registration mode shall include this information element if the UE performs mobility from S1 mode to N1 mode. The content of this message container is the complete integrity protected TRACKING AREA UPATE REQUEST message, using EPS NAS security context.
8.2.6.15
Allowed PDU session status

This IE shall be included if the REGISTRATION REQUEST message is sent as a response to paging and the UE wants to indicate the user-plane resources of PDU session(s) associated with non-3GPP access allowed to be re-activated over 3GPP access.
8.2.6.16
Policy section identifier list

This IE shall be included if the UE has one or more valid policy sections in case of mobility registration updating procedure due to mobility from S1 mode to N1 mode of a UE operating in the single-registration mode or in case of initial registration procedure.

8.2.6.17
UE's usage setting

This IE shall be included if the UE is configured to support IMS voice.

8.2.6.18
NAS container
This IE shall be included if the UE is sending the message from 5GMM-IDLE mode, or after an inter-system handover from S1 mode to N1 mode, the UE has a valid 5G NAS security context, and the UE wants to send any IE that is not a cleartext IE.
* * * Next Change * * * *

8.2.16
Service request
8.2.16.1
Message definition
The SERVICE REQUEST message is sent by the UE to the AMF in order to request the establishment of an N1 NAS signalling connection and/or to request the establishment of user-plane resources for PDU sessions which are activated without user-plane resources. See table 8.2.16.1.1.

Message type:
SERVICE REQUEST
Significance:

dual

Direction:


UE to network

Table 8.2.16.1.1: SERVICE REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator

9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.5
	M
	V
	1/2

	
	
	
	
	
	

	
	Service request message identity
	Message type

9.7
	M
	V
	1

	
	ngKSI 
	NAS key set identifier

9.8.3.29
	M
	V
	1/2

	
	Service type
	Service type
9.8.3.50
	M
	V
	1/2

	
	5G-S-TMSI
	5GS mobile identity

9.8.3.4
	M
	LV
	6

	40
	Uplink data status
	Uplink data status
9.8.2.3
	O
	TLV
	4

	50
	PDU session status
	PDU session status

9.8.2.2
	O
	TLV
	4

	25
	Allowed PDU session status
	Allowed PDU session status

9.8.3.9
	O
	TLV
	4-34

	7D
	NAS container
	NAS container

9.8.3.31
	O
	TLV-E
	4-n


8.2.16.2
Uplink data status
This IE shall be included if the UE has uplink user data pending to be sent.

8.2.16.3
PDU session status
This IE shall be included if the UE wants to indicate the PDU sessions associated with the access type the message is sent over that are active within the UE.
8.2.16.4
Allowed PDU session status

This IE shall be included if the SERVICE REQUEST message is sent as a response to paging or notification via 3GPP access for PDU session(s) associated with non-3GPP access and the UE wants to indicate the user-plane resources of PDU session(s) associated with non-3GPP access allowed to be re-activated over 3GPP access or if there is no PDU session(s) for which the UE allows the user-plane resources to be re-activated over 3GPP access.
8.2.16.5
NAS container
This IE shall be included if the UE is sending the message from 5GMM-IDLE mode and the UE wants to send any IE that is not a cleartext IE.

* * * Next Change * * * *

9.8.3.31
NAS container

The purpose of the NAS container IE is to encapsulate a NAS message without NAS security header or any information element that is not a cleartext IE.

The NAS container information element is coded as shown in figure 9.8.3.31.1 and table 9.8.3.31.1.

The NAS container is a type 6 information element.
	8
	7
	6
	5
	4
	3
	2
	1
	

	NAS container IEI
	octet 1

	Length of NAS container contents
	octet 2

	
	octet 3

	
	octet 4

	NAS container contents
	

	
	octet n


Figure 9.8.3.31.1: NAS container information element

Table 9.8.3.31.1: NAS container information element

	NAS container contents (octet 4 to octet n); Max value of 65535 octets

	

	This IE can contain a REGISTRATION REQUEST message as defined in subclause 5.5.1, or a SERVICE REQUEST message as defined in subclause 5.6.1, or any IE that is not a cleartext IE.


* * * Next Change * * * *

9.3
Security header type
Bits 1 to 4 of the second octet of every 5GMM message contain the Security header type IE. This IE includes control information related to the security protection of a 5GMM message. The total size of the Security header type IE is 4 bits. 
The Security header type IE can take the values shown in table 9.3.1.

Table 9.3.1: Security header type

	Security header type (octet 1)

	Bits

	4
	3
	2
	1
	

	0
	0
	0
	0
	Plain 5GS NAS message, not security protected

	
	
	
	
	

	
	
	
	
	Security protected 5GS NAS message:

	0
	0
	0
	1
	Integrity protected

	0
	0
	1
	0
	Integrity protected and ciphered

	0
	0
	1
	1
	Integrity protected with new 5G NAS security context (NOTE 1)

	0
0   
	1
1
	0
0
	0
1   
	Integrity protected and ciphered with new 5G NAS security context (NOTE 2)
Integrity protected and partially ciphered NAS message (NOTE 3)

	
	
	
	
	

	All other values are reserved.

	

	NOTE 1:
This codepoint may be used only for a SECURITY MODE COMMAND message.
NOTE 2:
This codepoint may be used only for a SECURITY MODE COMPLETE message.
NOTE 3:
This codepoint may be used only for a REGISTRATION REQUEST message, or SERVICE REQUEST message.
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