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***** First change *****
4.4.1
General

A trust domain can apply for specific header fields, tel URI parameters and SIP URI parameters within the IM CN subsystem.

For the IM CN subsystem, this trust domain consists of the functional entities that belong to the same operator's network (P-CSCF, the eP-CSCF, the E-CSCF, the I-CSCF, the IBCF, the S-CSCF, the BGCF. the MGCF, the MRFC, the MRB, the EATF, the ATCF, the ISC gateway function, and all ASs that are included in the trust domain). Additionally, other nodes within the IM CN subsystem that are not part of the same operator's domain may or may not be part of the trust domain, depending on whether an interconnect agreement exists with the remote network. SIP functional entities that belong to a network for which there is an interconnect agreement are part of the trust domain. ASs outside the operator's network can also belong to the trust domain if they have a trusted relationship with the home network.
NOTE 1:
Whether any peer functional entity is regarded as part of the same operator's domain, and therefore part of the same trust domain, is dependent on operator policy which is preconfigured into each functional entity.

NOTE 2:
For the purpose of this document, the PSAP is typically regarded as being within the trust domain, except where indicated. National regulator policy applicable to emergency services determines the trust domain applicable to certain header fields. This means that e.g. the handling of the P-Access-Network-Info header field, P-Asserted-Identity header field and the History-Info header field can be as if the PSAP is within the trust domain, and trust domain issues will be resolved accordingly.

The trust domain can exist for a number of purposes:

a)
for the protection of information specific to an operator;

b)
to provide for privacy requirements of the end user; or

c)
to ensure that information is only passed to another entity if certain responsibilities related to that information are met by the receiving entity, for example that the signalled requirements in the Privacy header field will be met (see subclause 4.4.2 and 4.4.4).
Within the IM CN subsystem trust domains will be applied to a number of header fields. These trust domains do not necessarily contain the same functional entities or cover the same operator domains. The procedures in this subclause apply to the functional entities in clause 5 in the case where a trust domain boundary for that header field, tel URI parameter, or SIP URI parameter, exists at that functional entity.

Where the IM CN subsystem supports business communication, different trust domains can apply to public network traffic, and to private network traffic belonging to each supported corporate network.

NOTE 3:
Where an external attached network (e.g. an enterprise network) is in use, the edges of the trust domains need not necessarily lie at the P-CSCF. In this release of the specification, the means by which the P-CSCF learns of such attached devices, and therefore different trust domain requirements to apply, is not provided in the specification and is assumed to be by configuration or by a mechanism outside the scope of this release of the specification.

A trust domain applies for the purpose of the following header fields: P-Asserted-Identity, P-Access-Network-Info, History-Info, Resource-Priority, P-Asserted-Service, Reason (only in a response), P-Profile-Key, P-Private-Network-Indication, P-Served-User, P-Early-Media, Feature-Caps, Restoration-Info, Relayed-Charge, Service-Interact-Info, Cellular-Network-Info, Response-Source, Attestation-Info and Origination-Id. A trust domain applies for the purpose of the CPC and OLI tel URI parameters. A trust domain applies for the iotl SIP URI parameter. The trust domains of these header fields and parameters need not have the same boundaries. Clause 5 defines additional procedures concerning these header fields, tel URI parameters and SIP URI parameter.
***** Next change *****
4.4.21
Attestation-Info header field
A functional entity at the boundary of the trust domain will need to determine whether to remove the Attestation-Info header field according to subclause 7.2.17. when SIP signalling crosses the boundary of the trust domain.
***** Next change *****
7.2.18
Definition of Attestation-Info header field

Editor's note: [WI: eSPECTRE, CR#6114] as per RFC 5727 an IETF expert review is needed in order to obtain the IANA registration of this header field.

7.2.18.1
Introduction

IANA registry: Header Fields registry for the Session Initiation Protocol (SIP)
Header field name: Attestation-Info
Usage: The Attestation-Info header field is used only for informative purposes.

Header field specification reference: 3GPP TS 24.229, http://www.3gpp.org/ftp/Specs/archive/24_series/24.229/

When a node has performed attestation of an identity in an incoming request or has attested the origin of the request, the node can inform a downstream node about what kind of attestation the node has performed. A downstream node such as an application server can use this information to provide the user with more accurate information regarding the attested identity.
7.2.18.2
Applicability statement for the Attestation-Info header field
The Attestation-Info header field is applicable within a single private administrative domain or between different administrative domains.
The Attestation-Info header field is applicable when:

1)
a node has performed attestation of an identity in an incoming request; or

2)
has performed gateway attestation of the request itself.

Case 1) is when a node has knowledge about the originating identity and can attest this identity based on this knowledge.
Case 2) is when a border node in a network receives a request where the border node has no relation to the originating user and the border node adds a value identifying the source of the request.
7.2.18.3
Usage of the Attestation-Info header field

A node in the originating network attesting the identity of the originating user can add an Attestation-Info header field to inform what relation the network has with the originating user. A node at a border of a network can add an identifier identifying from where the request was received. The Attestation-Info header field informs that this procedure has been performed.
A downstream node can use the Attestation-Info header field when providing analytics functions to inform the terminating user the trust level of the originating identity.
7.2.18.4
Procedures at the UA

There are no specific procedures specified for a UA.
7.2.18.5
Procedures at the proxy

A SIP proxy that supports this extension and receives a request may as part of its procedures insert an Attestation-Info header field prior to forwarding the request. The header field is populated with a value as specified in Table 7.2.18-1.

7.2.18.6
Security considerations

The Attestation-Info header field does not contain any sensitive information.

A UE is not expected to receive this information.
7.2.18.7
Syntax
The syntax for Attestation-Info header field is specified in table 7.2.18-1.

Table 7.2.18-1: Syntax of Attestation-Info
Attestation-Info      = "Attestation-Info" HCOLON attestation-level / generic-param

attestation-level     = ("A" / "B" / "C")
The meaning of the values "A", "B" and "C" is as defined in draft-ietf-stir-passport-shaken.
7.2.18.8
Examples of usage
A node in the originating network, such as a 3GPP S-CSCF or an application server, can when attesting the identity of an originating user insert an Attestation-Info header field to provide information on the relation the network has to the originating user. This information can be used when inserting an Identity header field, or can be taken into account when informing the terminating user about the identity of the originating user.
An edge node, such as a 3GPP IBCF, receiving a message withouth any Identity header field can use the Attestation-Info header field to inform that the edge node has performed a gateway attestation as specified in draft-ietf-stir-passport-shaken.
***** Next change *****
