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1. Introduction
3GPP TS 33.501 v0.4.4, subclause 6.7.2, contains the NAS security mode command procedure similar to the corresponding procedure for EPS. This procedure needs to be added also in the NAS specification.
2. Reason for Change
The Security mode control procedure to establish a NAS security context between the UE and AMF is part of 5GS NAS procedures in a similar way as legacy versions of NAS. It is proposed to introduce this procedure in the TR for 5GS NAS and keep the procedure name aligned to GPRS NAS and EPS NAS, even though stage 2 has used slightly different names in 2G/3G, EPS and 5GS versions.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 24.890 v1.1.0.


* * * First Change * * * *


8.1.3	Types of 5GMM procedures
Depending on how they can be initiated, three types of 5GMM procedures can be distinguished:
1)	5GMM common procedures
	5GMM common procedure can always be initiated whilst an NAS signalling connection exists. The procedures belonging to this type are:
[bookmark: _Toc479765895][bookmark: _Toc484956646][bookmark: _Toc485044087][bookmark: _Toc485217733][bookmark: _Toc485219902][bookmark: _Toc485220256]	Initiated by the network:
-	(alternative 1) network-initiated SM message transport.
-	(alternative 1) network-initiated non-SM message transport.
-	(alternative 2) network-initiated NAS transport.
-	primary authentication and key agreement procedure;
-	security mode control;
-	generic UE configuration update;
-	identification.
	Initiated by the UE:
-	(alternative 1) UE-initiated SM message transport.
-	(alternative 1) UE-initiated non-SM message transport.
-	(alternative 2) UE-initiated NAS transport.
Editor's note:	Alternative 1 is to define network/UE-initiated SM/non-SM message transport procedures (see subclause 8.4.2.2.1.1) and alternative 2 is to define network/UE-initiated NAS transport procedures (see subclause 8.4.2.2.3.2). CT1 will choose a single alternative.
2)	5GMM specific procedures:
	At any time only one UE initiated 5GMM specific procedure can be running for each of the access network(s) that the UE is camping in. The procedures belonging to this type are:
	Initiated by the UE and used e.g. to register to the network for 5GS services and establish a 5GMM context, to update the location/parameter(s) of the UE:
-	registration.
	Initiated by the UE or the network and used to deregister from the network for 5GS services and to release a 5GMM context:
-	de-registration.
3)	5GMM connection management procedures:
	Initiated by the UE and used to establish a secure connection to the network or to request the resource reservation for sending data, or both:
-	service request.
	The service request procedure can only be initiated if no UE initiated 5GMM specific procedure is ongoing for each of the access network(s) that the UE is camping in.
	Initiated by the network and used to request the establishment of an N1 NAS signalling connection or to prompt the UE to perform re-registration if necessary as a result of a network failure; not applicable for the non-3GPP access network:
-	paging.
	Initiated by the network and used to request re-activation the PDU session(s) associated with non-3GPP access over 3GPP access when no N1 NAS signalling connection between the UE and the network over non-3GPP access exists and the UE is in 5GMM-CONNECTED mode in 3GPP access:
-	notification.
NOTE:	The network can page the UE over 3GPP access for the re-activation of the PDU session(s) associated with non-3GPP access over 3GPP access.
[bookmark: _Toc492387486][bookmark: _Toc492388078][bookmark: _Toc492393963][bookmark: _Toc492394552][bookmark: _Toc492455384][bookmark: _Toc492455974][bookmark: _Toc492465794][bookmark: _Toc492466384][bookmark: _Toc498334249]

* * * Next Change * * * *

[bookmark: _Toc493843949]8.5.1.x	Security mode control procedure
[bookmark: _Toc493843950]8.5.1.x.1	General
The purpose of the NAS security mode control procedure is to take an 5GS security context into use, and initialise and start NAS signalling security between the UE and the AMF with the corresponding 5GS NAS keys and 5GS security algorithms.
Furthermore, the network may also initiate the security mode control procedure in the following cases:
-	in order to change the NAS security algorithms for a current 5GS security context already in use; and
-	in order to change the value of uplink NAS COUNT used in the latest SECURITY MODE COMPLETE message as described in 3GPP TS 33.501 [19], subclause 8.3.1.4.2.
For restrictions concerning the concurrent running of a security mode control procedure with other security related procedures in the AS or inside the core network see 3GPP TS 33.501 [19], subclause 6.5.3.6.
[bookmark: _Toc493843951]8.5.1.x.2	NAS security mode control initiation by the network
The AMF initiates the NAS security mode control procedure by sending a SECURITY MODE COMMAND message to the UE and starting timer Tyx (see example in figure 8.5.1.x.1).
The AMF shall reset the downlink NAS COUNT counter and use it to integrity protect the initial SECURITY MODE COMMAND message if the security mode control procedure is initiated:
-	to take into use the S security context created after a successful execution of the 5G AKA based primary authentication and key agreement procedure;
-	upon receipt of REGISTRATION REQUEST message including an eKSI, if the AMF wishes to create a mapped 5GS security context (i.e. the type of security context flag is set to "mapped security context" in the NAS key set identifier IE included in the SECURITY MODE COMMAND message).
Editor's note:	The name of NAS key set identifier used in 5GS is FFS.
The AMF shall send the SECURITY MODE COMMAND message unciphered, but shall integrity protect the message with the 5GS integrity key based on KAMF or mapped K'AMF indicated by the ngKSI included in the message. The AMF shall set the security header type of the message to "integrity protected with new 5GS security context".
Editor's note:	Handling at emergency registration and emergency PDU sessions is FFS.
Upon receipt of a REGISTRATION REQUEST message including an eKSI, if the AMF does not have the valid current 5GS security context indicated by the UE, the AMF shall indicate the use of the new mapped 5GS security context to the UE by setting the type of security context flag in the NAS key set identifier IE to "mapped security context" and the KSI value related to the security context of the source system.
Editor's note:	Handling at non-existing 5GS security context indicated by the UE when an emergency PDU session exists is FFS.
While having a current mapped 5GS security context with the UE, if the AMF wants to take the native 5GS security context into use, the AMF shall include the ngKSI that indicates the native 5GS security context in the SECURITY MODE COMMAND message.
The AMF shall include the replayed security capabilities of the UE (including the security capabilities with regard to NAS, RRC and UP (user plane) ciphering as well as NAS and RRC integrity, and other possible target network security capabilities, i.e. E-UTRAN if the UE included them in the message to network), the replayed nonceUE when creating a mapped 5GS security context and if the UE included it in the message to the network, the selected 5GS ciphering and integrity algorithms and the Key Set Identifier (ngKSI).
The AMF shall include both the nonceAMF and the nonceUE when creating a mapped 5GS security context during inter-system change from S1 mode to N1 mode in 5GMM-IDLE mode.
The AMF may initiate a SECURITY MODE COMMAND in order to change the 5GS security algorithms for a current 5GS security context already in use. The AMF re-derives the 5GS NAS keys from KAMF with the new 5GS algorithm identities as input and provides the new 5GS algorithm identities within the SECURITY MODE COMMAND message. The AMF shall set the security header type of the message to "integrity protected with new 5GS security context".
If, during an ongoing registration procedure, the AMF is initiating a SECURITY MODE COMMAND (i.e. after receiving the REGISTRATION REQUEST message, but before sending a response to that message) and the REGISTRATION REQUEST message does not successfully pass the integrity check at the AMF, the AMF shall calculate the HASHAMF of the entire plain REGISTRATION REQUEST message as described in 3GPP TS 33.501 [19] and shall include the HASHAMF in the SECURITY MODE COMMAND message.
Additionally, the AMF may request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.
NOTE 2:	The AS and NAS security capabilities will be the same, i.e. if the UE supports one algorithm for NAS, the same algorithm is also supported for AS.


Figure 8.5.1.x.1: Security mode control procedure
[bookmark: _Toc493843952]8.5.1.x.3	NAS security mode command accepted by the UE
Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received replayed UE security capabilities and the received nonceUE have not been altered compared to the latest values that the UE sent to the network. However, the UE is not required to perform the checking of the received nonceUE if the UE does not want to re-generate the K'AMF (i.e. the SECURITY MODE COMMAND message is to derive and take into use a mapped 5GS security context and the ngKSI matches the current 5GS security context, if it is a mapped 5GS security context).
Editor's note:	Handling at emergency PDU sessions is FFS.
Editor's note:	Handling of "null algorithms" is FFS.
If the type of security context flag included in the SECURITY MODE COMMAND message is set to "native security context" and if the KSI matches a valid non-current native 5GS security context held in the UE while the UE has a mapped 5GS security context as the current 5GS security context, the UE shall take the non-current native 5GS security context into use which then becomes the current native 5GS security context and delete the mapped 5GS security context.
If the SECURITY MODE COMMAND message can be accepted, the UE shall take the 5GS security context indicated in the message into use. The UE shall in addition reset the uplink NAS COUNT counter if:
-	the SECURITY MODE COMMAND message is received in order to take a 5GS security context into use created after a successful execution of the 5G AKA based primary authentication and key agreement procedure;
-	the SECURITY MODE COMMAND message received includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE the ngKSI does not match the current 5GS security context, if it is a mapped 5GS security context.
If the SECURITY MODE COMMAND message can be accepted and a new 5GS security context is taken into use and SECURITY MODE COMMAND message does not indicate the "null integrity protection algorithm"5G-IA0 as the selected NAS integrity algorithm, the UE shall:
-	if the SECURITY MODE COMMAND message has been successfully integrity checked using an estimated downlink NAS COUNT equal to 0, then the UE shall set the downlink NAS COUNT of this new 5GS security context to 0;
-	otherwise the UE shall set the downlink NAS COUNT of this new 5GS security context to the downlink NAS COUNT that has been used for the successful integrity checking of the SECURITY MODE COMMAND message.
If the SECURITY MODE COMMAND message can be accepted, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected 5GS integrity algorithm and the 5GS NAS integrity key based on the KAMF or mapped K'AMF if the type of security context flag is set to "mapped security context" indicated by the ngKSI. When the SECURITY MODE COMMAND message includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE, the nonceAMF and the nonceUE, then the UE shall either:
-	generate K'AMF from both the nonceAMF and the nonceUE as indicated in 3GPP TS 33.501 [19];or
-	check whether the SECURITY MODE COMMAND message indicates the ngKSI of the current 5GS security context, if it is a mapped 5GS security context, in order not to re-generate the K'AMF.
Furthermore, if the SECURITY MODE COMMAND message can be accepted, the UE shall cipher the SECURITY MODE COMPLETE message with the selected 5GS ciphering algorithm and the 5GS NAS ciphering key based on the KAMF or mapped K'AMF indicated by the ngKSI. The UE shall set the security header type of the message to "integrity protected and ciphered with new 5GS security context".
From this time onward the UE shall cipher and integrity protect all NAS signalling messages with the selected 5GS integrity and ciphering algorithms.
If the AMF indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.
If, during an ongoing registration procedure, the SECURITY MODE COMMAND message includes a HASHAMF, the UE shall compare HASHAMF with a hash value locally calculated as described in 3GPP TS 33.501 [19] from the entire plain REGISTRATION REQUEST message that the UE had sent to initiate the procedure. If HASHAMF and the locally calculated hash value are different, the UE shall include the complete REGISTRATION REQUEST message which the UE had previously sent in the Replayed NAS message container IE of the SECURITY MODE COMPLETE message.
If, prior to receiving the SECURITY MODE COMMAND message, the UE had sent an initial NAS message containing a limited set of IEs needed to establish security context, the UE shall include the complete initial message in the NAS SECURITY MODE COMPLETE message.
[bookmark: _Toc493843953]8.5.1.x.4	NAS security mode control completion by the network
The AMF shall, upon receipt of the SECURITY MODE COMPLETE message, stop timer Tyx. From this time onward the AMF shall integrity protect and encipher all signalling messages with the selected 5GS integrity and ciphering algorithms.
If the SECURITY MODE COMPLETE message contains a Replayed NAS container message IE with an REGISTRATION REQUEST message, the AMF shall complete the ongoing registration procedure by considering the REGISTRATION REQUEST message contained in the Replayed NAS message container IE as the message that triggered the procedure.
Editor's note:	The option to include a full initial NAS message after an initial message including a limited set of information is FFS.
[bookmark: _Toc493843954]8.5.1.x.5	NAS security mode command not accepted by the UE
If the security mode command cannot be accepted, the UE shall send a SECURITY MODE REJECT message. The SECURITY MODE REJECT message contains an 5GMM cause that typically indicates one of the following cause values:
#23:	UE security capabilities mismatch;
#24:	security mode rejected, unspecified.
Upon receipt of the SECURITY MODE REJECT message, the AMF shall stop timer Tyx. The AMF shall also abort the ongoing procedure that triggered the initiation of the NAS security mode control procedure.
Both the UE and the AMF shall apply the 5GS security context in use before the initiation of the security mode control procedure, if any, to protect the SECURITY MODE REJECT message and any other subsequent messages according to the rules in subclause TBD.
Editor´s note:	The NAS security subclause in the present document is FFS.
[bookmark: _Toc493843955]8.5.1.x.6	Abnormal cases in the UE
The following abnormal cases can be identified:
a)	Transmission failure of SECURITY MODE COMPLETE message or SECURITY MODE REJECT message indication from lower layers (if the security mode control procedure is triggered by a registration procedure)
	The UE shall abort the security mode control procedure and re-initiate the registration procedure.
b)	Transmission failure of SECURITY MODE COMPLETE message or SECURITY MODE REJECT message indication with TAI change from lower layers (if the security mode control procedure is triggered by a service request procedure)
	If the current TAI is not in the TAI list, the security mode control procedure shall be aborted and a registration procedure shall be initiated.
	If the current TAI is still part of the TAI list, the security mode control procedure shall be aborted and it is up to the UE implementation how to re-run the ongoing procedure that triggered the security mode control procedure.
c)	Transmission failure of SECURITY MODE COMPLETE message or SECURITY MODE REJECT message indication without TAI change from lower layers (if the security mode control procedure is triggered by a service request procedure)
	The security mode control procedure shall be aborted and it is up to the UE implementation how to re-run the ongoing procedure that triggered the security mode control procedure.
[bookmark: _Toc493843956]8.5.1.x.7	Abnormal cases on the network side
The following abnormal cases can be identified:
a)	Lower layer failure before the SECURITY MODE COMPLETE or SECURITY MODE REJECT message is received
	The network shall abort the security mode control procedure.
b)	Expiry of timer Tyx
	The network shall, on the first expiry of the timer Tyx, retransmit the SECURITY MODE COMMAND message and shall reset and start timer Tyx. This retransmission is repeated four times, i.e. on the fifth expiry of timer Tyx, the procedure shall be aborted.
NOTE:	If the SECURITY MODE COMMAND message was sent to create a mapped 5GS security context during inter-system change from S1 mode to N1 mode, then the network does not generate new values for the nonceAMF and the nonceUE, but includes the same values in the SECURITY MODE COMMAND message (see the subclause 6.7.2 in 3GPP TS 33.501 [19]).
c)	Collision between security mode control procedure and registration, service request or detach procedure not indicating switch off
	The network shall abort the security mode control procedure and proceed with the UE initiated procedure.
d)	Collision between security mode control procedure and other 5GMM procedures than in item c
	The network shall progress both procedures.
e)	Lower layers indication of non-delivered NAS PDU due to handover
	If the SECURITY MODE COMMAND message could not be delivered due to an intra AMF handover and the target TA is included in the TAI list, then upon successful completion of the intra AMF handover the AMF shall retransmit the SECURITY MODE COMMAND message. If a failure of the handover procedure is reported by the lower layer and the N1 signalling connection exists, the AMF shall retransmit the SECURITY MODE COMMAND message.


* * * Next Change * * * *

[bookmark: _Toc498334567]8.10.3	Causes related to PLMN specific network failures and congestion/authentication failures
Cause #21 – Synch failure
	This 5GMM cause is sent to the network if the USIM detects that the SQN in the AUTHENTICATION REQUEST message is out of range.
Cause #23 – UE security capabilities mismatch
	This 5GMM cause is sent to the network if the UE detects that the UE security capability does not match the one sent back by the network.
Cause #24 – Security mode rejected, unspecified
	This 5GMM cause is sent to the network if the security mode command is rejected by the UE if the UE detects that the nonceUE does not match the one sent back by the network or for unspecified reasons.
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* * * Next Change * * * *

8.6.x1	Security mode command
[bookmark: _Toc493844323]8.6.x1.1	Message definition
This message is sent by the network to the UE to establish NAS signalling security. See table 8.6.x1.1.1.
Message type:	SECURITY MODE COMMAND
Significance:		dual
Direction:			network to UE
Table 8.6.x1.1.1: SECURITY MODE COMMAND message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
6.6.6.2
	M
	V
	1

	
	Security header type
	Security header type
6.6.6.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
6.6.6.4
	M
	V
	1/2

	
	Security mode command message identity
	Message type
6.6.6.7
	M
	V
	1

	
	Selected NAS security algorithms
	NAS security algorithms
8.7.y3
	M
	V
	1

	
	NAS key set identifier
	NAS key set identifier
8.7.2
	M
	V
	1

	
	Replayed UE security capabilities
	UE security capability
8.7.y5
	M
	LV
	3-5

	xa
	Allowed NSSAI
	Allowed NSSAI
8.7.28
	O
	TBD
	TBD

	xb
	IMEISV request
	IMEISV request
8.7.y1
	O
	TV
	1

	xc
	Replayed nonceUE
	Nonce
8.7.y4
	O
	TV
	5

	xd
	NonceAMF
	Nonce
8.7.y4
	O
	TV
	5

	xe
	HashAMF
	HashAMF
8.7.y6
	O
	TV
	9

	xf
	EAP message
	EAP message
8.7.30
	O
	TLV-E
	7



[bookmark: _Toc493844324]8.6.x1.2	Allowed NSSAI
The AMF may include this information element to indicate Allowed NSSAI.
Editor’s note:	In TS33.501 v0.4.0 inclusion of the Allowed NSSAI is indicated to be mandatory in the SECURITY MODE COMMAND message. Whether this is correct or if inclusion is optional is FFS.
8.6.x1.3	IMEISV request
The AMF may include this information element to request the UE to send its IMEISV with the corresponding SECURITY MODE COMPLETE message.
[bookmark: _Toc493844325]8.6.x1.4	Replayed nonceUE
The AMF may include this information element to indicate to the UE to use the replayed nonceUE.
[bookmark: _Toc493844326]8.6.x1.5	NonceAMF
The AMF may include this information element to indicate to the UE to use the nonceAMF.
[bookmark: _Toc493844327]8.6.x1.6	HashAMF
The AMF shall include this information element when the AMF is initiating a SECURITY MODE COMMAND during a registration procedure and the REGISTRATION REQUEST message did not successfully pass the integrity check at the AMF.
8.6.x1.7	EAP message
This IE is included when the EAP Success message is sent as part of the EAP-based primary authentication and key agreement procedure, as specified in subclause 8.5.1.1.2.

[bookmark: _Toc493844328]8.6.x2	Security mode complete
[bookmark: _Toc493844329]8.6.x2.1	Message definition
This message is sent by the UE to the network in response to a SECURITY MODE COMMAND message. See table 8.6.x2.1.1.
Message type:	SECURITY MODE COMPLETE
Significance:		dual
Direction:			UE to network
Table 8.6.x2.1.1: SECURITY MODE COMPLETE message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
6.6.6.2
	M
	V
	1

	
	Security header type
	Security header type
6.6.6.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
6.6.6.4
	M
	V
	1/2

	
	Security mode complete message identity
	Message type
6.6.6.7
	M
	V
	1

	
	Allowed NSSAI
	Allowed NSSAI
8.7.28
	M
	TBD
	TBD

	xa
	IMEISV
	Mobile identity
8.7.16
	O
	TLV
	TBD

	xb
	Replayed NAS message container
	NAS message container
8.7.y7
	O
	TLV-E
	3-n

	xc
	Initial NAS message
	NAS message container
8.7.y7
	O
	TLV-E
	3-n



[bookmark: _Toc493844330]8.6.x2.2	IMEISV
The UE shall include this information element, if the IMEISV was requested within the corresponding SECURITY MODE COMMAND message.
[bookmark: _Toc493844331]8.6.x2.3	Replayed NAS message container
The UE shall include this information element, if during an ongoing registration procedure, the AMF included HASHAMF in the SECURITY MODE COMMAND message and HASHAMF has a different value from the hash value locally calculated at the UE as described in 3GPP TS 33.501 [19].
8.6.x2.4	Initial NAS message
The UE shall include this information element when the UE has sent an initial NAS message with a limited set of IEs before the SECURITY MODE COMMAND message was received and the UE needs to include the complete initial NAS message in the SECURITY MODE COMPLETE message, as described in 3GPP TS 33.501 [19].
[bookmark: _Toc493844332]8.6.x3	Security mode reject
8.6.x3.1	Message definition
This message is sent by the UE to the network to indicate that the corresponding security mode command has been rejected. See table 8.6.x3.1.1.
Message type:	SECURITY MODE REJECT
Significance:		dual
Direction:			UE to network
Table 8.6.x3.1.1: SECURITY MODE REJECT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
6.6.6.2
	M
	V
	1

	
	Security header type
	Security header type
6.6.6.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
6.6.6.4
	M
	V
	1/2

	
	Security mode reject message identity
	Message type
6.6.6.7
	M
	V
	1

	
	EMM cause
	5GMM cause
8.7.1
	M
	V
	1




* * * Next Change * * * *
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The NAS key set identifier is allocated by the network.
The NAS key set identifier information element is coded as shown in figure 8.7.2.1 and table 8.7.2.1.
The NAS key set identifier is a type 1 information element.

	8
	7
	6
	5
	4
	3
	2
	1
	

	NAS key set identifier IEI
	TSC

	NAS key set identifier
	octet 1



Figure 8.7.2.1: NAS key set identifier information element
Table 8.7.2.1: NAS key set identifier information element
	Type of security context flag (TSC) (octet 1)

	

	Bit

	4
	
	
	

	0
	
	
	native security context (for KSIAMF)

	1
	
	
	mapped security context (for KSIASME)

	

	TSC does not apply for NAS key set identifier value "111".

	

	NAS key set identifier (octet 1)

	

	Bits

	3
	2
	1
	

	
	
	
	

	0
	0
	0
	

	through
	possible values for the NAS key set identifier

	1
	1
	0
	

	
	
	
	

	1
	1
	1
	no key is available (UE to network);

	
	
	
	reserved (network to UE)



Editor's note:	The definition of NAS key set identifier is FFS.

* * * Next Change * * * *

8.7.y1	IMEISV request
The purpose of the IMEISV request information element is to indicate that the IMEISV shall be included by the UE in the security mode complete message.
The IMEISV request is a type 1 information element.
The IMEISV request information element is coded as shown in figure 8.7.y1.1 and table 8.7.y1.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	IMEISV request
IEI
	0
spare
	IMEISV request
value
	octet 1



Figure 8.7.y1.1: IMEISV request information element
Table 8.7.y1.1: IMEISV request information element
	IMEISV request value (octet 1)

	Bits

	3
	2
	1
	
	

	0
	0
	0
	
	IMEISV not requested

	0
	0
	1
	
	IMEISV requested

	

	All other values are interpreted as IMEISV not requested by this version of the protocol.

	



[bookmark: _Toc493844629]8.7.y3	NAS security algorithms
The purpose of the NAS security algorithms information element is to indicate the algorithms to be used for ciphering and integrity protection.
The NAS security algorithms information element is coded as shown in figure 8.7.y3.1 and table 8.7.y3.1.
The NAS security algorithms is a type 3 information element with a length of 2 octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	NAS security algorithms IEI
	octet 1

	0
spare
	Type of ciphering algorithm
	0
spare
	Type of integrity protection algorithm
	octet 2



Figure 8.7.y3.1: NAS security algorithms information element
Table 8.7.y3.1: NAS security algorithms information element
	Type of integrity protection algorithm (octet 2, bit 1 to 3)

	Bits

	3
	2
	1
	
	

	0
	0
	0
	
	5GS integrity algorithm 5G-IA0 (null integrity protection algorithm)

	0
	0
	1
	
	5GS integrity algorithm 128-5G-IA1

	0
	1
	0
	
	5GS integrity algorithm 128-5G-IA2

	0
	1
	1
	
	5GS integrity algorithm 128-5G-IA3

	1
	0
	0
	
	5GS integrity algorithm 5G-IA4

	1
	0
	1
	
	5GS integrity algorithm 5G-IA5

	1
	1
	0
	
	5GS integrity algorithm 5G-IA6

	1
	1
	1
	
	5GS integrity algorithm 5G-IA7

	

	Type of ciphering algorithm (octet 2, bit 5 to 7)

	Bits

	7
	6
	5
	
	

	0
	0
	0
	
	5GS encryption algorithm 5G-EA0 (null ciphering algorithm)

	0
	0
	1
	
	5GS encryption algorithm 128-5G-EA1

	0
	1
	0
	
	5GS encryption algorithm 128-5G-EA2

	0
	1
	1
	
	5GS encryption algorithm 128-5G-EA3

	1
	0
	0
	
	5GS encryption algorithm 5G-EA4

	1
	0
	1
	
	5GS encryption algorithm 5G-EA5

	1
	1
	0
	
	5GS encryption algorithm 5G-EA6

	1
	1
	1
	
	5GS encryption algorithm 5G-EA7

	

	Bit 4 and 8 of octet 2 are spare and shall be coded as zero.

	



[bookmark: _Toc493844632]8.7.y4	Nonce
See subclause 9.9.3.25 in 3GPP TS 24.301 [13].

[bookmark: _Toc493844645]8.7.y5	UE security capability
The UE security capability information element is used by the network to indicate which security algorithms are supported by the UE in N1 mode and S1 mode. Security algorithms supported in N1 mode are supported both for NAS and for AS security.
The UE security capability information element is coded as shown in figure 8.7.y5.1 and table 8.7.y5.1.
The UE security capability is a type 4 information element with a minimum length of 4 octets and a maximum length of 6 octets.
Octets 5 and 6 are optional. If octet 5 is included, then also octet 6 shall be included.
If the UE did not indicate support of any security algorithm for S1 mode octets 5 and 6 shall not be included.

	8
	7
	6
	5
	4
	3
	2
	1
	

	UE security capability IEI
	octet 1

	Length of UE security capability contents
	octet 2

	
5G-EA0
	128-
5G-EA1
	128-
5G-EA2
	128-
5G-EA3
	
5G-EA4
	
5G-EA5
	
5G-EA6
	
5G-EA7
	
octet 3

	
5G-IA0
	128-
5G-IA1
	128-
5G-IA2
	128-
5G-IA3
	
5G-IA4
	
5G-IA5
	
5G-IA6
	
5G-IA7
	
octet 4

	
EEA0
	128-
EEA1
	128-
EEA2
	128-
EEA3
	
EEA4
	
EEA5
	
EEA6
	
EEA7
	
octet 5*

	
EIA0
	128-
EIA1
	128-
EIA2
	128-
EIA3
	
EIA4
	
EIA5
	
EIA6
	
EIA7
	
octet 6*



Figure 8.7.y5.1: UE security capability information element
Table 8.7.y5.1: UE security capability information element
	5GS encryption algorithms supported (octet 3)

	

	5GS encryption algorithm 5G-EA0 supported (octet 3, bit 8)

	0
	
	
	
	5GS encryption algorithm 5G-EA0 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA0 supported

	

	5GS encryption algorithm 128-5G-EA1 supported (octet 3, bit 7)

	0
	
	
	
	5GS encryption algorithm 128-5G-EA1 not supported

	1
	
	
	
	5GS encryption algorithm 128-5G-EA1 supported

	

	5GS encryption algorithm 128-5G-EA2 supported (octet 3, bit 6)

	0
	
	
	
	5GS encryption algorithm 128-5G-EA2 not supported

	1
	
	
	
	5GS encryption algorithm 128-5G-EA2 supported

	

	5GS encryption algorithm 128-5G-EA3 supported (octet 3, bit 5)

	0
	
	
	
	5GS encryption algorithm 128-5G-EA31 not supported

	1
	
	
	
	5GS encryption algorithm 128-5G-EA3 supported

	

	5GS encryption algorithm 5G-EA4 supported (octet 3, bit 4)

	0
	
	
	
	5GS encryption algorithm 5G-EA4 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA4 supported

	

	5GS encryption algorithm 5G-EA5 supported (octet 3, bit 3)

	0
	
	
	
	5GS encryption algorithm 5G-EA5 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA5 supported

	

	5GS encryption algorithm 5G-EA6 supported (octet 3, bit 2)

	0
	
	
	
	5GS encryption algorithm 5G-EA6 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA6 supported

	

	5GS encryption algorithm 5G-EA7 supported (octet 3, bit 1)

	0
	
	
	
	5GS encryption algorithm 5G-EA7 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA7 supported

	

	EPS integrity algorithms supported (octet 4)

	

	5GS integrity algorithm 5G-IA0 supported (octet 4, bit 8)

	0
	
	
	
	5GS integrity algorithm 5G-IA0 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA0 supported

	

	5GS integrity algorithm 128-5G-IA1 supported (octet 4, bit 7)

	0
	
	
	
	5GS integrity algorithm 128-5G-IA1 not supported

	1
	
	
	
	5GS integrity algorithm 128-5G-IA1 supported

	

	5GS integrity algorithm 128-5G-IA2 supported (octet 4, bit 6)

	0
	
	
	
	5GS integrity algorithm 128-5G-IA2 not supported

	1
	
	
	
	5GS integrity algorithm 128-5G-IA2 supported

	

	5GS integrity algorithm 128-5G-IA3 supported (octet 4, bit 5)

	0
	
	
	
	5GS integrity algorithm 128-5G-IA3 not supported

	1
	
	
	
	5GS integrity algorithm 128-5G-IA3 supported

	

	5GS integrity algorithm 5G-IA4 supported (octet 4, bit 4)

	0
	
	
	
	5GS integrity algorithm 5G-IA4 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA4 supported

	

	5GS integrity algorithm 5G-IA5 supported (octet 4, bit 3)

	0
	
	
	
	5GS integrity algorithm 5G-IA5 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA5 supported

	

	5GS integrity algorithm 5G-IA6supported (octet 4, bit 2)

	0
	
	
	
	5GS integrity algorithm 5G-IA6 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA6 supported

	

	5GS integrity algorithm 5G-IA7 supported (octet 4, bit 1)

	0
	
	
	
	5GS integrity algorithm 5G-IA7 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA7 supported

	

	EPS encryption algorithms supported (octet 5)

	

	EPS encryption algorithm EEA0 supported (octet 5, bit 8)

	0
	
	
	
	EPS encryption algorithm EEA0 not supported

	1
	
	
	
	EPS encryption algorithm EEA0 supported

	

	EPS encryption algorithm 128-EEA1 supported (octet 5, bit 7)

	0
	
	
	
	EPS encryption algorithm 128-EEA1 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA1 supported

	

	EPS encryption algorithm 128-EEA2 supported (octet 5, bit 6)

	0
	
	
	
	EPS encryption algorithm 128-EEA2 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA2 supported

	

	EPS encryption algorithm 128-EEA3 supported (octet 5, bit 5)

	0
	
	
	
	EPS encryption algorithm 128-EEA3 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA3 supported

	

	EPS encryption algorithm EEA4 supported (octet 5, bit 4)

	0
	
	
	
	EPS encryption algorithm EEA4 not supported

	1
	
	
	
	EPS encryption algorithm EEA4 supported

	

	EPS encryption algorithm EEA5 supported (octet 5, bit 3)

	0
	
	
	
	EPS encryption algorithm EEA5 not supported

	1
	
	
	
	EPS encryption algorithm EEA5 supported

	

	EPS encryption algorithm EEA6 supported (octet 5, bit 2)

	0
	
	
	
	EPS encryption algorithm EEA6 not supported

	1
	
	
	
	EPS encryption algorithm EEA6 supported

	

	EPS encryption algorithm EEA7 supported (octet 5, bit 1)

	0
	
	
	
	EPS encryption algorithm EEA7 not supported

	1
	
	
	
	EPS encryption algorithm EEA7 supported

	

	EPS integrity algorithms supported (octet 6)

	

	EPS integrity algorithm EIA0 supported (octet 6, bit 8)

	0
	
	
	
	EPS integrity algorithm EIA0 not supported

	1
	
	
	
	EPS integrity algorithm EIA0 supported

	

	EPS integrity algorithm 128-EIA1 supported (octet 6, bit 7)

	0
	
	
	
	EPS integrity algorithm 128-EIA1 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA1 supported

	

	EPS integrity algorithm 128-EIA2 supported (octet 6, bit 6)

	0
	
	
	
	EPS integrity algorithm 128-EIA2 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA2 supported

	

	EPS integrity algorithm 128-EIA3 supported (octet 6, bit 5)

	0
	
	
	
	EPS integrity algorithm 128-EIA3 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA3 supported

	

	EPS integrity algorithm EIA4 supported (octet 6, bit 4)

	0
	
	
	
	EPS integrity algorithm EIA4 not supported

	1
	
	
	
	EPS integrity algorithm EIA4 supported

	

	EPS integrity algorithm EIA5 supported (octet 6, bit 3)

	0
	
	
	
	EPS integrity algorithm EIA5 not supported

	1
	
	
	
	EPS integrity algorithm EIA5 supported

	

	EPS integrity algorithm EIA6 supported (octet 6, bit 2)

	0
	
	
	
	EPS integrity algorithm EIA6 not supported

	1
	
	
	
	EPS integrity algorithm EIA6 supported

	

	EPS integrity algorithm EIA7 supported (octet 6, bit 1)

	0
	
	
	
	EPS integrity algorithm EIA7 not supported

	1
	
	
	
	EPS integrity algorithm EIA7 supported

	

	



[bookmark: _Toc493844659]8.7.y6	HashAMF
The purpose of the HashAMF information element is to transfer a 64-bit hash value to the UE so the UE can check the AMF calculated value against the value locally calculated by the UE to determine whether the REGISTRATION REQUEST message sent by the UE has been modified.
The HashAMF information element is coded as shown in figure 8.7.y6.1 and table 8.7.y6.1.
The HashAMF is a type 3 information element with a length of 9 octets.
	8
	7
	6
	5
	4
	3
	2
	1
	

	HashAMF IEI
	octet 1

	
HashAMF value

	octet 2

octet 9



Figure 8.7.y6.1: HashAMF information element
Table 8.7.y6.1: HashAMF information element
	HashAMF value (octet 2 to 9)

	

	This field contains the binary representation of the HashAMF. Bit 8 of octet 2 represents the most significant bit of the HashAMF and bit 1 of octet 9 the least significant bit.

	



[bookmark: _Toc493844660]8.7.y7	NAS message container
The purpose of the NAS message container IE is to encapsulate a NAS message without NAS security header.
The NAS message container information element is coded as shown in figure 8.7.y7.1 and table 8.7.y7.1.
The NAS message container is a type 6 information element.

	8
	7
	6
	5
	4
	3
	2
	1
	

	NAS message container IEI
	octet 1

	Length of NAS message container contents
	octet 2

	
	octet 3

	
	octet 4

	NAS message container contents
	

	
	octet n



Figure 8.7.y7.1: NAS message container information element
Table 8.7.y7.1: NAS message container information element
	NAS message container contents (octet 4 to octet n); Max value of 65535 octets

	

	This IE can contain a REGISTRATION REQUEST message as defined in subclause 8.6.5, or a SERVICE REQUEST message as defined in subclause 8.6.19.

	




* * * Next Change * * * *
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Timers of 5GS mobility management are shown in table 8.9.1 and table 8.9.2
Table 8.9.1: Timers of 5GS mobility management – UE side
	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	Ta
	TBD
	TBD
	Transmission of REGISTRATION REQUEST message.
	REGISTRATION ACCEPT message received or REGISTRATION REJECT message received.
	Retransmission of REGISTRATION REQUEST message.

	Tb
	TBD
	TBD
	At registration failure and the attempt counter is equal to 5.
	REGISTRATION REQUEST sent

	Initiation of the registration procedure, if still required

	Tc
	TBD
	TBD
	
	REGISTRATION REQUEST sent

	Retransmission of the REGISTRATION REQUEST, if still required

	Te
	TBD
	TBD
	In 5MM-REGISTERED, when 5MM-CONNECTED mode is left.
	When entering state 5MM-DEREGISTERED or when entering 5MM-CONNECTED mode.
	Initiation of the periodic registration procedure

	Tx
	TBD
	TBD
	SERVICE REQUEST message sent
	SERVICE ACCEPT message received, or
SERVICE REJECT message received
	Abort the procedure

	Txa
	TBD
	TBD
	Transmission of DEREGISTRATION REQUEST message when de-registration procedure is not due to a "switch off".
	DEREGISTRATION ACCEPT message received.
	Retransmission of DEREGISTRATION REQUEST message.


Table 8.9.2: Timers of 5GS mobility management – AMF side
	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	Td
	TBD
	TBD
	REGISTRATION ACCEPT message sent at initial registration.
REGISTRATION ACCEPT message sent with 5G-GUTI at mobility or periodic registration.

	REGISTRATION COMPLETE received
	Retransmission of REGISTRATION ACCEPT message.

	Tf
	TBD
	TBD
	IDENTITY REQUEST sent
	IDENTITY RESPONSE received
	Retransmission of IDENTITY REQUEST

	Ty
	TBD
	TBD
	Paging procedure initiated
	Paging procedure completed as specified in subclause 8.5.3.2.2.1
	Network dependent

	Tya
	TBD
	TBD
	Transmission of DEREGISTRATION REQUEST message.
	DEREGISTRATION ACCEPT received.
	Retransmission of DEREGISTRATION REQUEST message.

	Tyb
	TBD
	TBD
	CONFIGURATION UPDATE COMMAND message sent with Acknowledgement requested flag IE
	CONFIGURATION UPDATE COMPLETE message received
	Retransmission of CONFIGURATION UPDATE COMMAND message

	Tyc
	TBD
	TBD
	NOTIFICATION message sent 
	SERVICE REQUEST message received
	Trigger or service request procedure

	Tyx
	TBD
	TBD
	AUTHENTICATION REQUEST sent

SECURITY MODE COMMAND sent
	AUTHENTICATION RESPONSE received
AUTHENTICATION FAILURE received
SECURITY MODE COMPLETE received
SECURITY MODE REJECT received
	Retransmission of the same message type, i.e. AUTHENTICATION REQUEST
or SECURITY MODE COMMAND

	Implicit de-registration timer
	NOTE 1 
	All except 5GMM-DEREGISTERED
	Entering 5GMM-IDLE mode
	N1 NAS signalling connection established
	Network dependent, but typically paging is halted on 1st expiry if the UE is not registered for emergency bearer services.

Implicitly detach the UE which is registered for emergency bearer services.

Start implicit detach timer

	Implicit detach timer
	NOTE 2
	All except 5GMM-DEREGISTERED
	The implicit de-registration timer expires while the network is in 5GMM-IDLE mode 
	N1 NAS signalling connection established
	Implicitly detach the UE on 1st expiry

	NOTE 1:	The default value of this timer is 4 minutes greater than Te. If the UE is attached for emergency bearer services, the value of this timer is set equal to Te.
NOTE 2:	The value of this timer is network dependent. . If MICO is activated, the default value of this timer is 4 minutes greater than Te.
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* * * End of changes * * * *
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