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1. Introduction
The latest version of the TR 24.890 includes an empty section on security for 5GS (see sub-clause 12.3).
2. Reason for Change
Stage 2 on security (see TS 33.501), has been progressed to the level of describing the NAS security principles. Those principles can be summarized as follows:
-	Primary authentication and key agreement procedure used to agree on  NAS security keys and user-plane keys, sauthentication and authorization of PDU session establishment to an external DN;
-	NAS security mode command; and
-	5G NAS security context.
It is therefore propose to provide a description of the NAS security principles in the sub-clause 12.3.
3. Proposal
It is proposed to agree the following changes to 3GPP TR 24.890.


* * * First Change * * * *
[bookmark: _Toc476900358][bookmark: _Toc479765881][bookmark: _Toc484956622][bookmark: _Toc485044063][bookmark: _Toc485217709][bookmark: _Toc485219878][bookmark: _Toc485220232][bookmark: _Toc492387449][bookmark: _Toc492388041][bookmark: _Toc492393926][bookmark: _Toc492394515][bookmark: _Toc492455347][bookmark: _Toc492455937][bookmark: _Toc492465757][bookmark: _Toc492466347][bookmark: _Toc498334189][bookmark: _Toc498334821][bookmark: _Toc217388562]3.1	Definitions
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4][bookmark: OLE_LINK5]For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
[bookmark: _Toc476900359]5GMM-IDLE mode: In this specification, if the term is used standalone, a UE in 5GMM-IDLE mode means the UE can be either in 5GMM-IDLE mode over 3GPP access or in 5GMM-IDLE mode over non-3GPP access.
5GMM-CONNECTED mode: In this specification, if the term is used standalone, a UE in 5GMM-CONNECTED mode means the UE can be either in 5GMM-CONNECTED mode over 3GPP access or in 5GMM-CONNECTED mode over non-3GPP access.
5GMM-IDLE mode over 3GPP access: A UE is in 5GMM-IDLE mode over 3GPP access when the UE is in 5GMM-REGISTERED state over 3GPP access and no N1 NAS signalling connection between the UE and network over 3GPP access exists. The term 5GMM-IDLE mode used in the present document corresponds to the term CM-IDLE state used in 3GPP TS 23.501 [9].
5GMM-CONNECTED mode over 3GPP access: A UE is in 5GMM-CONNECTED mode over 3GPP access when a N1 NAS signalling connection between the UE and network over 3GPP access exists. The term 5GMM-CONNECTED mode used in the present document corresponds to the term CM-CONNECTED state used in 3GPP TS 23.501 [9].
5GMM-IDLE mode over non-3GPP access: A UE is in 5GMM-IDLE mode over non-3GPP access when the UE is in 5GMM-REGISTERED state over non-3GPP access and no N1 NAS signalling connection between the UE and network over non-3GPP access exists. The term 5GMM-IDLE mode over non-3GPP access used in the present document corresponds to the term CM-IDLE state for non-3GPP access used in 3GPP TS 23.501 [9].
5GMM-CONNECTED mode over non-3GPP access: A UE is in 5GMM-CONNECTED mode over non-3GPP access when it has N1 NAS signalling connection between the UE and network over non-3GPP access exists. The term 5GMM-CONNECTED mode over non-3GPP access used in the present document corresponds to the term CM-CONNECTED state for non-3GPP access used in 3GPP TS 23.501 [9].
Last visited registered TAI: A TAI which is contained in the registration area that the UE registered to the network and which identifies the tracking area last visited by the UE.
N1 mode: A mode of a UE allowing access to the 5G core network via the 5G access network.
N1 NAS signalling connection: A peer to peer N1 mode connection between UE and AMF. An N1 NAS signalling connection is either the concatenation of an RRC connection via the Uu reference point and an NG connection via the N2 reference point for 3GPP access, or the concatenation of an IPsec tunnel via the NWu reference point and an NG connection via the N2 reference point for non-3GPP access.
PDU session for LADN: A PDU session with a DNN associated with a LADN.
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.501 [9] apply:
5G access network
5G core network
5G QoS flow
5G QoS indicator
5G-GUTI
5G System
5G-S-TMSI
Allowed area
NG-RAN
Allowed NSSAI
Configured NSSAI
Local area data network
Network slice
Non-allowed area
PDU session
PDU session type
PEI
Requested NSSAI
[bookmark: _Toc479765882]SUPI
For the purposes of the present document, the following terms and definitions given in 3GPP TS 38.413 [23] apply:
NG connection
For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.501 [19] apply:
5G security context
5G NAS security context
Current 5G security context
Full native 5G security context
Native 5G security context
* * * Next Change * * * *
12.3	Security
This sub-clause will describe the CT1 relevant security aspects to support 5GS.
12.3.1	General
Security for the NAS signalling for 5GS Phase 1 is terminated in the UE and in the AMF. The security protection for the NAS signalling includes ciphering and integrity protection as specified in 3GPP TS 33.501 [19].
Security for the user-plane, as well as for AS signalling, is terminated in the UE and in the NG-RAN.
The keys for NAS signalling security and user-plane security are agreed between the AMF and the UE by means of a primary authentication and key agreement procedure as described in subclause 8.5.1.1.
Authentication and authorization of PDU session establishment to an external DN are performed between the SMF and the UE as described in subclause 9.5.3. The SMF relies on an external DN-AAA server to authenticate and authorize the UE's request for the establishment of a PDU sessions.
[bookmark: _Toc217388563]12.3.2	NAS security mode command
In order to provide NAS signalling security for 5GS there is an NAS security function in both the UE and the AMF which performs integrity/replay protection as well as enciphering/deciphering of NAS signalling messages. This NAS security function is achieved by means of the NAS security mode control procedure as described in subclause 8.5.1.x.
12.3.3	5G NAS security context
The security parameters for authentication, integrity protection and ciphering are tied together in a 5G NAS security context and identified by a key set identifier (ngKSI). The relationship between the security parameters is defined in 3GPP TS 33.501 [19].
Before security can be activated, the AMF and the UE need to establish a 5G NAS security context. Usually, the 5G NAS security context is created as the result of a primary authentication and key agreement procedure between the AMF and the UE. Alternatively, during inter-system handover from S1 mode to N1 mode, the AMF and the UE derive a mapped 5G security context from an EPS security context that has been established while the UE was in S1 mode.
The 5G NAS security context is taken into use by the UE and the AMF, when the AMF initiates a NAS security mode control procedure or during the inter-system handover procedure from S1 mode to N1 mode. The 5G NAS security context which has been taken into use by the network most recently is called current 5G NAS security context. This current 5G security context can be of type native or mapped, i.e. originating from a native 5G NAS security context or mapped 5G NAS security context.
The key set identifier ngKSI is assigned by the AMF either during the primary authentication and key agreement procedure procedure or, for the mapped 5G NAS security context, during the inter-system handover procedure. The ngKSI consists of a value and a type of security context parameter indicating whether a 5G NAS security context is a native 5G NAS security context or a mapped 5G NAS security context. When the 5G NAS security context is a native 5G NAS security context, the ngKSI has the value of KSIAMF, and when the current 5G NAS security context is of type mapped, the ngKSI has the value of KSIASME.
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