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2. Reason for Change
In Oct 2017 CT1 meeting, CT1 approved C1-174589 stating:
------------
Sending of this list from the HPLMN to the UE is not often. It typically happens at switch on or recovery from lack of coverage in the VPLMN. ... If this list is updated by the HPLMN after it was sent to the UE, the HPLMN can send the updated list to the UE at any time (as long as the UE is 5GMM-REGISTERED state) ...
------------
and
------------
Furthermore, it is unclear how the UE detects if the VPLMN just ignore the information received from the HPLMN and does not send any steering information to the UE.
------------
Observation 1: The list of preferred PLMN/access technology combinations can be provided to the UE at any time. Providing is initiated by the HPLMN.
Given that:
-	the HPLMN initiates providing of the list of preferred PLMN/access technology combinations to the UE; and
-	the HPLMN can initiate provide the list at any time;
the UE cannot reliably detect that the list provided by the HPLMN was ignored by the VPLMN.
Observation 2: Since providing of the list can be initiated by the HPLMN at any time, the UE cannot reliably detect that the list was ignored by the VPLMN.
As the HPLMN initiates providing of the list to the UE, if the UE acknowledges reception and successful integrity verification of the list, the HPLMN can detect whether the list was successful and without modification delivered to the UE.
Observation 3: If the UE acknowledges reception and successful integrity verification of the list, the HPLMN can detect whether the list was successful and without modification delivered to the UE.
If:
-	the HPLMN and the VPLMN agreed that the VPLMN would support providing of the list of preferred PLMN/access technology combinations to the UEs of the HPLMN;
-	a UE of the HPLMN roaming in the VPLMN consistently does not acknowledge reception and successful integrity verification of the list sent by the HPLMN; and
-	the same UE when at home consistently acknowledges reception and successful integrity verification of the list sent by the HPLMN;
then the HPLMN can identify this as a breach of agreement with the VPLMN and can resolve the issue in business discussions with the VPLMN.
On the other hand, if the HPLMN and the VPLMN did not agree that the VPLMN would support providing of the list of preferred PLMN/access technology combinations to the UEs of the HPLMN, the HPLMN might still be OK with the UE using such VPLMN even if the VPLMN ignores the list of preferred PLMN/access technology combinations provided by the HPLMN.
Observation 4: The HPLMN is in better position than the UE to act upon information that the list was ignored by the VPLMN.
Proposal: Specify that the UE acknowledges reception and successful integrity verification of the list, if requested by the HPLMN
3. Conclusions
Observation 1: The list of preferred PLMN/access technology combinations can be provided to the UE at any time. Providing is initiated by the HPLMN.
Observation 2: Since providing of the list can be initiated by the HPLMN at any time, the UE cannot reliably detect that the list was ignored by the VPLMN.
Observation 3: If the UE acknowledges reception and successful integrity verification of the list, the HPLMN can detect whether the list was successful and without modification delivered to the UE.
Observation 4: The HPLMN is in better position than the UE to act upon information that the list was ignored by the VPLMN.
Proposal: Specify that the UE acknowledges reception and successful integrity verification of the list, if requested by the HPLMN
4. Proposal
It is proposed to agree the following changes to 3GPP TR 24.890.
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5.2.4.1	General
The purpose of the procedure for steering of UE in VPLMN is to allow the HPLMN to update the list of preferred PLMN/access technology combinations at the UE via NAS signalling. The HPLMN updates the list of preferred PLMN/access technology combinations e.g. depending on the PLMN where the UE is registered or when required by HPLMN operator policies.
The VPLMN shall not be able to modify the list of preferred PLMN/access technology combinations sent by the HPLMN. The UE shall be able to verify the integrity of the received list of preferred PLMN/access technology combinations.
Editor's note:	SA3 needs to confirm whether it is feasible to ensure the VPLMN cannot alter the contents of the list of preferred PLMN/access technology combinations sent to the UE by the VPLMN.
Editor's note:	End-to-end security between HPLMN and roaming UEs will be defined following SA3 recommendations.
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[bookmark: _Toc498334203]5.2.4.2	Initiation of the procedure for steering of UE in VPLMN
[bookmark: _Hlk495407930]Editor's note:	The NAS message used to send the list of preferred PLMN/access technology combinations to the UE is FFS.
Editor's note:	Additional information included in the NAS message to enable the UE to verify the integrity of the received list of preferred PLMN/access technology combinations needs to be specified in SA3.
[bookmark: _Hlk496664567]Editor's note:	How the UE can detect whether the VPLMN has ignored the updated list of preferred PLMN/access technology combinations received from the HPLMN and has not passed it onto the UE is FFS.
Editor's note:	Whether a solution needs to be specified for the case when the length of the encoded updated list of preferred PLMN/access technology combinations is greater than 65,535 octets is FFS.
[bookmark: _Toc498334204]5.2.4.3	Procedure for steering of UE in VPLMN accepted by the UE
Upon receiving an updated list of preferred PLMN/access technology combinations, the UE shall verify the integrity of the received list of preferred PLMN/access technology combinations. If the integrity check passes, the UE shall:
-	replace the highest priority entries in the "Operator Controlled PLMN Selector with Access Technology" list stored in the ME with the received list of preferred PLMN/access technology combinations;
-	delete the PLMNs identified by the received list of preferred PLMN/access technology combinations from the Forbidden PLMN list, if they are present in this list. This includes any information stored in the USIM and the ME internal memory; 
-	take the new information into account in subsequent attempts to access a higher priority PLMN; and
-	attempt to obtain service on a higher priority PLMN as specified in 3GPP TS 23.122 [7] by acting as if timer T that controls periodic attempts (see 3GPP TS 23.122 [7]) has expired.
[bookmark: _Toc498334205]5.2.4.4	Procedure for steering of UE in VPLMN not accepted by the UE
Editor's note:	The UE behavior when the integrity check of the updated list of preferred PLMN/access technology combinations fails at the UE is FFS.
5.2.4.x	Alternative X
5.2.4.x.1	General
The purpose of the procedure for steering of UE in VPLMN is to allow the HPLMN to update the list of preferred PLMN/access technology combinations at the UE via NAS signalling. The HPLMN updates the list of preferred PLMN/access technology combinations e.g. depending on the PLMN where the UE is registered or when required by HPLMN operator policies. The HPLMN may request the UE to acknowledge successful integrity verification of the received list of preferred PLMN/access technology combinations.
The VPLMN shall not be able to modify the list of preferred PLMN/access technology combinations sent by the HPLMN.
The ME of the UE shall be able to verify the integrity of the received list of preferred PLMN/access technology combinations. If the HPLMN requests the UE to acknowledge successful integrity verification of the received list of preferred PLMN/access technology combinations, the ME of the UE shall send a steering acknowledgement to the HPLMN.
The HPLMN shall be able to verify the integrity of the received steering acknowledgement from the UE.
Editor's note:	SA3 needs to confirm whether it is feasible to ensure the VPLMN cannot alter the contents of the list of preferred PLMN/access technology combinations sent to the UE by the VPLMN and the steering acknowledgement sent to the HPLMN by the UE via the VPLMN.
Editor's note:	End-to-end security between HPLMN and roaming UEs will be defined following SA3 recommendations.
Editor's note:	Whether the UE needs to maintain a per PLMN counter to track the number of times the integrity check of the received information has failed is FFS.
5.2.4.x.2	Initiation of the procedure for steering of UE in VPLMN
In order to provide the list of preferred PLMN/access technology combinations to the UE, the AMF shall perform the generic UE configuration update procedure as specified in subclause 8.5.1.2. The AMF shall include the list of preferred PLMN/access technology combinations in the CONFIGURATION UPDATE COMMAND message. The AMF shall require a confirmation response in order to ensure that the list of preferred PLMN/access technology combinations has been updated by the UE.
Editor's note:	Additional information included in the NAS message to enable the UE to verify the integrity of the received list of preferred PLMN/access technology combinations needs to be specified in SA3.
5.2.4.x.3	Procedure for steering of UE in VPLMN accepted by the UE
Upon receiving a CONFIGURATION UPDATE COMMAND message with an updated list of preferred PLMN/access technology combinations, the ME of the UE shall verify the integrity of the received list of preferred PLMN/access technology combinations. 
If the integrity check of the received list of preferred PLMN/access technology combinations passes, the UE shall:
-	if the HPLMN requests the UE to acknowledge successful integrity verification of the received list of preferred PLMN/access technology combinations, the UE shall send a steering acknowledgement to the AMF;
-	replace the highest priority entries in the "Operator Controlled PLMN Selector with Access Technology" list stored in the ME with the received list of preferred PLMN/access technology combinations;
-	delete the PLMNs identified by the received list of preferred PLMN/access technology combinations from the Forbidden PLMN list, if they are present in this list. This includes any information stored in the USIM and the ME internal memory; 
-	take the new information into account in subsequent attempts to access a higher priority PLMN; and
-	attempt to obtain service on a higher priority PLMN as specified in 3GPP TS 23.122 [7] by acting as if timer T that controls periodic attempts (see 3GPP TS 23.122 [7]) has expired.
5.2.4.x.4	Procedure for steering of UE in VPLMN not accepted by the UE
If the integrity check of the received list of preferred PLMN/access technology combinations fails, the UE shall discard the received list of preferred PLMN/access technology combinations and attempt to obtain service on a higher priority PLMN as specified in 3GPP TS 23.122 [7] by acting as if timer T that controls periodic attempts (see 3GPP TS 23.122 [7]) has expired, with an exception that the current PLMN is considered as lowest priority PLMN.
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