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4.9.2
Warning texts

The text string included in a Warning header field consists of an explanatory text preceded by a 3-digit text code, according to the following format in Table 4.4.2-1.
Table 4.9.2-1 ABNF for the Warning text

warn-text      =/  DQUOTE mcdata-warn-code SP mcdata-warn-text DQUOTE

mcdata-warn-code = DIGIT DIGIT DIGIT 

mcdata-warn-text = *( qdtext | quoted-pair )

Table 4.4.2-2 defines the warning texts that are defined for the Warning header field when a Warning header field is included in a response to a SIP INVITE request as specified in subclause 4.4.1.

Table 4.9.2-2: Warning texts defined for the Warning header field

	Code
	Explanatory text
	Description

	101
	service authorisation failed
	The service authorisation of the MCData ID against the IMPU failed at the MCData server.

	102
	too many simultaneous affiliations
	The MCData user already has N2 maximum number of simultaneous affiliations.

	104
	isfocus not assigned
	A controlling MCData function has not been assigned to the MCData session.

	113
	group document does not exist
	The group document requested from the group management server does not exist.

	114
	unable to retrieve group document
	The group document exists on the group management server but the MCData server was unable to retrieve it.

	115
	group is disabled
	The group has the <disabled> element set to "true" in the group management server.

	116
	user is not part of the MCData group
	The group exists on the group management server but the requesting user is not part of this group.

	120
	user is not affiliated to this group
	The MCData user is not affiliated to the group.

	136 
	authentication of the MIKEY-SAKKE I_MESSAGE failed
	Security context establishment failed.

	139
	integrity protection check failed
	The integrity protection of an XML MIME body failed.

	140
	unable to decrypt XML content
	The XML content cannot be decrypted.

	141
	user unknown to the participating function
	The participating function is unable to associate the public user identity with an MCData ID.

	142
	unable to determine the controlling function
	The participating function is unable to determine the controlling function for the group call or private call.

	145
	unable to determine called party
	The participating function was unable to determine the called party from the information received in the SIP request.

	198
	no users are affiliated to this group
	No users in the group are affiliated.

	199
	expected MIME bodies not in the request"
	The expected MIME bodies were not received in the SIP request.

	200
	user not authorised to transmit data
	The MCData user is not authorised to transmit data.

	201
	user not authorised to transmit data on this group identity
	The MCData user is not authorised to transmit data on the group identity included in the request.

	202
	user not authorised for one-to-one MCData communications due to exceeding the maximum amount of data that can be sent in a single request
	The MCData user is not authorised for one-to-one MCData communications due to exceeding the maximum amount of data that can be sent in a single request

	203
	message too large to send over signalling control plane
	The MCData client sent data that is greater than the size that can be handled by the signalling control plane.

	204
	unable to determine targeted user for one-to-one SDS
	The MCData server is unable to determine the targeted user for one-to-one SDS.

	205
	unable to determine targeted user for one-to-one FD
	The MCData server is unable to determine the targeted user for one-to-one FD.

	206
	short data service not allowed for this group
	SDS is not allowed on the group indicated in the SDS request.

	207
	SDS services not supported for this group
	SDS services not supported for this group

	208
	user not authorised for MCData communications on this group identity due to exceeding the maximum amount of data that can be sent in a single request
	The MCData user is not authorised for group MCData communications due to exceeding the maximum amount of data that can be sent in a single request.

	209
	one FD SIGNALLING PAYLOAD message only must be present in FD request
	Only one FD SIGNALLING PAYLOAD message must be present in FD request

	210
	Only one File URL must be present in the FD request
	Only one File URL must be present in the FD request.

	211
	payload for an FD request is not FILEURL
	The payload in the FD request did not contain a FILEURL

	212
	file referenced by file URL does not exist
	The MCData server was unable to locate the file referenced by the file URL.

	213
	file distribution not allowed for this group
	FD is not allowed on the group indicated in the FD request.

	214
	FD services not supported for this group
	FD services not supported for this group

	215
	request to transmit is queued by the server
	The MCData request was queued by the server for later transmission.

	216
	unable to correlate the disposition notification
	The MCData server was unable to correlate the disposition notification to a MCData message.

	217
	user not authorised for SDS communications on this group identity due to message size
	The size of the message exceeded the maximum data allowed for SDS communications on this group identity

	218
	user not authorised for one-to-one SDS communications due to message size
	The size of the message exceeded the maximum data allowed for one-to-one SDS communications.

	219
	user not authorised for FD communications on this group identity due to file size
	The size of the file exceeded the maximum data allowed for FD communications on this group identity

	220
	user not authorised for FD communications due to file size
	The size of the file exceeded the maximum data allowed for one-to-one FD communications.

	221
	user not authorised to initiate one-to-one SDS session
	The MCData user is not authorised to initiate a one-to-one SDS session.

	222
	user not authorised to initiate group SDS session on this group identity
	The MCData user is not authorised to initiate a SDS session on the group identity included in the request.


***** Next change *****
6.2.2.1
Generating an SDS Message 

In order to generate an SDS message, the MCData client:

1)
shall generate an SDS SIGNALLING PAYLOAD message as specified in subclause 15.1.2;

2)
shall generate a DATA PAYLOAD message as specified in subclause 15.1.4;

3)
shall include in the SIP request, the SDS SIGNALLING PAYLOAD message in an application/vnd.3gpp.mcdata-signalling MIME body as specified in subclause E.1; and

4)
shall include in the SIP request, the DATA PAYLOAD message in an application/vnd.3gpp.mcdata-payload MIME body as specified in subclause E.2.

When generating an SDS SIGNALLING PAYLOAD message as specified in subclause 15.1.2, the MCData client:

1)
shall set the Date and time IE to the current time as specified in subclause 15.2.8;

2)
if the SDS message starts a new conversation, shall set the Conversation ID IE to a newly generated Conversation ID value as specified in subclause 15.2.9;

3)
if the SDS message continues an existing unfinished conversation, shall set the Conversation ID IE to the Conversation ID value of the existing conversation as specified in subclause 15.2.9;

4)
shall set the Message ID IE to a newly generated Message ID value as specified in subclause 15.2.10;

5)
if the SDS message is in reply to a previously received SDS message, shall include the InReplyTo message ID IE with the Message ID value in the previously received SDS message;

6)
if the SDS message is for user consumption, shall not include an Application ID IE as specified in subclause 15.2.7;

7)
if the SDS message is intended for an application on the terminating MCData client, shall include an Application ID IE with a Application ID value representing the intended application as specified in subclause 15.2.7;

NOTE:
The value chosen for the Application ID value is decided by the mission critical organisation.

8)
if only a delivery disposition notification is required shall include a SDS disposition request type IE set to "DELIVERY" as specified in subclause 15.2.3;

9)
if only a read disposition notification is required shall include a SDS disposition request type IE set to "READ" as specified in subclause 15.2.3; and

10)
if both a delivery and read disposition notification is required shall include a SDS disposition request type IE set to "DELIVERY AND READ" as specified in subclause 15.2.3.
When generating an DATA PAYLOAD message for SDS as specified in subclause 15.1.4, the MCData client:

1)
shall set the Number of payloads IE to the number of Payload IEs that needs to be encoded, as specified in subclause 15.2.12; and
2)
if end-to-end security is required for a one-to-one communication, shall include the Security parameters and Payload IE with security parameters as described in 3GPP TS 33.180 [26]. Otherwise, if end-to-end security is not required for a one-to-one communication, shall include the Payload IE as specified in subclause 15.1.4;
3)
for each Payload IE included:

a)
if the payload is text, shall set the Payload content type as "TEXT" as specified in subclause 15.2.13;

b)
if the payload is binary data, shall set the Payload content type as "BINARY" as specified in subclause 15.2.13;

c)
if the payload is hyperlinks, shall set the Payload content type as "HYPERLINKS" as specified in subclause 15.2.13;

d)
if the payload is location, shall set the Payload content type as "LOCATION" as specified in subclause 15.2.13; and

e)
shall include the data to be sent in the Payload data.

***** Next change *****
6.6.1
General

Signalling plane provides confidentiality and integrity protection for the MCData Data signalling and MCData Data messages sent over the signalling plane. Signalling plane security also provides the authentication of MCData Data messages. 
The signalling plane security is based on 3GPP MCData security solution including key management and end-to-end protection as defined in 3GPP TS 33.180 [26].

Various keys and associated key identifiers protect the MCData Data signalling and MCData Data messages carried on the signalling plane.

The MCData Data signalling messages may be:

1.
SDS SIGNALLING PAYLOAD;

2.
FD SIGNALLING PAYLOAD;

3.
SDS NOTIFICATION;

4.
FD NOTIFICATION;

5.
FD NETWORK NOTIFICATION;

6.
COMMUNICATION RELEASE;

7.
SDS OFF-NETWORK MESSAGE; or

8.
SDS OFF-NETWORK NOTIFICATION.

The MCData Data messages may be:

1.
DATA PAYLOAD.

In an on-network MCData communication for an MCData group, if protection of MCData Data messages is negotiated, the GMK and the GMK-ID of the MCData group protect the MCData Data messages sent and received by MCData clients:

In an on-network one-to-one MCData communications, if protection of MCData Data messages is negotiated, the PCK and the PCK-ID protect the MCData Data messages sent and received by MCData clients;

If protection of MCData Data signalling messages sent using unicast between the MCData client and the participating MCData function serving the the MCData client is negotiated, the CSK and the CSK-ID protect the MCData Data signalling messages sent and received using unicast by the MCData client and by a participating MCData function;

If protection of MCData Data signalling messages between the participating MCData function and the controlling MCData function is configured, the SPK and the SPK-ID protect the MCData Data signalling messages sent and received between the participating MCData function and the controlling MCData function;

The GMK and the GMK-ID are distributed to the MCData clients using the group document subscription and notification procedure specified in 3GPP TS 24.481 [11].

The PCK and the PCK-ID are generated by the MCData client initiating the standalone SDS using signalling control plane or standalone one-to-one SDS using media plane or one-to-one SDS session or one-to-one FD using media plane and provided to the MCData client receiving the SIP signalling.

The CSK and the CSK-ID are generated by the MCData client and provided to the participating MCData function serving the MCData client using SIP signalling.

The SPK and the SPK-ID are configured in the participating MCData function and the controlling MCData function.
The key material for creating and verifying the authentication signature (SSK, PVT and KPAK) is provisioned to the MCData clients by the KMS as specified in 3GPP TS 33.180 [26].
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6.6.3.1
General

The MCData Data messages may be encrypted and integrity protected. When encryption is applied the media shall be encrypted as specified in subclause 8.5.4 in 3GPP TS 33.180 [26]. 
The MCData Data signalling messages may be protected by encryption. When encryption is applied the MCData Data signalling shall be encrypted as specified in subclause 8.5.4 in 3GPP TS 33.180 [26].
The MCData Data messages and the protected MCData Data messages may also be end-to-end authenticated as specified in subclause 8.5.5 in 3GPP TS 33.180 [15]. 
6.6.3.2
The MCData client

A MCData client transmitting MCData Data messages shall protect the MCData Data messages using the related DPPK and DPPK-ID according to the negotiatd protection method. For one-to-one communications PCK and PCK-ID shall be used as DPPK and DPPK-ID. For group communications GMK and GMK-ID shall be used as DPPK and DPPK-ID.

A MCData client transmitting MCData Data messages shall use the key material provisioned by the KMS when generating the authentication signature.

 A MCData client which receives protected MCData Data messages shall decrypt and authenticate the protected MCData Data messages using the related DPPK and DPPK-ID according to the negotiated protection method.

A MCData client which receives signed MCData Data messages shall verify the signature using the signature, the identity of the originating MCData client and the KPAK provisioned by the KMS.

 A MCData client transmitting MCData Data signalling messages shall encrypt the MCData Data signalling messages using CPK and CPK-ID if MCData Data signalling messages protection is negotiated.

A MCData client which receives encrypted MCData Data signalling messages shall decrypt the media control using CPK and CPK-ID.

***** Next change *****
9.2.1.2
Handling of received SDS messages with or without disposition requests

When a MCData client has received a SIP request containing:

-
an application/vnd.3gpp.mcdata-signalling MIME body as specified in subclause E.1; and

-
an application/vnd.3gpp.mcdata-payload MIME body as specified in subclause E.2;

the MCData Client:

1)
shall decode the contents of the application/vnd.3gpp.mcdata-signalling MIME body;

2)
shall decode the contents of the application/vnd.3gpp.mcdata-payload MIME body;

3)
if the SDS SIGNALLING PAYLOAD message contains a new Conversation ID, shall instantiate a new conversation with the Message ID in the SDS SIGNALLING PAYLOAD identifying the first message in the conversation thread;

4)
if the SDS SIGNALLING PAYLOAD message contains an existing Conversation ID and:

a)
if the SDS SIGNALLING PAYLOAD message does not contain an InReplyTo message ID, shall use the Message ID in the SDS SIGNALLING PAYLOAD to identify a new message in the existing conversation thread; and

b)
if the SDS SIGNALLING PAYLOAD message contains an InReplyTo message ID, shall associate the message to an existing message in the conversation thread as identified by the InReplyTo message ID in the SDS SIGNALLING PAYLOAD, and use the Message ID in the SDS SIGNALLING PAYLOAD to identify the new message;

5)
shall identify the number of Payload IEs in the DATA PAYLOAD message from the Number of payloads IE in the DATA PAYLOAD message;

6)
if the SDS SIGNALLING PAYLOAD message does not contain an Application ID IE:

a)
shall determine that the payload contained in the DATA PAYLOAD message is for user consumption 

b)
may notify the MCData user; and

c)
shall render the contents of the Payload IE(s) to the MCData user;

7)
if the SDS SIGNALLING PAYLOAD message contains an Application ID IE:

a)
shall determine that the payload contained in the DATA PAYLOAD message is not for user consumption,

b)
shall not notify the MCData user;

c)
if the Application ID value is unknown, shall discard the SDS message; and

d)
if the Application ID value is known, shall deliver the contents of the Payload IE(s) to the identified application;

NOTE 1:
If required, the MCData client decrypts the Payload IEs before rendering the SDS message to the user or delivering the SDS message to the application.

NOTE 2:
The actions taken when the payload contains application data not meant for user consumption or command instructions are based upon the contents of the payload. If the payload content is addressed to a non-MCData application that is not running, the MCData client starts the local non-MCData application and delivers the payload to that application.

NOTE 3:
User consent is not required before accepting the data.

8)
may store the message payload in local storage along with the Conversation ID, Message ID, InReplyTo message ID and Date and time; and

9)
if the received SDS SIGNALLING PAYLOAD message contains an SDS disposition request type IE shall follow the procedures in subclause 9.2.1.3.

***** Next change *****
9.2.2.2.1
MCData client originating procedures


The MCData client shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [5] and IETF RFC 3428 [6] with the clarifications given below.

The MCData client:

1)
shall build the SIP MESSAGE request as specified in subclause 6.2.4.1;
2)
if a one-to-one standalone SDS message is to be sent, shall insert in the SIP MESSAGE request:

a)
an application/resource-lists+xml MIME body with the MCData ID of the target MCData user, according to rules and procedures of IETF RFC 4826 [9];
b)
an application/vnd.3gpp.mcdata-info+xml MIME body with a <request-type> element set to a value of "one-to-one-sds"; and
c)
if end-to-end security is required and the security context does not exist or if the existing security context has expired, an application/mikey MIME body with the MIKEY-SAKKE I_MESSAGE as specified in 3GPP TS 33.180 [26]. The MCData client:
i)
if necessary, shall instruct the key management client to request keying material from the key management server as described in 3GPP TS 33.180 [26];

ii)
shall use the keying material to generate a PCK as described in 3GPP TS 33.180 [26];

iii)
shall use the PCK to generate a PCK-ID with the four most significant bits set to "0101" to indicate that the purpose of the PCK is to protect one-to-one communications and with the remaining twenty eight bits being randomly generated as described in 3GPP TS 33.180 [26];

iv)
shall encrypt the PCK to a UID associated to the MCData client using the MCData ID of the invited user and a time related parameter as described in 3GPP TS 33.180 [26];

v)
shall generate a MIKEY-SAKKE I_MESSAGE using the encapsulated PCK and PCK-ID as specified in 3GPP TS 33.180 [26]; and

vi)
shall add the MCData ID of the originating MCData to the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [26];
vii)
shall sign the MIKEY-SAKKE I_MESSAGE using the originating MCData user's signing key provided in the keying material together with a time related parameter;

viii)
shall include the MIKEY-SAKKE I_MESSAGE in an application/mikey MIME body as specified in 3GPP TS 33.180 [26];
3)
if a group standalone SDS message is to be sent:

a)
if the "/<x>/<x>/Common/MCData/AllowedSDS" leaf node present in the group document of the requested MCData group, configured on the group management client as specified in 3GPP TS 24.483 [42] is set to "false", shall reject the request to send SDS and not continue with the rest of the steps in this subclause; and
b)
shall insert in the SIP MESSAGE request an application/vnd.3gpp.mcdata-info+xml MIME body with:

i)
the <request-type> element set to a value of "group-sds";

ii)
the <mcdata-request-uri> element set to the MCData group identity; and

iii)
the <mcdata-client-id> element set to the MCData client ID of the originating MCData client;
4)
shall generate a standalone SDS message as specified in subclause 6.2.2.1; and

5)
shall send the SIP MESSAGE request according to rules and procedures of 3GPP TS 24.229 [5].

9.2.2.2.2
MCData client terminating procedures

Upon receipt of a "SIP MESSAGE request for standalone SDS for terminating MCData client", the MCData client:

1)
may reject the SIP MESSAGE request if there are not enough resources to handle the SIP MESSAGE request;

2)
if the SIP MESSAGE request is rejected in step 1), shall respond toward participating MCData function with a SIP 480 (Temporarily unavailable) response and skip the rest of the steps of this subclause;

3)
if the SIP MESSAGE request contains an application/mikey MIME body containing a MIKEY-SAKKE I_MESSAGE:

a)
shall extract the MCData ID of the originating MCData user from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [26];

b)
shall convert the MCData ID to a UID as described in 3GPP TS 33.180 [26];

c)
shall use the UID to validate the signature of the MIKEY-SAKKE I_MESSAGE as described in 3GPP TS 33.180 [26];
d)
if authentication verification of the MIKEY-SAKKE I_MESSAGE fails, shall reject the SIP MESSAGE request with a SIP 606 (Not Acceptable) response, and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.9 and not continue with rest of the steps in this subclause; and

e)
if the signature of the MIKEY-SAKKE I_MESSAGE was successfully validated:

i)
shall extract and decrypt the encapsulated PCK using the terminating user's (KMS provisioned) UID key as described in 3GPP TS 33.180 [26]; and

ii)
shall extract the PCK-ID, from the payload as specified in 3GPP TS 33.180 [26];

NOTE:
With the PCK successfully shared between the originating MCData client and the terminating MCData client, both clients are able to exchange end-to-end secure message.
4)
shall generate a SIP 200 (OK) response according to rules and procedures of 3GPP TS 24.229 [5];

5)
shall send the SIP 200 (OK) response towards the MCData server according to rules and procedures of 3GPP TS 24.229 [5]; and
6)
shall handle the received message as specified in subclause 9.2.1.2.

***** Next change *****
9.2.2.3.1
Originating participating MCData function procedures

Editor's Note: This subclause refers to subclause 4.9 for warning header field and warning strings. While MCPTT created an ABNF for MCPTT error codes, it is apparent that the same will need to be provided for MCData. This is still to be done.

Upon receipt of a "SIP MESSAGE request for standalone SDS for originating participating MCData function", the participating MCData function:

1)
if unable to process the request due to a lack of resources or a risk of congestion exists, may reject the SIP MESSAGE request with a SIP 500 (Server Internal Error) response. The participating MCData function may include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in IETF RFC 3261 [4] and skip the rest of the steps;

2)
shall determine the MCData ID of the originating user from the public user identity in the P-Asserted-Identity header field of the SIP MESSAGE request, and shall authorise the calling user;

NOTE:
The MCData ID of the calling user is bound to the public user identity at the time of service authorisation, as documented in subclause 7.3.

3)
if the participating MCData function cannot find a binding between the public user identity and an MCData ID or if the validity period of an existing binding has expired, then the participating MCData function shall reject the SIP MESSAGE request with a SIP 404 (Not Found) response with the warning text set to "141 user unknown to the participating function" in a Warning header field as specified in subclause 4.9, and shall not continue with any of the remaining steps;
4)
if the <request-type> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP MESSAGE request is:

a)
set to a value of "group-sds", shall determine the public service identity of the controlling MCData function associated with the MCData group identity in the <mcdata-request-uri> element of the application/vnd.3gpp.mcdata-info+xml MIME body in the SIP MESSAGE request; or

b)
set to a value of "one-to-one-sds", shall determine the public service identity of the controlling MCData function hosting the one-to-one standalone SDS service for the calling user;
5)
if unable to identify the controlling MCData function for standalone SDS, it shall reject the SIP MESSAGE request with a SIP 404 (Not Found) response with the warning text "142 unable to determine the controlling function" in a Warning header field as specified in subclause 4.9, and shall not continue with any of the remaining steps;

6)
shall determine whether the MCData user identified by the MCData ID is authorised for MCData communications by following the procedures in subclause 11.1;

7)
if the procedures in subclause 11.1 indicate that the user identified by the MCData ID:

a)
is not allowed to send MCData communications as determined by step 1) of subclause 11.1, shall reject the "SIP MESSAGE request for standalone SDS for originating participating MCData function" with a SIP 403 (Forbidden) response to the SIP MESSAGE request, with warning text set to "200 user not authorised to transmit data" in a Warning header field as specified in subclause 4.9, and shall not continue with the rest of the steps in this subclause;

b)
is not allowed to initiate one-to-one MCData communications due to exceeding the maximum amount of data that can be sent in a single request as determined by step 7) of subclause 11.1, shall reject the "SIP MESSAGE request for standalone SDS for originating participating MCData function" with a SIP 403 (Forbidden) response to the SIP MESSAGE request, with warning text set to "202 user not authorised for one-to-one MCData communications due to exceeding the maximum amount of data that can be sent in a single request" in a Warning header field as specified in subclause 4.9, and shall not continue with the rest of the steps in this subclause; and

8)
if the message size is larger than 1300 bytes, shall reject the "SIP MESSAGE request for standalone SDS for originating participating MCData function" with a SIP 403 (Forbidden) response to the SIP MESSAGE request, with warning text set to "203 message too large to send over signalling control plane" in a Warning header field as specified in subclause 4.9;
NOTE:
The term "message size" refers to the total size of the SIP MESSAGE request.

Editor's Note: Stage 2 indicates that the MCData server could reject the request due to policy related to limiting certain types of message/content to certain members due to location (message can contain location information of the sending user) or user privilege, but there is no configuration related to this in Stage 2 yet. Hence at this stage it is unclear how to implement such checks.

9)
shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [5] and IETF RFC 3428 [6];

10)
shall set the Request-URI of the outgoing SIP MESSAGE request to the public service identity of the controlling MCData function as determined by step 4) in this subclause;

11)
shall copy all MIME bodies included in the incoming SIP MESSAGE request to the outgoing SIP MESSAGE request;

12)
shall include the MCData ID of the originating user in the <mcdata-calling-user-identity> element of the application/vnd.3gpp.mcdata-info+xml MIME body of the outgoing SIP MESSAGE request;

13)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" (coded as specified in 3GPP TS 24.229 [5]), into the P-Asserted-Service header field of the outgoing SIP MESSAGE request;

14)
shall set the P-Asserted-Identity in the outgoing SIP MESSAGE request to the public user identity in the P-Asserted-Identity header field contained in the received SIP MESSAGE request; and

15)
shall send the SIP MESSAGE request as specified in 3GPP TS 24.229 [5].

Upon receipt of a SIP 202 (Accepted) response in response to the SIP MESSAGE request in step 15):

1)
shall generate a SIP 202 (Accepted) response as specified in 3GPP TS 24.229 [5]; and

2)
shall send the SIP 202 (Accepted) response to the MCData client according to 3GPP TS 24.229 [5].

Upon receipt of a SIP 200 (OK) response in response to the SIP MESSAGE request in step 15):

1)
shall generate a SIP 200 (OK) response as specified in 3GPP TS 24.229 [5]; and

2)
shall send the SIP 200 (OK) response to the MCData client according to 3GPP TS 24.229 [5].

Upon receipt of a SIP 4xx, 5xx or 6xx response to the SIP MESSAGE request in step 15) the participating MCData function:

1)
shall generate a SIP response according to 3GPP TS 24.229 [5];

2)
shall include Warning header field(s) that were received in the incoming SIP response; and

3)
shall forward the SIP response to the MCData client according to 3GPP TS 24.229 [5].

***** Next change *****
9.2.3.2.1
SDP offer generation

When composing an SDP offer according to 3GPP TS 24.229 [5], IETF RFC 4975 [17], IETF RFC 6135 [19] and IETF RFC 6714 [20] the MCData client:

1)
shall include an "m=message" media-level section for the MCData media stream consisting of:

a)
the IP address and the port number;

b)
a protocol field value of "TCP/MSRP", or "TCP/TLS/MSRP" for TLS;

c)
a format list field set to ‘*’;

d)
an "a=sendonly" attribute;

e)
an "a=path" attribute containing its own MSRP URI;

f)
set the content type as "a=accept-types:application/vnd.3gpp.mcdata-signalling application/vnd.3gpp.mcdata-payload"; and

g)
set the a=setup attribute as "actpass".
2)
if end-to-end security is required for a one-to-one communication and the security context does not exist or if the existing security context has expired, shall include the MIKEY-SAKKE I_MESSAGE in an "a=key-mgmt" attribute as a "mikey" attribute value in the SDP offer as specified in IETF RFC 4567 [xx]. 

***** Next change *****
9.2.3.2.3
MCData client originating procedures

The MCData client shall generate a SIP INVITE request in accordance with 3GPP TS 24.229 [5] with the clarifications given below.

The MCData client:

1)
shall include the g.3gpp.mcdata.sds media feature tag and the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" in the Contact header field of the SIP INVITE request according to IETF RFC 3840 [16];

2)
shall include an Accept-Contact header field containing the g.3gpp.mcdata.sds media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [8];

3)
shall include an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [8];

4)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" (coded as specified in 3GPP TS 24.229 [5]), in a P-Preferred-Service header field according to IETF RFC 6050 [7] in the SIP INVITE request;

5)
should include the "timer" option tag in the Supported header field;

6)
should include the Session-Expires header field according to IETF RFC 4028 [38]. It is recommended that the "refresher" header field parameter is omitted. If included, the "refresher" header field parameter shall be set to "uac";

7)
if a one-to-one standalone SDS message is to be sent:

a)
shall insert in the SIP INVITE request a MIME resource-lists body with the MCData ID of the invited MCData user, according to rules and procedures of IETF RFC 5366 [18]; and

b)
shall contain an application/vnd.3gpp.mcdata-info+xml MIME body with the <mcdatainfo> element containing the <mcdata-Params> element with:

i)
the <request-type> element set to a value of "one-to-one-sds";

c)
if an end-to-end security context needs to be established and the security context does not exist or if the existing security context has expired, then:

i)
if necessary, shall instruct the key management client to request keying material from the key management server as described in 3GPP TS 33.180 [26];

ii)
shall use the keying material to generate a PCK as described in 3GPP TS 33.180 [26];

iii)
shall use the PCK to generate a PCK-ID with the four most significant bits set to "0101" to indicate that the purpose of the PCK is to protect one-to-one communications and with the remaining twenty eight bits being randomly generated as described in 3GPP TS 33.180 [26];

iv)
shall encrypt the PCK to a UID associated to the MCData client using the MCData ID of the invited user and a time related parameter as described in 3GPP TS 33.180 [26];

v)
shall generate a MIKEY-SAKKE I_MESSAGE using the encapsulated PCK and PCK-ID as specified in 3GPP TS 33.180 [26]; and

vi)
shall add the MCData ID of the originating MCData to the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [26]; and

vii)
shall sign the MIKEY-SAKKE I_MESSAGE using the originating MCData user's signing key provided in the keying material together with a time related parameter, and add this to the MIKEY-SAKKE payload, as described in 3GPP TS 33.180 [26];
8)
if a group standalone SDS message is to be sent: 

a)
if the "/<x>/<x>/Common/MCData/AllowedSDS" leaf node present in the group document of the requested MCData group, configured on the group management client as specified in 3GPP TS 24.483 [xx] is set to "false", shall reject the request to send SDS and not continue with the rest of the steps in this subclause; and
b)
shall contain in an application/vnd.3gpp.mcdata-info+xml MIME body with the <mcdatainfo> element containing the <mcdata-Params> element with:

i)
the <request-type> element set to a value of "group-sds";

ii)
the <mcdata-request-uri> element set to the MCData group identity; and

iii)
the <mcdata-client-id> element set to the MCData client ID of the originating MCData client;

NOTE 1:
The MCData client does not include the MCData ID of the originating MCData user in the body, as this will be inserted into the body of the SIP INVITE request that is sent from the originating participating MCData function.

9)
shall set the Request-URI of the SIP INVITE request to the public service identity identifying the participating MCData function serving the MCData user;

NOTE 2:
The MCData client is configured with public service identity identifying the participating MCData function serving the MCData user.

10)
may include a P-Preferred-Identity header field in the SIP INVITE request containing a public user identity as specified in 3GPP TS 24.229 [5];

11)
shall include an SDP offer according to 3GPP TS 24.229 [5] with the clarifications given in subclause 9.2.3.2.1; and

12)
shall send the SIP INVITE request towards the MCData server according to 3GPP TS 24.229 [5].

On receipt of a SIP 2xx response to the SIP INVITE request, the MCData client:

1)
shall send a SIP ACK request as specified in 3GPP TS 24.229 [5];

2)
shall start the SIP Session timer according to rules and procedures of IETF RFC 4028 [38]; and

3)
shall interact with the media plane as specified in 3GPP TS 24.582 [15] subclause 6.1.1.2.

On receipt of a SIP 4xx response, a SIP 5xx response or a SIP 6xx response to the SIP INVITE request:

1)
shall indicate to the MCData user that the SDS message could not be sent; and

2)
shall send a SIP ACK request as specified in 3GPP TS 24.229 [5].

On receipt of an indication from the media plane indicating that the standalone SDS message was not sent successfully, the MCData client shall:

1)
shall generate a SIP BYE request according to 3GPP TS 24.229 [5] with:

a)
Reason code set to "SIP";

b)
cause set to "480"; and

c)
text set to "transmission failed";

2)
shall set the Request-URI to the MCData session identity to release; and

3)
shall send a SIP BYE request towards MCData server according to 3GPP TS 24.229 [5].

On receipt of an indication from the media plane indicating that the standalone SDS message has been successfully transferred, the MCData client shall:

1)
shall generate a SIP BYE request according to 3GPP TS 24.229 [5] with:

a)
Reason code set to "SIP";

b)
cause set to "200"; and

c)
text set to "transmission succeeded";

2)
shall set the Request-URI to the MCData session identity to release; and

3)
shall send a SIP BYE request towards MCData server according to 3GPP TS 24.229 [5].

Upon receiving a SIP 200 (OK) response to the SIP BYE request, the MCData client shall interact with the media plane and indicate to terminate the session, as specified in 3GPP TS 24.582 [15].

9.2.3.2.4
MCData client terminating procedures

Upon receipt of an initial SIP INVITE request, the MCData client shall follow the procedures for termination of multimedia sessions in the IM CN subsystem as specified in 3GPP TS 24.229 [5] with the clarifications below.

The MCData client:

1)
may reject the SIP INVITE request if either of the following conditions are met:

a)
MCData client does not have enough resources to handle the call; or

b)
any other reason outside the scope of this specification;

and skip the rest of the steps after step 2;
2)
if the SIP INVITE request is rejected in step 1), shall respond toward participating MCData function either with appropriate reject code as specified in 3GPP TS 24.229 [5] and warning texts as specified in subclause 4.9 or with SIP 480 (Temporarily unavailable) response not including warning texts if the user is authorised to restrict the reason for failure and skip the rest of the steps of this subclause;

3)
if the SDP offer of the SIP INVITE request contains an "a=key-mgmt" attribute field with a "mikey" attribute value containing a MIKEY-SAKKE I_MESSAGE:

a)
shall extract the MCData ID of the originating MCData user from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [26];

b)
shall convert the MCData ID to a UID as described in 3GPP TS 33.180 [26];

c)
shall use the UID to validate the signature of the MIKEY-SAKKE I_MESSAGE as described in 3GPP TS 33.180 [26];
d)
if authentication verification of the MIKEY-SAKKE I_MESSAGE fails, shall reject the SIP INVITE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [xx], and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.9 and not continue with rest of the steps in this subclause; and

e)
if the signature of the MIKEY-SAKKE I_MESSAGE was successfully validated:

i)
shall extract and decrypt the encapsulated PCK using the terminating user's (KMS provisioned) UID key as described in 3GPP TS 33.180 [26]; and

ii)
shall extract the PCK-ID, from the payload as specified in 3GPP TS 33.180 [26];

NOTE:
With the PCK successfully shared between the originating MCData client and the terminating MCData client, both clients are able to create an end-to-end secure session.
3)
may display to the MCData user the MCData ID of the inviting MCData user and the type of SDS request;

4)
shall accept the SIP INVITE request and generate a SIP 200 (OK) response according to rules and procedures of 3GPP TS 24.229 [5];

5)
shall include the option tag "timer" in a Require header field of the SIP 200 (OK) response;

6)
shall include the Session-Expires header field in the SIP 200 (OK) response and start the SIP session timer according to IETF RFC 4028 [38]. The "refresher" parameter in the Session-Expires header field shall be set to "uas";

7)
shall include the g.3gpp.mcdata.sds media feature tag in the Contact header field of the SIP 200 (OK) response;

8)
shall include the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" in the Contact header field of the SIP 200 (OK) response;

9)
shall include an SDP answer in the SIP 200 (OK) response to the SDP offer in the incoming SIP INVITE request according to 3GPP TS 24.229 [5] with the clarifications given in subclause 9.2.3.2.2; and

10)
shall send the SIP 200 (OK) response towards the MCData server according to rules and procedures of 3GPP TS 24.229 [5].

On receipt of an SIP ACK message to the sent SIP 200 (OK) message, the MCData client shall:

1)
shall interact with the media plane as specified in 3GPP TS 24.582 [15] subclause 6.1.1.3.

***** Next change *****
9.2.3.3.1
SDP offer generation

The SDP offer is generated based on the received SDP offer. The SDP offer generated by the participating MCData function:

1)
shall contain only one SDP media-level section for SDS message as contained in the received SDP offer; and
2)
shall contain an "a=key-mgmt" attribute field with a "mikey" attribute value, if present in the received SDP offer.
When composing the SDP offer according to 3GPP TS 24.229 [5], the participating MCData function:

1)
shall replace the IP address and port number for the offered media stream in the received SDP offer with the IP address and port number of the participating MCData function, if required; and

NOTE 1:
Requirements can exist for the participating MCData function to be always included in the path of the offered media stream, for example: for the support of features such as MBMS, lawful interception and recording. Other examples can exist.
NOTE 2:
If the participating MCData function and the controlling MCData function are in the same MCData server, and the participating MCData function does not have a dedicated IP address or a dedicated port number for media stream, the replacement of the IP address or the port number is omitted.

2)
if the IP address is replaced, shall insert its MSRP URI before the MSRP URI in the "a=path" attribute in the SDP offer.

***** Next change *****
9.2.4.2.1
SDP offer generation

When composing an SDP offer according to 3GPP TS 24.229 [5], IETF RFC 4975 [17], IETF RFC 6135 [19] and IETF RFC 6714 [20] the MCData client:

1)
shall include an "m=message" media-level section for the MCData media stream consisting of:

a)
the IP address and the port number;

b)
a protocol field value of "TCP/MSRP" or "TCP/TLS/MSRP" for TLS;

c)
an "a=sendrecv" attribute;

d)
an "a=path" attribute containing its own MSRP URI;

e)
set the content type as "a=accept-types:application/vnd.3gpp.mcdata-signalling application/vnd.3gpp.mcdata-payload"; and

f)
set the a=setup attribute as "actpass".
2)
if end-to-end security is required for a one-to-one communication and the security context does not exist or if the existing security context has expired, shall include the MIKEY-SAKKE I_MESSAGE in an "a=key-mgmt" attribute as a "mikey" attribute value in the SDP offer as specified in IETF RFC 4567 [xx]. 
***** Next change *****
9.2.4.2.3
MCData client originating procedures

The MCData client shall generate a SIP INVITE request in accordance with 3GPP TS 24.229 [5] with the clarifications given below.

The MCData client:

1)
shall include the g.3gpp.mcdata.sds media feature tag and the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" in the Contact header field of the SIP INVITE request according to IETF RFC 3840 [16];

2)
shall include an Accept-Contact header field containing the g.3gpp.mcdata.sds media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [8];

3)
shall include an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [8];

4)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" (coded as specified in 3GPP TS 24.229 [5]), in a P-Preferred-Service header field according to IETF RFC 6050 [7] in the SIP INVITE request;

5)
should include the "timer" option tag in the Supported header field;

6)
should include the Session-Expires header field according to IETF RFC 4028 [38]. It is recommended that the "refresher" header field parameter is omitted. If included, the "refresher" header field parameter shall be set to "uac";

7)
if a one-to-one SDS session is requested:

a)
shall insert in the SIP INVITE request a MIME resource-lists body with the MCData ID of the invited MCData user, according to rules and procedures of IETF RFC 5366 [18]; and

b)
shall contain an application/vnd.3gpp.mcdata-info+xml MIME body with the <mcdatainfo> element containing the <mcdata-Params> element with:

i)
the <request-type> element set to a value of "one-to-one-sds-session";

c)
if an end-to-end security context needs to be established and the security context does not exist or if the existing security context has expired, then:

i)
if necessary, shall instruct the key management client to request keying material from the key management server as described in 3GPP TS 33.180 [26];

ii)
shall use the keying material to generate a PCK as described in 3GPP TS 33.180 [26];

iii)
shall use the PCK to generate a PCK-ID with the four most significant bits set to "0101" to indicate that the purpose of the PCK is to protect one-to-one communications and with the remaining twenty eight bits being randomly generated as described in 3GPP TS 33.180 [26];

iv)
shall encrypt the PCK to a UID associated to the MCData client using the MCData ID of the invited user and a time related parameter as described in 3GPP TS 33.180 [26];

v)
shall generate a MIKEY-SAKKE I_MESSAGE using the encapsulated PCK and PCK-ID as specified in 3GPP TS 33.180 [26]; and

vi)
shall add the MCData ID of the originating MCData to the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [26]; and

vii)
shall sign the MIKEY-SAKKE I_MESSAGE using the originating MCData user's signing key provided in the keying material together with a time related parameter, and add this to the MIKEY-SAKKE payload, as described in 3GPP TS 33.180 [26];
8)
if a group SDS session is requested: 

a)
if the "/<x>/<x>/Common/MCData/AllowedSDS" leaf node present in the group document of the requested MCData group, configured on the group management client as specified in 3GPP TS 24.483 [xx] is set to "false", shall reject the request to send SDS and not continue with the rest of the steps in this subclause; and
b)
shall contain in an application/vnd.3gpp.mcdata-info+xml MIME body with the <mcdatainfo> element containing the <mcdata-Params> element with:

i)
the <request-type> element set to a value of "group-sds-session";

ii)
the <mcdata-request-uri> element set to the MCData group identity; and

iii)
the <mcdata-client-id> element set to the MCData client ID of the originating MCData client;

NOTE 1:
The MCData client does not include the MCData ID of the originating MCData user in the body, as this will be inserted into the body of the SIP INVITE request that is sent from the originating participating MCData function.

9)
shall set the Request-URI of the SIP INVITE request to the public service identity identifying the participating MCData function serving the MCData user;

NOTE 2:
The MCData client is configured with public service identity identifying the participating MCData function serving the MCData user.

10)
may include a P-Preferred-Identity header field in the SIP INVITE request containing a public user identity as specified in 3GPP TS 24.229 [5];

11)
shall include an SDP offer according to 3GPP TS 24.229 [5] with the clarifications given in subclause 9.2.4.2.1; and

12)
shall send the SIP INVITE request towards the MCData server according to 3GPP TS 24.229 [5].

On receipt of a SIP 2xx response to the SIP INVITE request, the MCData client:

1)
shall send a SIP ACK request as specified in 3GPP TS 24.229 [5]; 

2)
shall start the SIP Session timer according to rules and procedures of IETF RFC 4028 [38]; and
3)
shall interact with the media plane as specified in 3GPP TS 24.582 [15] subclause 6.1.2.2.

On receipt of a SIP 4xx response, a SIP 5xx response or a SIP 6xx response to the SIP INVITE request:

1)
shall indicate to the MCData user that the SDS message could not be sent; and
2)
shall send a SIP ACK request as specified in 3GPP TS 24.229 [5].

On receipt of an indication from the media plane indicating that the SDS session was terminated successfully, the MCData client shall:

1)
shall generate a SIP BYE request according to 3GPP TS 24.229 [5] with:

a)
Reason code set to "SIP";

b)
cause set to "480"; and

c)
text set to "transmission failed";

2)
shall set the Request-URI to the MCData session identity to release; and

3)
shall send a SIP BYE request towards MCData server according to 3GPP TS 24.229 [5].

9.2.4.2.4
MCData client terminating procedures

Upon receipt of an initial SIP INVITE request, the MCData client shall follow the procedures for termination of multimedia sessions in the IM CN subsystem as specified in 3GPP TS 24.229 [5] with the clarifications below.

The MCData client:

1)
may reject the SIP INVITE request if either of the following conditions are met:

a)
MCData client does not have enough resources to handle the call; or

b)
any other reason outside the scope of this specification;

and skip the rest of the steps after step 2;
2)
if the SIP INVITE request is rejected in step 1), shall respond toward participating MCData function either with appropriate reject code as specified in 3GPP TS 24.229 [5] and warning texts as specified in subclause 4.9 or with SIP 480 (Temporarily unavailable) response not including warning texts if the user is authorised to restrict the reason for failure and skip the rest of the steps of this subclause;

3)
if the SDP offer of the SIP INVITE request contains an "a=key-mgmt" attribute field with a "mikey" attribute value containing a MIKEY-SAKKE I_MESSAGE:

a)
shall extract the MCData ID of the originating MCData user from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [26];

b)
shall convert the MCData ID to a UID as described in 3GPP TS 33.180 [26];

c)
shall use the UID to validate the signature of the MIKEY-SAKKE I_MESSAGE as described in 3GPP TS 33.180 [26];
d)
if authentication verification of the MIKEY-SAKKE I_MESSAGE fails, shall reject the SIP INVITE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [xx], and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.9 and not continue with rest of the steps in this subclause; and

e)
if the signature of the MIKEY-SAKKE I_MESSAGE was successfully validated:

i)
shall extract and decrypt the encapsulated PCK using the terminating user's (KMS provisioned) UID key as described in 3GPP TS 33.180 [26]; and

ii)
shall extract the PCK-ID, from the payload as specified in 3GPP TS 33.180 [26];

NOTE:
With the PCK successfully shared between the originating MCData client and the terminating MCData client, both clients are able to create an end-to-end secure session.
3)
may display to the MCData user the MCData ID of the inviting MCData user and the type of SDS request;

4)
shall accept the SIP INVITE request and generate a SIP 200 (OK) response according to rules and procedures of 3GPP TS 24.229 [5];

5)
shall include the option tag "timer" in a Require header field of the SIP 200 (OK) response;

6)
shall include the Session-Expires header field in the SIP 200 (OK) response and start the SIP session timer according to IETF RFC 4028 [38]. The "refresher" parameter in the Session-Expires header field shall be set to "uas";

7)
shall include the g.3gpp.mcdata.sds media feature tag in the Contact header field of the SIP 200 (OK) response;

8)
shall include the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" in the Contact header field of the SIP 200 (OK) response;

9)
shall include an SDP answer in the SIP 200 (OK) response to the SDP offer in the incoming SIP INVITE request according to 3GPP TS 24.229 [5] with the clarifications given in subclause 9.2.4.2.2; and

10)
shall send the SIP 200 (OK) response towards the MCData server according to rules and procedures of 3GPP TS 24.229 [5].

On receipt of an SIP ACK message to the sent SIP 200 (OK) message, the MCData client shall:

1)
shall interact with the media plane as specified in 3GPP TS 24.582 [15] subclause 6.1.2.3.

To send a disposition notification after the media plane is released, the MCData client:

1)
shall follow the procedures described in subclause 12.2.1.1.

***** Next change *****
9.2.4.3.1
SDP offer generation

The SDP offer is generated based on the received SDP offer. The SDP offer generated by the participating MCData function:

1)
shall contain only one SDP media-level section for SDS message as contained in the received SDP offer;and
2)
shall contain an "a=key-mgmt" attribute field with a "mikey" attribute value, if present in the received SDP offer.
When composing the SDP offer according to 3GPP TS 24.229 [5], the participating MCData function:

1)
shall replace the IP address and port number for the offered media stream in the received SDP offer with the IP address and port number of the participating MCData function, if required; and
NOTE 1:
Requirements can exist for the participating MCData function to be always included in the path of the offered media stream, for example: for the support of features such as MBMS, lawful interception and recording. Other examples can exist.
NOTE 2:
If the participating MCData function and the controlling MCData function are in the same MCData server, and the participating MCData function does not have a dedicated IP address or a dedicated port number for media stream, the replacement of the IP address or the port number is omitted.

2)
if the IP address is replaced, shall insert its MSRP URI before the MSRP URI in the "a=path" attribute in the SDP offer.

***** Next change *****
9.3.2.2
Sending SDS message

Upon receiving an indication to send an SDS message, the MCData client:

1)
if the request to send the SDS message is for a MCData group, shall check if the value of "/<x>/<x>/Common/MCData/AllowedSDS" leaf node, present in the group configuration as specified in 3GPP TS 24.483 [xx], is set to "false". It the value is set to "false", shall reject the request to send the SDS message and not continue with the remaining procedures in this subclause;
2)
if:

a)
a one-to-one SDS message is to be sent then, shall store the MCData user ID of the intended recipient as the target MCData user ID; or

b)
a group SDS message is to be sent then, shall store the MCData group ID as the target MCData group ID;

3)
may set the stored SDS disposition request type as:

a)
"DELIVERY", if only delivery disposition is requested;

b)
"READ", if only read disposition is requested; or

c)
"DELIVERY AND READ", if both delivery and read dispositions are requested;

4)
if an existing conversation is indicated then, shall store the conversation identifier of the indicated conversation as SDS conversation ID. Otherwise, shall generate an UUID as described in IETF RFC 4122 [14] and store SDS conversation ID;

5)
shall generate an UUID as described in IETF RFC 4122 [14] and store as the SDS message ID;

6)
if indicated that the SDS message is in reply to another SDS message then, shall store the message identifier of the indicated message as SDS reply ID;

7)
if indicated that the target recipient of the SDS message is an application then, shall store the application ID of the indicated application as SDS application ID;

8)
shall store the received payload as the SDS payload;

9)
shall store the received payload type as the SDS payload type;

10)
shall store the current UTC time as the SDS transmission time;

11)
shall generate a SDS OFF-NETWORK MESSAGE message as specified in subclause 15.1.7. In the SDS OFF-NETWORK MESSAGE message, the MCData client:

a)
shall set the Sender MCData user ID IE to its ownMCData user ID;

b)
if:

i)
a one-to-one SDS message is to be sent then shall set the Recipient MCData user ID IE to the stored target MCData user ID as specified in subclause 15.2.15; or

ii)
a group SDS message is to be sent then, shall set the MCData group ID IE to the stored target MCData group ID as specified in subclause 15.2.14;

c)
may set the SDS disposition request type IE to the stored the SDS disposition request type as specified in subclause 15.2.3;

d)
shall set the Conversation ID IE to the stored conversation ID as specified in subclause 15.2.9;

e)
shall set the Message ID IE to the stored SDS message ID as specified in subclause 15.2.10;
f)
shall set the Date and time IE to the stored SDS transmission time as specified in subclause 15.2.8;
g)
may include the InReplyTo message ID IE set to the stored SDS reply ID as specified in subclause 15.2.11;

h)
may include the Application ID IE set to the stored SDS application ID as specified in subclause 15.2.7;

i)
if end-to-end security is required for a one-to-one communication and the security context does not exist or if the existing security context has expired, shall include the Security parameters and Payload IE with security parameters as described in 3GPP TS 33.180 [26];
j)
if end-to-end security is not required for a one-to-one communication, shall include the Payload IE as specified in subclause 15.2.13 with:

A)
the Payload content type to the stored SDS payload type; and

B)
the Payload data set to the stored SDS payload;

12)
if:

a)
a one-to-one SDS message is to be sent then, shall send the SDS OFF-NETWORK MESSAGE message as specified in subclause 9.3.1.1; or

b)
a group SDS message is to be sent then, shall send the SDS OFF-NETWORK MESSAGE message as specified in subclause 9.3.1.2;
13)
shall initialise the counter CFS1 (SDS retransmission) with the value set to 1; and

14)
shall start timer TFS1 (SDS retransmission).

9.3.2.3
Retransmitting SDS message

Upon expiry of timer TFS1 (SDS retransmission), the MCData client:

1)
shall generate a SDS OFF-NETWORK MESSAGE message as specified in subclause 15.1.7. In the SDS OFF-NETWORK MESSAGE message, the MCData client:

a)
shall set the Sender MCData user ID IE to its own MCData user ID;

b)
if:

i)
a one-to-one SDS message is to be sent then, shall set the Recipient MCData user ID IE to the stored target MCData user ID; or

ii)
a group SDS message is to be sent then, shall set the MCData group ID IE to the stored target MCData group ID;

c)
may set the SDS disposition request type IE to the stored the SDS disposition request type type as specified in subclause 15.2.3;

d)
shall set the Conversation ID IE to the stored conversation ID as specified in subclause 15.2.9;

e)
shall set the Message ID IE to the stored SDS message ID as specified in subclause 15.2.10;
f)
shall set the Date and time IE to the stored the SDS transmission time as specified in subclause 15.2.8;
g)
may include the InReplyTo message ID IE set to the stored SDS reply ID as specified in subclause 15.2.11;

h)
may include the Application ID IE set to the stored SDS application ID as specified in subclause 15.2.7;

i)
if end-to-end security is required for a one-to-one communication and the security context does not exist or if the existing security context has expired, shall include the Security parameters IE with security parameters as described in 3GPP TS 33.180 [26];
j)
if end-to-end security is not required for a one-to-one communication, shall include the Payload IE as specified in subclause 15.2.13 with:

A)
the Payload content type to the stored SDS payload type; and

B)
the Payload data set to the stored SDS payload;

2)
if:

a)
a one-to-one SDS message was sent then, shall send the SDS OFF-NETWORK MESSAGE message as specified in subclause 9.3.1.1; or

b)
a group SDS message was sent then, shall send the SDS OFF-NETWORK MESSAGE message as specified in subclause 9.3.1.2;

3)
shall increment the counter CFS1(SDS retransmission) by 1; and

4)
shall start timer TFS1 (SDS retransmission) if the associated counter CFS1 (SDS retransmission) has not reached its upper limit.

***** Next change *****
10.2.2.1
Media storage client procedures

If the media storage client is not aware of the absolute URI of the media storage function, the media storage client shall request the MCData client to discover the absolute URI associated with the media storage function by following the procedures in subclause 10.2.1.3.

The media storage client shall send HTTP requests over a TLS connection as specified for the HTTP client in the UE in annex A of 3GPP TS 24.482 [24].

NOTE 1:
The HTTP client encodes the MCData ID in the bearer access token of the Authorization header field of an HTTP request as specified in 3GPP TS 24.482 [24].

NOTE 2:
The HTTP client always sends the HTTP requests to an HTTP proxy. Annex A of 3GPP TS 24.482 [24] indicates how the HTTP proxy forwards the HTTP request to the HTTP server.
To upload a file to media storage function, the media storage client:

1)
shall generate an HTTP POST request as specified in IETF RFC 7230 [22] and IETF RFC 7231 [23];

2)
shall set the Request-URI to the absolute URI identifying the resource on a media storage function;

3)
shall set the Host header field to a hostname identifying the media storage function;

4)
shall set the Content-Type header field to multipart/mixed and with a boundary delimiter parameter set to any chosen value;
5)
if the file upload is for one-to-one file distribution, shall insert an application/vnd.3gpp.mcdata-info+xml MIME body with:

a)
the <request-type> element set to a value of "one-to-one-fd";
b)
the <mcdata-calling-user-id> element set to the originating MCData ID;
6)
if the file upload is for group file distribution, shall insert an application/vnd.3gpp.mcdata-info+xml MIME body with:

a)
the <request-type> element set to a value of "group-fd";
b)
the <mcdata-request-uri> element set to the MCData group identity;
c)
the <mcdata-calling-user-id> element set to the originating MCData ID;

7)
if end-to-end security is not required for a one-to-one communication, shall include the binary data representing the file with Content-Type field set to application/octet-stream and Content-Length field set to the file size. If end-to-end security is required for a one-to-one communication, the MCData client protects the binary data representing the file and prefixes the protected binary data with security parameters as described in 3GPP TS 33.180 [26]; and

8)
shall send the HTTP POST request towards the media storage function.

On receipt of a HTTP 201 Created containing a Location header field with a URL identifying the location of the resource where the file has been stored on the media storage function, then the media storage client shall store this information.

***** Next change *****
10.2.5.2.1
SDP offer generation

When composing an SDP offer according to 3GPP TS 24.229 [5], IETF RFC 5547 [r5547] IETF RFC 6135 [19] and IETF RFC 6714 [20] the MCData client:

1)
shall include an "m=message" media-level section for the MCData media stream consisting of:

a)
the IP address and the port number;

b)
a protocol field value of "TCP/MSRP" or "TCP/TLS/MSRP" for TLS;

c)

an "a=sendonly" attribute;

d)
an "a=path" attribute containing its own MSRP URI;

e)
set the content type as "a=accept-types:application/vnd.3gpp.mcdata-signalling";

f)
set the a=setup attribute as "actpass";

g)
a file-selector attribute containing:

i)
a 'name' selector;

ii)
a 'type' selector;

iii)
a 'size' selector; and

iv)
a 'hash' selector; and

h)
a file-date attribute;

2)
if end-to-end security is required for a one-to-one communication and the security context does not exist or if the existing security context has expired, shall include the MIKEY-SAKKE I_MESSAGE in an "a=key-mgmt" attribute as a "mikey" attribute value in the SDP offer as specified in IETF RFC 4567 [xx]. 
***** Next change *****
10.2.5.2.3
MCData client originating procedures

The MCData client shall generate a SIP INVITE request in accordance with 3GPP TS 24.229 [5] with the clarifications given below.

The MCData client:

1)
shall include the g.3gpp.mcdata.fd media feature tag and the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.fd" in the Contact header field of the SIP INVITE request according to IETF RFC 3840 [16];

2)
shall include an Accept-Contact header field containing the g.3gpp.mcdata.fd media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [8];

3)
shall include an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.fd" along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [8];

4)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.fd" (coded as specified in 3GPP TS 24.229 [5]), in a P-Preferred-Service header field according to IETF RFC 6050 [7] in the SIP INVITE request;

5)
should include the "timer" option tag in the Supported header field;

6)
should include the Session-Expires header field according to IETF RFC 4028 [38]. It is recommended that the "refresher" header field parameter is omitted. If included, the "refresher" header field parameter shall be set to "uac";

7)
shall generate and contain an application/vnd.3gpp.mcdata-signalling MIME body with the FD SIGNALLING PAYLOAD as described in subclause 6.2.2.3;

8)
if a one-to-one file distribution is requested:

a)
shall insert in the SIP INVITE request a MIME resource-lists body with the MCData ID of the invited MCData user, according to rules and procedures of IETF RFC 5366 [18]; and

b)
shall contain an application/vnd.3gpp.mcdata-info+xml MIME body with the <mcdatainfo> element containing the <mcdata-Params> element with:

i)
the <request-type> element set to a value of "one-to-one-fd";

c)
if an end-to-end security context needs to be established and the security context does not exist or if the existing security context has expired, then:

i)
if necessary, shall instruct the key management client to request keying material from the key management server as described in 3GPP TS 33.180 [26];

ii)
shall use the keying material to generate a PCK as described in 3GPP TS 33.180 [26];

iii)
shall use the PCK to generate a PCK-ID with the four most significant bits set to "0101" to indicate that the purpose of the PCK is to protect one-to-one communications and with the remaining twenty eight bits being randomly generated as described in 3GPP TS 33.180 [26];

iv)
shall encrypt the PCK to a UID associated to the MCData client using the MCData ID of the invited user and a time related parameter as described in 3GPP TS 33.180 [26];

v)
shall generate a MIKEY-SAKKE I_MESSAGE using the encapsulated PCK and PCK-ID as specified in 3GPP TS 33.180 [26]; and

vi)
shall add the MCData ID of the originating MCData to the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [26]; and

vii)
shall sign the MIKEY-SAKKE I_MESSAGE using the originating MCData user's signing key provided in the keying material together with a time related parameter, and add this to the MIKEY-SAKKE payload, as described in 3GPP TS 33.180 [26];
9)
if a group file distribution is requested: 

a)
if the "/<x>/<x>/Common/MCData/AllowedFD" leaf node present in the group document of the requested MCData group, configured on the group management client as specified in 3GPP TS 24.483 [xx] is set to "false", shall reject the request for FD and not continue with the rest of the steps in this subclause; and
b)
shall contain in an application/vnd.3gpp.mcdata-info+xml MIME body with the <mcdatainfo> element containing the <mcdata-Params> element with:

i)
the <request-type> element set to a value of "group-fd";

ii)
the <mcdata-request-uri> element set to the MCData group identity; and

iii)
the <mcdata-client-id> element set to the MCData client ID of the originating MCData client;

NOTE 1:
The MCData client does not include the MCData ID of the originating MCData user in the body, as this will be inserted into the body of the SIP INVITE request that is sent from the originating participating MCData function.

10)
shall set the Request-URI of the SIP INVITE request to the public service identity identifying the participating MCData function serving the MCData user;

NOTE 2:
The MCData client is configured with public service identity identifying the participating MCData function serving the MCData user.

11)
may include a P-Preferred-Identity header field in the SIP INVITE request containing a public user identity as specified in 3GPP TS 24.229 [5];

12)
shall include an SDP offer according to 3GPP TS 24.229 [5] with the clarifications given in subclause 10.2.5.2.1; and

13)
shall send the SIP INVITE request towards the MCData server according to 3GPP TS 24.229 [5].

On receipt of a SIP 2xx response to the SIP INVITE request, the MCData client:

1)
shall send a SIP ACK request as specified in 3GPP TS 24.229 [5]; 

2)
shall start the SIP Session timer according to rules and procedures of IETF RFC 4028 [38]; and
3)
shall interact with the media plane as specified in 3GPP TS 24.582 [15] subclause 10.2.5.1.1..

On receipt of a SIP 4xx response, a SIP 5xx response or a SIP 6xx response to the SIP INVITE request:

1)
shall indicate to the MCData user that the file could not be sent; and

2)
shall send a SIP ACK request as specified in 3GPP TS 24.229 [5].

On receipt of an indication from the media plane indicating that the file was not sent successfully, the MCData client shall:

1)
shall generate a SIP BYE request according to 3GPP TS 24.229 [5] with:

a)
Reason code set to "SIP";

b)
cause set to "480"; and

c)
text set to "transmission failed";

2)
shall set the Request-URI to the MCData session identity to release; and

3)
shall send a SIP BYE request towards MCData server according to 3GPP TS 24.229 [5].

10.2.5.2.4
MCData client terminating procedures

Upon receipt of an initial SIP INVITE request, the MCData client shall follow the procedures for termination of multimedia sessions in the IM CN subsystem as specified in 3GPP TS 24.229 [5] with the clarifications below.

The MCData client:

1)
may reject the SIP INVITE request if either of the following conditions are met:

a)
MCData client does not have enough resources to handle the call; or

b)
any other reason outside the scope of this specification;

and skip the rest of the steps after step 2;
2)
if the SIP INVITE request is rejected in step 1), shall respond toward participating MCData function either with appropriate reject code as specified in 3GPP TS 24.229 [5] and warning texts as specified in subclause 4.9 or with SIP 480 (Temporarily unavailable) response not including warning texts if the user is authorised to restrict the reason for failure and skip the rest of the steps of this subclause;

3)
if the SDP offer of the SIP INVITE request contains an "a=key-mgmt" attribute field with a "mikey" attribute value containing a MIKEY-SAKKE I_MESSAGE:

a)
shall extract the MCData ID of the originating MCData user from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [26];

b)
shall convert the MCData ID to a UID as described in 3GPP TS 33.180 [26];

c)
shall use the UID to validate the signature of the MIKEY-SAKKE I_MESSAGE as described in 3GPP TS 33.180 [26];
d)
if authentication verification of the MIKEY-SAKKE I_MESSAGE fails, shall reject the SIP INVITE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [xx], and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.9 and not continue with rest of the steps in this subclause; and

e)
if the signature of the MIKEY-SAKKE I_MESSAGE was successfully validated:

i)
shall extract and decrypt the encapsulated PCK using the terminating user's (KMS provisioned) UID key as described in 3GPP TS 33.180 [26]; and

ii)
shall extract the PCK-ID, from the payload as specified in 3GPP TS 33.180 [26];

NOTE:
With the PCK successfully shared between the originating MCData client and the terminating MCData client, both clients are able to create an end-to-end secure session.
3)
may display to the MCData user the MCData ID of the inviting MCData user;

4)
may display to the MCData user the file meta-data of the incoming file as described by the SDP included in the received SIP INVITE request;

5)
if the Mandatory indication IE of the FD SIGNALLING PAYLOAD contained in the application/vnd.3gpp.mcdata-signalling MIME body received in the SIP INVITE request is set to "MANDATORY", then:

i)
shall accept the SIP INVITE request and generate a SIP 200 (OK) response according to rules and procedures of 3GPP TS 24.229 [5];

ii)
shall include the option tag "timer" in a Require header field of the SIP 200 (OK) response;

iii)
shall include the Session-Expires header field in the SIP 200 (OK) response and start the SIP session timer according to IETF RFC 4028 [38]. The "refresher" parameter in the Session-Expires header field shall be set to "uas";

iv)
shall include the g.3gpp.mcdata.fd media feature tag in the Contact header field of the SIP 200 (OK) response;

v)
shall include the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.fd" in the Contact header field of the SIP 200 (OK) response;

vi)
shall include an SDP answer in the SIP 200 (OK) response to the SDP offer in the incoming SIP INVITE request according to 3GPP TS 24.229 [5] with the clarifications given in subclause 10.2.5.2.2; and

vii)
shall send the SIP 200 (OK) response towards the MCData server according to rules and procedures of 3GPP TS 24.229 [5].

On receipt of an SIP ACK message to the sent SIP 200 (OK) message, the MCData client shall:

1)
shall interact with the media plane as specified in 3GPP TS 24.582 [15] subclause 10.2.5.1.2.

On receipt of an indication from the media plane of the successful download of the file and if the received FD SIGNALLING PAYLOAD message contained an FD disposition request type IE requesting a file download completed update indication, then, the MCData client:

1)
shall follow the procedures described in subclause 12.2.1.1.

***** Next change *****
10.2.5.3.1
SDP offer generation

The SDP offer is generated based on the received SDP offer. The SDP offer generated by the participating MCData function:

1)
shall contain only one SDP media-level section for file distribution as contained in the received SDP offer; and
2)
shall contain an "a=key-mgmt" attribute field with a "mikey" attribute value, if present in the received SDP offer.
When composing the SDP offer according to 3GPP TS 24.229 [5], the participating MCData function:

1)
shall replace the IP address and port number for the offered media stream in the received SDP offer with the IP address and port number of the participating MCData function, if required; and
NOTE 1:
Requirements can exist for the participating MCData function to be always included in the path of the offered media stream, for example: for the support of features such as MBMS, lawful interception and recording. Other examples can exist.
NOTE 2:
If the participating MCData function and the controlling MCData function are in the same MCData server, and the participating MCData function does not have a dedicated IP address or a dedicated port number for media stream, the replacement of the IP address or the port number is omitted.

2)
if the IP address is replaced shall insert its MSRP URI before the MSRP URI in the "a=path" attribute in the SDP answer.

***** Next change *****
15.1.4
DATA PAYLOAD message

15.1.4.1
Message definition

This message is sent by the UE to other UEs when sending an SDS data payload or an FD data payload. This message provides the data to be delivered to the user or application. For the contents of the message see Table 15.1.4.1-1.

Message type:
DATA PAYLOAD

Direction:


UE to other UEs (can be via the network for SDS and always via the network for FD)

Table 15.1.4.1-1: DATA PAYLOAD message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Data payload message identity
	Message type
15.2.2
	M
	V
	1

	
	Number of payloads
	Number of payloads
15.2.12
	M
	V
	1

	80
	Security parameters and Payload
	MCData Protected Payload message
3GPP TS 33.180 [26]
	O
	TLV-E
	32-x

	78
	Payload
	Payload

15.2.13
	O
	TLV-E
	3-x


NOTE 1:
The Number of payloads IE dictates the number of Payload IEs that are included in the message by the sender. Multiple Payload IEs can be part of Security parameters and Payload IE if end-to-end security is required.
NOTE 2:
If end-to-end security is required for a one-to-one communication, Security parameters and Payload IE is included. Otherwise, if end-to-end security is not required for a one-to-one communication, Payload IE is included. For group communication, Payload IE is included.
NOTE 3:
Formatting of payloads as part of the Security parameters and Payload IE is specified in subclause 15.2.13.
***** Next change *****
15.1.7
SDS OFF-NETWORK MESSAGE message

15.1.7.1
Message definition

This message is sent by the UE to other UEs to share application or user payload in a SDS message. For contents of the message see Table 15.1.7.1-1.

Message type:
SDS OFF-NETWORK MESSAGE

Direction:


UE to other UEs

Table 15.1.7.1-1: SDS OFF-NETWORK MESSAGE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	SDS off-network message message identity
	Message Type

15.2.2
	M
	V
	1

	
	Date and time
	Date and time

15.2.8
	M
	V
	5

	
	Number of payloads
	Number of payloads

15.2.12
	M
	V
	1

	
	Conversation ID
	Conversation ID

15.2.9
	M
	V
	16

	
	Message ID
	Message ID

15.2.10
	M
	V
	16

	
	Sender MCData user ID
	MCData user ID

15.2.15
	M
	LV-E
	3-x

	21
	InReplyTo message ID

	InReplyTo message ID

15.2.11
	O
	TV
	17

	22
	Application ID
	Application ID

15.2.7
	O
	TV
	2

	8-
	SDS disposition request type
	SDS disposition request type

15.2.3
	O
	TV
	1

	80
	Security parameters
	MCData Protected Payload message
3GPP TS 33.180 [26]
	O
	TV
	32

	81
	MCData group ID
	MCData group ID
15.2.14
	O
	TLV-E
	4-x

	82
	Recipient MCData user ID
	MCData user ID
15.2.15
	O
	TLV-E
	4-x

	78
	Payload
	Payload

15.2.13
	O
	TLV-E
	4-x


