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***** First change *****
F.6.2
XML schema
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema

  xmlns:xs="http://www.w3.org/2001/XMLSchema"
  targetNamespace="urn:3gpp:ns:mcpttSignedDoc:1.0"

  xmlns:mcpttsigneddoc="urn:3gpp:ns:mcpttSignedDoc:1.0"
  elementFormDefault="qualified"

  attributeFormDefault="unqualified"
  xmlns:xmldsig="http://www.w3.org/2000/09/xmldsig#">

  <xs:import namespace=http://www.w3.org/2000/09/xmldsig#
    schemaLocation="http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/xmldsig-core-schema.xsd"/>

  <xs:complexType name="signaturesType">

    <xs:sequence>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="anyExt" type="mcpttsigneddoc:anyExtType" minOccurs="0"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <!-- root XML element when creating a signed XML document -->

  <xs:element name="signatures" type="mcpttsigneddoc:signaturesType"/>

  <xs:complexType name="anyExtType">

    <xs:sequence>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

  </xs:complexType>

</xs:schema>
F.6.3
Semantic

When integrity protection is turned on, the vnd.3gpp.mcptt-signed+xml MIME body is included when sending MIME bodies containing XML content in SIP requests and SIP responses.

The <signatures> element is the root element of the XML document. 

NOTE 1:
The subelements of the <signatures> element are validated by the <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/> particle of the <signatures> element

An instance of the <signatures> element contains one or more instances of the <xmldsig:Signature> element from the http://www.w3.org/2000/09/xmldsig# namespace. The <xmldsig:Signature> element validates against the <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/> element.
Each <xmldsig:Signature> element contains the following child elements:

1)
a <xmldsig:SignatureValue> element is included with a signature value; 

2)
a <xmldsig:SignedInfo> element can be included and can contain the following child elements:
a)
a <xmldsig:CanonicalizationMethod> element can be included with an "Algorithm" attribute containing an appropriate cannonicalisation method to be applied to the signed information;

b)
a <xmldsig:SignatureMethod> element can be included with an "Algorithm" attribute containing an appropriate algorithm for the signature; and
NOTE 2:
For signatures, it is assumed that HMAC-SHA256 is supported by the sender and the receiver.
c)
a <xmldsig:Reference> element can be included and can contain the following child elements:

i)
a "URI" attribute can be included with a "cid-URL" referring to an XML MIME body containing a Content-ID set to the "cid-URL"

ii)
a <xmldsig:DigestMethod> element can be included referring to an appropriate method for hashing the content; and
NOTE 3:
For hashing of the content, it is assumed that SHA-256 is supported by the sender and the receiver.
iii)
a <xmldsig:DigestValue> element can be included containing the hashed content; and

3)
a <xmldsig:KeyInfo> element can be included with a <xmldsig:KeyName> element containing the base 64 encoded XPK-ID.

NOTE 4:
When the optional attributes and elements are not included within the <xmldsig:Signature> element, the information they contain is known to sender and the receiver by other means.

***** End of changes *****
