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1
Introduction
RAN2 sent LS C1-171293 [1] to CT1 indicating that RAN2 aimed "to specify one unified access barring mechanism for NR that can address all the use cases and scenarios defined in LTE", and "that is applicable for all RRC states in NR". The LS further stated that RAN2 considered "a framework where each access attempt is mapped onto an access category" based on criteria such as the application triggering the access, the type of service (MMTEL voice, MMTEL video, SMS), etc. The access barring parameters broadcast by the RAN would be "access category" specific (but agnostic to applications, services, call types, etc).

SA1 also discussed the topic of unified access control for 5GS, and agreed requirements in S1-173548 [2] which can be summarized as follows:

· Each access attempt is classified into one of the Access Categories

· Access Categories will include:

· A set of standardized, default Access Categories

· Optionally, operator-specific Access Categories

· The use of legacy Access Classes 11-15 shall be supported to potentially allow an access attempt that would otherwise have been barred

· Unified Access Control applies to both NR connected to 5GC, and E-UTRA connected to 5GC

· Unified Access control applies in RRC_IDLE, RRC_INACTIVE and RRC_CONNECTED "at the time of initiating a new access attempt (e.g. a new session request) "
It is to note that the SA1 CR left the following items FFS:

· Handling of an access attempt that maps to multiple access categories

· Handling of network slices

Based on these requirements, CT1 needs to decide on the following points:

1) Which layer does what?

2) Shall one access attempt be mapped to a single AC (Access Category), or can it be mapped to multiple ACs?
3) How is the UE configured with operator-specific ACs?

4) Call all ACs apply in connected mode?

5) Is unified access control applied in 5GMM-CONNECTED mode with RRC inactive indication the same way as it is applied in 5GMM-CONNECTED mode?

6) Does the NAS still need to pass "call type" and "RRC establishment cause" to RRC in 5GS, as was done in EPS?

The purpose of the present document is to discuss the possible options to resolve these open points, and to propose a way forward.
2
Discussion

2.1
Which layer does what?
In past access control mechanisms, the following layers were involved:

· For SSAC, the IMS layer did the barring check

· For SCM, the NAS layer determined whether to skip the ACB indication from RRC based on input from the IMS layer 

· For ACDC, the NAS layer determined the AC based on input from the HLOS, or the IMS layer, then passed it to RRC which did the barring check
Since 3GPP is aiming for a unified mechanism, it is desirable to have the AC determination done within a single layer. The NAS layer seems the best choice to do this given the list of possible AC criteria that have been under discussion (call type, APN, QoS parameters, network slice, etc).
It is also desirable to perform the barring check at a single layer. RRC is "the closest" to the info in the SIB and thus best placed to perform the barring check.

Proposal 1: NAS determines the mapping of an access attempt to an AC, and passes the info to RRC. RRC performs the barring check for the access attempt.
2.2
Mapping to a single AC vs mapping to multiple ACs
The SA1-agreed CR in [2] suggests that each access attempt is mapped to one, and only one, AC:

In unified access control, each access attempt is categorized into one of the access categories
However the text in the same CR also acknowledges that this may not always be possible:
Access categories are as far as possible mutually exclusive
(…)

Editor's note:
It is FFS whether changes are needed for the handling of network slices and for the handling of UEs that have multiple access categories.

Having an access attempt map to multiple ACs can occur for instance in the following scenario:

· The operator has defined operator-specific AC 32 which includes all PDU sessions using DNN abc
· The UE originates an MMTEL voice session using DNN abc
· The corresponding access attempt will map to standardized AC 3, and to operator-specific AC 32

Additionally, the handling of Access Classes 11-15 in standardized AC 1 specified in the SA1 CR requires a complex 2 step-approach by which the layer which does the mapping (NAS based on Proposal 1) needs to be aware of the barring status of Acces-Classes 11-15 in the registered PLMN:

Table 6.x.2-1: Access Categories
	Access category number
	Conditions related to UE
	Type of access attempt

	0 (NOTE 1)
	All
	MO signalling resulting from paging

	1 (NOTE 2)
	One or some of Access Classes 11-15 are set. At least one of them is valid in the registered PLMN and justified its priority handling by the registered PLMN with regards to access control.
	All

	2 (NOTE 3)
	UE is configured for delay tolerant service and subject to access control for access category 2, which is judged based on relation of UE’s HPLMN and the registred PLMN.
	All

	3
	All except for the cases of access categories 1-2.
	Emergency

	4
	All except for the cases of access categories 1-2.
	MO signalling

	5
	All except for the cases of access categories 1-2.
	MMTEL voice

	6
	All except for the cases of access categories 1-2.
	MMTEL video

	7
	All except for the cases of access categories 1-2.
	SMS

	8
	All except for the cases of access categories 1-2.
	MO data that do not belong to any other access categories

	9-31
	
	Reserved standardized access categories

	32-63
	All except for the cases of access categories 1-2 and except for roaming-UEs
	Based on operator classification


Based on the text in this table, if the UE is configured with one or more Access Classes in the range 11-15, in case of an access attempt, the NAS:

1) first needs to check with RRC whether the configured Access Classes are barred in the registered PLMN;
2) if any of the configured Access Classes is not barred, NAS maps the access attempt to AC 2, passes it to the layer which performs the barring check (RRC based on Proposal 1), and the check is performed. If all the configured Access Classes are barred, NAS proceeds with evaluating the rest of the ACs, then passes the resulting AC to RRC, and the check is performed

A much simpler approach would be to have a flat evaluation of all ACs by NAS, and to have NAS pass all applicable ACs to RRC. RRC would then do a "logical OR" of the barring check results for all applicable ACs. In other words, if at least one of the applicable ACs is not barred, the access attempt would go through.
Proposal 2: NAS passes all applicable ACs to RRC. RRC checks the barring status of all applicable ACs. If at least one of them is not barred, the access attempt goes through.
2.3
Configuration of the UE with operator-specific ACs
The following option can be identified:

· Option 1: Assume that the UE is pre-configured over IP (e.g. via OMA-DM) or via the USIM with operator-specific ACs. This has the advantage of not requiring standardization of operator-specific ACs. However it makes it impossible for roaming UEs to understand the operator-specific ACs in the VPLMN.

· Option 2: standardize the format (but not the contents) of the operator-specific ACs, and send those ACs over NAS.
In order to ensure that operators can efficiently perform access control of in-bound roamers, it is proposed to go with Option 2.

Proposal 3: The format of operator-specific ACs is standardized, and they are sent to the UE over NAS signaling.
2.4
Applicability of ACs in connected mode
The SA1-agreed CR in [2] states that:

The unified access control framework shall be applicable to UEs in RRC Idle, RRC Inactive, and RRC Connected at the time of initiating a new access attempt (e.g. new session request).

However it is not clear what is meant by "new session request" in connected mode.

During the discussion on ACDC in Rel-13, it was recognized that preventing certain types of access attempts while in connected mode is very difficult. For instance, if using the type of application (identified by OS Id + OS App Id) to allow/block an access attempt, once application #1 (allowed to access) has established a PDU session to DNN abc and started sending data, it is very difficult to specify a way for the layers under the control of 3GPP to prevent application #2 from sending data over the same PDU session. 

That said, there are events that can be detected by the layers under the control of 3GPP and which allow to block certain types of access attempts in connected mode, namely:

· Establishment of new MMTEL session

· Sending of SMS

· New PDU session establishment (to a particular DNN, to a particular network slice, etc)

· Existing PDU session modification (this includes new QoS flow establishment)

It is proposed that applicability of unified access control in connected mode is limited to ACs which correspond to the type of access attempts listed above.

Proposal 4: Applicability of unified access control in connected mode is limited to ACs that are defined using criteria which can be met based on the following events: establishment of new MMTEL session, sending of SMS, new PDU session establishment, existing PDU session modification.
2.5
Applicability of ACs in connected mode with RRC inactive indication
Based on currently available requirements, 5GMM-CONNECTED mode with RRC inactive indication is expected to be similar to 5GMM-CONNECTED mode from a NAS point of view, with some exceptions:
· NAS will (most likely) perform PLMN selection while in 5GMM-CONNECTED mode with RRC inactive indication
· NAS will apply mobility restrictions (forbidden areas, allowed/non-allowed areas) while in 5GMM-CONNECTED mode with RRC inactive indication
All of the types of events that can be blocked in 5GMM-CONNECTED mode (new MMTEL session, sending of SMS, new PDU session establishment, existing PDU session modifications) can also be blocked in 5GMM-CONNECTED mode with RRC inactive indication.
It is possible that additional events can be blocked in 5GMM-CONNECTED mode with RRC inactive indication, however this will depend on the procedures defined to trigger the UE to move from 5GMM-CONNECTED mode with RRC inactive indication to 5GMM-CONNECTED, and these are not specified yet, so it is too early to tell.
Proposal 5: All ACs applicable in 5GMM-CONNECTED mode are also applicable in 5GMM-CONNECTED mode with RRC inactive indication. Whether additional ACs not applicable in 5GMM-CONNECTED mode may be applicable in 5GMM-CONNECTED mode with RRC inactive indication is FFS.
2.6
Need for "call type" and "RRC establishment" cause in 5GS
If all ACs were truly mutually exclusive and it was always possible to map a given access attempt to only one AC, the AC info would be sufficient for RRC to determine which type of call/session is being attempted.

This is however not the case. Consider for instance the following scenario:

· A UE is configured with AC 11
· AC 11 is not barred in the registered PLMN

· the UE originates an emergency call
Per the requirements in the SA1-agreed CR [2], the access attempt will map to AC 1, so NAS will pass AC 1 (for AC 11-15) to RRC, not AC 2 (emergency). As a result, RRC will not know that the call is an emergency call.

This can be remedied by having NAS pass all applicable ACs to RRC, as described in Proposal 1.

Proposal 6: If NAS passess all applicable ACs to RRC (cf Proposal 1), "call type" and "RRC establishment" are not needed in 5GS. If NAS passes only one AC to RRC, at least one of "call type" and "RRC establishment" is still needed.

3
Proposal
It is proposed to specify a solution for unified access control based on Proposals 1, 2, 3, 4, 5 and 6 in the previous section.
A corresponding P-CR to TR 24.890 is provided in C1-174043.
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