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****** First Change ******
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

An MCPTT user is affiliated to an MCPTT group: The MCPTT user is listed as a member of the MCPTT group in the MCPTT group document, the MCPTT server owning the MCPTT group has authorised the MCPTT user's interest in the MCPTT group and the MCPTT server serving the MCPTT user has authorised the MCPTT user's interest in the MCPTT group.

An MCPTT user is affiliated to an MCPTT group at an MCPTT client: The MCPTT user is affiliated to the MCPTT group, the MCPTT client has a registered IP address for an IMPU related to the MCPTT ID, and the MCPTT server serving the MCPTT user has authorised the MCPTT user's interest in the MCPTT group at the MCPTT client.

Affiliation status: Applies for an MCPTT user to an MCPTT group and has one of the following states:

a)
the "not-affiliated" state indicating that the MCPTT user is not interested in the MCPTT group and the MCPTT user is not affiliated to the MCPTT group;

b)
the "affiliating" state indicating that the MCPTT user is interested in the MCPTT group but the MCPTT user is not affiliated to the MCPTT group yet;

c)
the "affiliated" state indicating that the MCPTT user is affiliated to the MCPTT group and there was no indication that MCPTT user is no longer interested in the MCPTT group; and

d)
the "deaffiliating" state indicating that the MCPTT user is no longer interested in the MCPTT group but the MCPTT user is still affiliated to the MCPTT group.
Ambient listening call: a call type allowing an authorized MCPTT user to cause an MCPTT client to initiate a communication which results in no indication on the MCPTT UE that it is transmitting. Ambient listening can be initiated by an authorized MCPTT user who wants to be listened to by another authorized MCPTT user or can be initiated by an authorized MCPTT user who wants to listen to another MCPTT user.
Ambient listening client role: the role of an MCPTT client in an ambient listening call, which can be that of:

a)
the "listening MCPTT user"; or

b)
the "listened-to MCPTT user".

Ambient listening type: the type of an ambient listening call from the perspective of the relationship of the initiator of the call to the user being listened to. The two types of ambient listening call are:

a)
"remote-init", indicating that the listening MCPTT user initiated the call; and

b)
"local-init", indicating that the listened-to MCPTT user initiated the call.
First-to-answer call: A call initiated by one user towards a list of other users with the intention to establish an MCPTT private call or MCPTT emergency private call, with one of the users in the list of users.
Group identity: An MCPTT group identity or a temporary MCPTT group identity.
In-progress emergency private call state: the state of two participants when an MCPTT emergency private call is in progress.
In-progress imminent peril group state: the state of a group when an MCPTT imminent peril group call is in progress.

Listening MCPTT user: the MCPTT user in an ambient listening call receiving the media transmission from the listened-to MCPTT user;
Listened-to MCPTT user: the MCPTT user in an ambient listening call who is being listened to, may or may not be aware of being listened to depending on ambient listening type of the call.
MCPTT client ID: is a globally unique identification of a specific MCPTT client instance. MCPTT client ID is a UUID URN as specified in IETF RFC 4122 [67].
MCPTT emergency alert state: MCPTT client internal perspective of the state of an MCPTT emergency alert.

MCPTT emergency group state: MCPTT client internal perspective of the in-progress emergency state of an MCPTT group maintained by the controlling MCPTT function.

MCPTT emergency group call state: MCPTT client internal perspective of the state of an MCPTT emergency group call.
MCPTT emergency private call: MCPTT emergency call between two MCPTT users that is initiated as a private call or a first-to-answer call with emergency indication, or without emergency indication when the MCPTT emergency state is already set,

MCPTT emergency private call state: MCPTT client internal perspective of the state of an MCPTT emergency private call.
MCPTT emergency private priority state: MCPTT client internal perspective of the in-progress emergency private call state of the two participants of an MCPTT emergency private call maintained by the controlling MCPTT function.
MCPTT imminent peril group call state: MCPTT client internal perspective of the state of an MCPTT imminent peril group call.
MCPTT imminent peril group state: MCPTT client internal perspective of the state of an MCPTT imminent peril group.

MCPTT private call: MCPTT call between two MCPTT users that is initiated as a private call or a first-to-answer call.

MCPTT private emergency alert state: MCPTT client internal perspective of the state of an MCPTT private emergency alert targeted to an MCPTT user.
MCPTT speech: Conversational audio media used in mission critical push to talk systems as defined by 3GPP TS 22.179 [2] and 3GPP TS 23.379 [3].

Media-floor control entity: A media control resource shared by participants in an MCPTT session, controlled by a state machine to ensure that only one participant can access the media resource at the same time.
Private call: A call initiated by one user towards one other user with the intention to establish an MCPTT private call or MCPTT emergency private call.
Private Call Call-Back: A mechanism for a requesting MCPTT client to request a targeted MCPTT client to initiate an MCPTT private call with the requesting MCPTT client (at earliest convenience).
Remote change of an MCPTT user's selected group: A mechanism allowing an authorised user to remotely change the selected group of another MCPTT user.
Temporary MCPTT group identity: A group identity representing a temporary grouping of MCPTT group identities formed by the group regrouping operation as specified in 3GPP TS 24.481 [31].

Trusted mutual aid: A business relationship whereby the Partner MCPTT system is willing to share the details of the members of an MCPTT group that it owns with the Primary MCPTT system.

Untrusted mutual aid: A business relationship whereby the Partner MCPTT system is not willing to share the details of the members of an MCPTT group that it owns with the Primary MCPTT system.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 22.179 [2] apply:

In-progress emergency

MCPTT emergency alert

MCPTT emergency group call

MCPTT emergency state

Partner MCPTT system

Primary MCPTT system

For the purpose of the present document, the following terms and definitions given in 3GPP TS 24.380 [5] apply:

MBMS subchannel
For the purpose of the present document, the following terms and definitions given in 3GPP TS 23.379 [3] apply:

Pre-selected MCPTT user profile
Selected MCPTT user profile
For the purpose of the present document, the following terms and definitions given in 3GPP TS 33.180 [78] apply:

Client Server Key (CSK)
Multicast Floor Control Key (MKFC)

Multicast Signalling Key (MuSiK)

Multicast Signalling Key Identifier (MuSiK-ID)

MBMS subchannel control key (MSCCK)

MBMS subchannel control key identifier (MSCCK-ID)
Private Call Key (PCK)
Signalling Protection Key (SPK)

XML Protection Key (XPK)
****** Next Change ******
4.7.1
Media security
If a mission critical organisation requires MCPTT users to communicate using end-to-end security, a security context needs to be established between the initiator of the call and the recipient(s) of the call, prior to the establishment of media, or floor control signalling. This provides assurance to MCPTT users that no unauthorised access to communications is taking place within the MCPTT network. An MCPTT key management server (KMS) manages the security domain. For any end-point to use or access end-to-end secure communications, it needs to be provisioned with keying material associated to its identity by the KMS as specified in 3GPP TS 33.180 [78].
For group calls, the security context is set up at the time of creation of the group or temporary group. The group management server creates group call keying material associated with the group and distributes it to all members of the group or temporary group, in advance of the initiation of a group call as specified in 3GPP TS 24.481 [31] and 3GPP TS 33.180 [78]. The establishment of a security context for group calls has no impact on this specification.

For private calls, the security context is initiated at call setup. An end-to-end security context is established that is unique to the pair of users involved in the call. The procedure involves transferral of an encapsulated private call key (PCK) and private call key id (PCK-ID) from the initiator to the terminator. The PCK is encrypted using the terminator's MCPTT ID and domain-specific material provided from the terminating user's KMS. The domain-specific key material of the terminator's KMS is identified by a KMS URI stored in the terminating user profile. The domain-specific key material for all KMSs is downloaded in advance from the initiator's home KMS as described in 3GPP TS 33.180 [78]. The PCK and PCK-ID are distributed within a MIKEY payload within the SDP offer of the private call request. This payload is called a MIKEY-SAKKE I_MESSAGE, as defined in IETF RFC 6509 [75], which ensures the confidentiality, integrity and authenticity of the payload. The encoding of the MIKEY payload in the SDP offer is described in IETF RFC 4567 [47] using an "a=key-mgmt" attribute. The payload is signed using a key associated to the identity of the initiating user. At the terminating side, the signature is validated. If valid, the UE extracts and decrypts the encapsulated PCK. The MCPTT UE also extracts the PCK-ID. This process is described in 3GPP TS 33.180 [78]. With the PCK successfully shared between the two MCPTT UEs, the UEs are able to use SRTP/SRTCP to create an end-to-end secure session.
For first-to-answer calls, the security context is initiated at call setup. An end-to-end security context is established that is unique to the pair of users involved in the call. The procedure involves transferral of an encapsulated private call key (PCK) and private call key id (PCK-ID) from the terminator to the initiator. The PCK is encrypted using the originator's MCPTT ID and domain-specific material provided from the originating user's KMS. The domain-specific key material of the originator's KMS is identified by a KMS URI stored in the originator's user profile. The domain-specific key material for all KMSs is downloaded in advance from the terminator's home KMS as described in 3GPP TS 33.180 [78]. The PCK and PCK-ID are distributed within a MIKEY payload within the SDP answer of the first-to-answer call response. This payload is called a MIKEY-SAKKE I_MESSAGE, as defined in IETF RFC 6509 [75], which ensures the confidentiality, integrity and authenticity of the payload. The encoding of the MIKEY payload included in the SDP answer using an "a=key-mgmt" attribute is described in IETF RFC 4567 [47]. The payload is signed using a key associated to the identity of the terminating user. At the originating side, the signature is validated. If valid, the UE extracts and decrypts the encapsulated PCK. The MCPTT UE also extracts the PCK-ID. This process is described in 3GPP TS 33.180 [78]. With the PCK successfully shared between the two MCPTT UEs, the UEs are able to use SRTP/SRTCP to create an end-to-end secure session.
End-to-end security is independent of the transmission path and hence is applicable to both on and off-network communications. With a security context established, the group call key and private call key can be used to encrypt media between the end-points as described in 3GPP TS 24.380 [5] clause 13.

****** Next Change ******
4.7.2
Signalling security
Signalling security is established between the participating MCPTT function and the MCPTT client. This allows the following signalling to be integrity and confidentiality protected through the communication path between them:

-
Signalling plane control (unicast only): Sensitive application data (as described in subclause 4.8)
-
User plane control over unicast: Floor control messages 
-
User plane control over multicast: Floor control messages and MBMS subchannel control messages
NOTE 1:
According to 3GPP TS 24.380 [5], currently the multicast floor control messages are Floor Idle and Floor Taken and the multicast MBMS subchannel control messages are Map Group To Bearer and Unmap Group To Bearer.
For unicast signalling between the participating MCPTT function and the MCPTT client, the signalling can be protected using the Client-Server Key (CSK), identified by a Client-Server Key Identifer (CSK-ID). The CSK and CSK-ID are initially uploaded from the MCPTT client to the MCPTT server within a MIKEY MIME payload within a SIP REGISTER message for service authorisation or a SIP PUBLISH message for service authorisation, as specified in subclause 9.2.1.3 of 3GPP TS 33.180 [78]. The CSK is confidentiality and integrity protected to the public service identity identifying the participating MCPTT function serving the MCPTT user and signed by the MCPTT ID of the MCPTT user. 

The CSK and CSK-ID can also be updated by the participating MCPTT function. The procedure involves the participating MCPTT function generating a new CSK and CSK-ID and distributing the new key to the MCPTT client using a CSK 'key download' SIP MESSAGE, as specified in subclause 9.2.1.4 of 3GPP TS 33.180 [78]. The message contains a MIKEY MIME payload containing the CSK and CSK-ID. The CSK is confidentiality and integrity protected to the public service identity identifying the participating MCPTT function serving the MCPTT user and signed by the MCPTT ID of the MCPTT user. The client only uses a single CSK at any one time and discards the previously established CSK on receiving a new CSK.

In case of multicast, the protection of MBMS subchannel control messages on the general purpose MBMS subchannels can be done with MSCCKs (each identified by a corresponding MSCCK-ID), distributed during MBMS bearer announcement. Each general purpose MBMS subchannel is associated with an MSCCK and a corresponding MSCCK‑ID. 
There can be multiple general purpose MBMS subchannels deployed, each associated with its own MSCCK and corresponding MSCCK-ID. The (MSCCK-ID, MSCCK) pair is provided for each general purpose MBMS subchannel separately.
The protection of floor control messages sent over MBMS subchannels can be done with Multicast Signalling Keys (MuSiK), (each identified by a corresponding (MuSiK-ID)), distributed via MuSiK download messages. The MSCCK and MuSiKs can be distributed independently of each other and in any order and can also be used independently. Signalling supports initial keying, as well as repeated re-keying and un-keying for both MSCCK and MuSiKs.
NOTE 2:
When an MCPTT client interworks with a participating MCPTT function compliant only to Release 13 of the present document, the floor control messages can be protected using the MKFC and MKFC-ID as specified in 3GPP TS 24.380 [5].
The MuSiK download message contains an embedded MIME payload which is the MIKEY payload containing the MuSiK and MuSiK-ID, as well as an embedded XML payload potentially containing an explicit list of MCPTT group ids to which the key applies. Both payloads are protected as described in 3GPP TS 33.180 [78], as they are transferred between the participating MCPTT function and the MCPTT client. Within the XML payload, the list of MCPTT group ids is protected as application sensitive data (see subclause 4.8). Within the MIKEY payload, the MuSiK is encrypted using the MCPTT ID of the served MCPTT client. The payload is signed using a key associated to the identity of the participating MCPTT function. To distribute MuSiK, the participating MCPTT function uses the I_MESSAGE format from subclause 5.2.4 of 3GPP TS 33.180 [78], which includes associated parameters. The participating function sets the Status associated parameter to values defined in subclause E.6.9 of 3GPP TS 33.180 [78], namely "Not-revoked" when keying or rekeying and "Revoked" when unkeying, respectively. Upon receipt, the MCPTT client validates the signature and, if valid, the MCPTT client first examines the Status attribute and either marks the associated security functions as "not in use" or stores the MuSiK and the MuSiK-ID, and then replies with a success code; otherwise, the MCPTT client can reply with a failure code. if a success code is not received from the MCPTT client in response to the MuSiK download message , the participating MCPTT function starts using only unicast floor control signalling to the respective MCPTT client for the listed groups.
For MBMS subchannel control messages sent over the general purpose MBMS subchannel of an MBMS bearer, the MSCCK can be used.The security context is initiated when the MBMS bearer is announced to the MCPTT clients. The procedure involves the participating MCPTT function creating an MBMS subchannel control key (MSCCK) and a  corresponding key identifier (MSCCK-ID) associated with the MBMS bearer, and then transferring the MSCCK and the MSCCK-ID associated with the MBMS bearer to served MCPTT clients using SIP signalling. The MSCCK is encrypted using the MCPTT ID of the served MCPTT client and domain-specific material provided from the KMS. The MSCCK and the MSCCK-ID associated with the MBMS bearer are distributed within a MIKEY payload within the SDP describing the general purpose MBMS subchannel of the MBMS bearer. This payload is called a MIKEY-SAKKE I_MESSAGE, as defined in IETF RFC 6509 [75], which ensures the confidentiality, integrity and authenticity of the payload. The encoding of the MIKEY payload in the SDP is described in IETF RFC 4567 [47] using an "a=key-mgmt" attribute. The payload is signed using a key associated to the identity of the participating MCPTT function. To distribute MSCCK, the participating MCPTT function uses the I_MESSAGE format from subclause 5.2.4 of 3GPP TS 33.180 [78], which includes associated parameters. The participating function sets the Status associated parameter to values defined in subclause E.6.9 of 3GPP TS 33.180 [78], namely "Not-revoked" when keying or rekeying and "Revoked" when unkeying, respectively. Upon receipt, the MCPTT client validates the signature and, if the signature is found valid and the I_MESSAGE contains a Status attribute, the MCPTT client first examines the Status attribute and either marks the associated security functions as "not in use" or extracts and stores the encapsulated MSCCK and the corresponding MSCCK-ID.  The decrypted key is used as described in 3GPP TS 33.180 [78]. With the MSCCK successfully shared between the participating MCPTT function and the served UEs, the participating MCPTT function is able to securely send MBMS subchannel control messages to the MCPTT clients.
****** Next Change ******
14.2.2.1
General

The availability of a MBMS bearer is announced to MCPTT clients by means of an MBMS bearer announcement message. One or more MBMS bearer announcement elements are included in an application/vnd.3gpp.mcptt-mbms-usage-info+xml MIME body.

An MBMS bearer announcement message can contain new MBMS bearer announcements, updated MBMS bearer announcements or cancelled MBMS bearer announcements or a mix of all of them at the same time in an application/vnd.3gpp.mcptt-mbms-usage-info+xml MIME body. Each initial MBMS bearer announcement message announces one MBMS bearer intended to carry a general purpose MBMS subchannel used for application level multicast signalling in a specified MBMS service area and additionally, the message could also announce zero or more extra MBMS bearers intended to carry media and media control.
NOTE:
A new MBMS bearer announcement does not implicitly remove previously sent MBMS bearer announcements if the previously sent MBMS bearer announcement is not included in an MBMS bearer announcement message. However, the application/sdp MIME body, if included in the new MBMS bearer announcement message, fully replaces the existing application/sdp MIME body (which includes the MSCCK security key used to protect the general purpose MBMS subchannel).
When and to whom the participating MCPTT function sends the MBMS bearer announcement is based on local policy in the participating MCPTT function.

The following subclauses describe how the participating MCPTT function:

1.
sends an initial MBMS bearer announcement message;

2.
updates a previously sent announcement of MBMS bearer(s);
3.
cancels a previously sent announcement of MBMS bearer(s); and
4.
keys, re-keys or un-keys MCPTT groups using Multicast Signalling Key (MuSiK) via a key download procedure.

Prior to the participating MCPTT function transmitting on an MBMS bearer, the participating MCPTT function:

1.
if necessary, shall instruct the local key management client to request keying material from the key management server as described in 3GPP TS 33.180 [78];


2.
shall generate MSCCK(s) with the corresponding MSCCK-ID(s) and MuSiK(s) with the corresponding MuSiK‑ID(s) as necessary; and
3.
shall distribute MSCCKs, MSCCK-IDs, MuSiKs and MuSiK-IDs to the MCPTT clients, as needed, using the keying material received from the key management server for security protection, as described in 3GPP TS 33.180 [78].
****** Next Change ******
14.2.2.5
Sending a MuSiK download message
For each MCPTT client that the participating MCPTT function is intending to use an MBMS bearer to transmit confidentiality protected floor control signalling (SRTCP) to the client, the participating MCPTT function shall perform a key download procedure for each Multicast Siganlling Key (MuSiK). Two kinds of MuSiK download are possible: default MuSiK download and explicit MuSiK download. The default MuSiK download is used to set, reset or unset a MuSiK and its corresponding MuSiK-ID and is applicable to all groups supported by the MCPTT client, except for certain identified groups for which MuSiKs and MUSiK-IDs are assigned, reassigned or unassigned separately via explicit MuSiK download. The default MuSiK and MUSiK-ID can apply to all the MCPTT clients supported by the participating MCPTT function and can be overridden by the explicit MuSiK download which is selectively applied only to the MCPTT clients using the explicitly identified groups. A group subject to explicit MuSiK download, can be switched to the default MuSiK protection via a default MuSiK download identifying that group. The participating MCPTT function:
1)
shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [4] and IETF RFC 3428 [33];
2)
shall set the Request-URI to the URI received in the To header field in a third-party SIP REGISTER request;

3)
shall include an Accept-Contact header field with the g.3gpp.icsi-ref media-feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" along with parameters "require" and "explicit" according to IETF RFC 3841 [6];

4)
shall include a P-Asserted-Service header field with the value "urn:urn-7:3gpp-service.ims.icsi.mcptt";
5)
shall include an application/vnd.3gpp.mcptt-mbms-usage-info+xml MIME body defined in subclause F.2 with the <version> element set to "1", and either 
a)
containing an <mbms-explicitMuSiK-download> element with at least one <group> element associated with the MuSiK being downloaded; or
b)
containing an <mbms-defaultMuSiK-download> element with zero or more <group> elements associated with the MuSiK being downloaded;
6)
if the floor control signaling for the group(s) in the specified list is to be protected using the MuSiK, shall include an application/mikey MIME body with the MIKEY message containing the encrypted MuSiK and the corresponding MuSiK-ID, constructed as described in subclauses 5.8.1 and 5.2.2 of 3GPP TS 33.180 [78];
NOTE:
Subclause 9.2.1.3 of 3GPP TS 33.180 [78] shows an example on how to include an application/mikey MIME body in a SIP message. 
7)
shall send the SIP MESSAGE request towards the MCPTT client according to 3GPP TS 24.229 [4].
The participating MCPTT function shall consider the key download successful on receipt of a 200 OK message in response to the SIP MESSAGE request sent in step 7).
A participating MCPTT function that does not receive a 200 OK message from a specific MCPTT client shall use unicast signalling for floor control towards that MCPTT client for the groups for which the MuSiK was intended.
****** Next Change ******
14.3.4
Receiving a MuSiK download message
When the MCPTT client receives a SIP MESSAGE request containing:

1)
a P-Asserted-Service header field containing the "urn:urn-7:3gpp-service.ims.icsi.mcptt"; and
2)
with one of the following:
a)
an application/vnd.3gpp.mcptt-mbms-usage-info+xml MIME body containing an <mbms-explicitMuSiK-download> element with at least one <group> subelement; or
b)
an application/vnd.3gpp.mcptt-mbms-usage-info+xml MIME body containing an <mbms-defaultMuSiK-download> element with zero or more <group> subelements;
the MCPTT client shall:
1)
if the received message contains an <mbms-explicitMuSiK-download> element, set the impacted groups to be those groups identified by the <group> subelements;
2)
if the received message contains an <mbms-defaultMuSiK-download> element without <group> subelements, set the impacted groups to be all groups not associated with currently valid explicit MuSiK downloads; and
3)
if the received message contains an <mbms-defaultMuSiK-download> element with <group> subelements, first dissociate those groups identified by the <group> subelements from currently valid associations with explicit MuSiK downloads and then set the impacted groups to be all groups not associated with currently valid explicit MuSiK downloads.
If the key identifier within the CSB-ID of the MIKEY payload is a MuSiK-ID (4 most-significant bits have the value '6'), the MCPTT client:
1)
shall process the MIKEY payload according to 3GPP TS 33.180 [78], as follows:
a)
if the initiator field (IDRi) has type 'URI' (identity hiding is not used), the client:

i)
shall extract the initiator URI from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [78]. If the initiator URI deviates from the public service identity of the participating MCPTT function serving the MCPTT client, shall reject the SIP MESSAGE request by sending a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [47], and including warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.4 and shall not continue with the rest of the steps; and
ii)

shall convert the initiator URI to a UID as described in 3GPP TS 33.180 [78];

b)
otherwise, if the initiator field (IDRi) has type 'UID' (identity hiding in use), the client:

i)

shall convert the public service identity of participating MCPTT function serving the MCPTT user to a UID as described in 3GPP TS 33.180 [78]; and
ii)
shall compare the generated UID with the UID in the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [78]. If the two initiator UIDs deviate from each other, shall reject the SIP MESSAGE request by sending a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [47], and including warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.4 and shall not continue with the rest of the steps;

c) 
otherwise, shall reject the SIP MESSAGE request by sending a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [47], and including warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.4 and shall not continue with the rest of the steps; 
d) 
shall use the UID to validate the signature of the I_MESSAGE as described in 3GPP TS 33.180 [78];
e)
if authentication verification of the I_MESSAGE fails or the I_MESSAGE does not contain a Status attribute, shall reject the SIP MESSAGE request by sending SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [47], and including warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.4 and shall not continue with the rest of the steps; and
f)
shall examine the Status attribute and shall either mark the associated security functions as "not in use" or shall extract and store the encapsulated MuSiK and the corresponding MuSiK-ID from the payload as specified in 3GPP TS 33.180 [78]; and
2)
for each of the impacted groups, shall either associate the status 'security not in use' or shall add/replace in the storage associated with the group the MuSiK‑ID and the MuSiK, for use (decrypted) as security key for floor control. 
NOTE:
It is expected that the MCPTT client is capable of storing a different MuSiK for each MCPTT group of interest.
The MCPTT client shall respond with SIP 200 OK only if it finds the message syntactically correct and recognizes it as a valid and error-free MuSiK download (default or explicit) message.
****** Next Change ******
F.2.2
XML schema

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema attributeFormDefault="unqualified" elementFormDefault="qualified" 

xmlns:xs="http://www.w3.org/2001/XMLSchema" 

targetNamespace="urn:3gpp:ns:mcpttMbmsUsage:1.0"

xmlns:mcpttmbms="urn:3gpp:ns:mcpttMbmsUsage:1.0">


<!-- the root element -->


<xs:element name="mcptt-mbms-usage-info" type="mcpttmbms:mcptt-mbms-usage-info-Type" id="mbms"/>


<xs:complexType name="mcptt-mbms-usage-info-Type">



<xs:sequence>




<xs:element name="mbms-listening-status" type="mcpttmbms:mbms-listening-statusType" 



minOccurs="0"/>




<xs:element name="mbms-suspension-status" type="mcpttmbms:mbms-suspension-statusType" 



minOccurs="0"/>



<xs:element name="announcement" type="mcpttmbms:announcementTypeParams" minOccurs="0"/>



<xs:element name="version" type="xs:integer"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



<xs:element name="anyExt" type="mcpttmbms:anyExtType" minOccurs="0"/>


</xs:sequence>



<xs:anyAttribute namespace="##any" processContents="lax"/>


</xs:complexType>

<xs:complexType name="mbms-listening-statusType">



<xs:sequence>




<xs:element name="mbms-listening-status" type="xs:string"/>




<xs:element name="session-id" type="xs:anyURI" minOccurs="0"/>




<xs:element name="general-purpose" type="xs:boolean" minOccurs="0"/>




<xs:element name="TMGI" type="xs:hexBinary" maxOccurs="unbounded"/>



<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="anyExt" type="mcpttmbms:anyExtType" minOccurs="0"/>


</xs:sequence>


<xs:anyAttribute namespace="##any" processContents="lax"/>


</xs:complexType>

<xs:complexType name="mbms-suspension-statusType">


<xs:sequence>




<xs:element name="mbms-suspension-status" type="xs:string" minOccurs="0" maxOccurs="1"/>



<xs:element name="number-of-reported-bearers" type="xs:integer" minOccurs="0" maxOccurs="1"/>




<xs:element name="suspended-TMGI" type="xs:hexBinary" minOccurs="0"/>




<xs:element name="other-TMGI" type="xs:hexBinary" minOccurs="0" maxOccurs="unbounded"/>



<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="anyExt" type="mcpttmbms:anyExtType" minOccurs="0"/>


</xs:sequence>


<xs:anyAttribute namespace="##any" processContents="lax"/>


</xs:complexType>

<xs:element name="mbms-defaultMuSiK-download" type="mcpttmbms:mbms-default-ctrlkey-downloadType"/>

<xs:complexType name="mbms-default-ctrlkey-downloadType">



<xs:sequence>




<xs:element type="xs:anyURI" name="group" minOccurs="0" maxOccurs="unbounded"/>



<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="anyExt" type="mcpttmbms:anyExtType" minOccurs="0"/>


</xs:sequence>


<xs:anyAttribute namespace="##any" processContents="lax"/>

</xs:complexType>

<xs:element name="mbms-explicitMuSiK-download" type="mcpttmbms:mbms-explicit-ctrlkey-downloadType"/>


<xs:complexType name="mbms-explicit-ctrlkey-downloadType">


<xs:sequence>




<xs:element type="xs:anyURI" name="group" minOccurs="1" maxOccurs="unbounded"/>



<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="anyExt" type="mcpttmbms:anyExtType" minOccurs="0"/>


</xs:sequence>


<xs:anyAttribute namespace="##any" processContents="lax"/>


</xs:complexType>

<xs:complexType name="announcementTypeParams">



<xs:sequence>




<xs:element name="TMGI" type="xs:hexBinary" minOccurs="1"/>




<xs:element name="QCI" type="xs:integer" minOccurs="0"/>




<xs:element name="frequency" type="xs:unsignedLong" minOccurs="0"/>




<xs:element name="mbms-service-areas" type="xs:hexBinary" minOccurs="0"/>



<xs:element name="GPMS" type="xs:positiveInteger" minOccurs="0"/>



<xs:element name="report-suspension" type="xs:boolean" minOccurs="0" maxOccurs="1"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



<xs:element name="anyExt" type="mcpttmbms:anyExtType" minOccurs="0"/>


</xs:sequence>



<xs:anyAttribute namespace="##any" processContents="lax"/>


</xs:complexType>

<xs:complexType name="anyExtType">


<xs:sequence>




<xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>
</xs:schema>
****** Next Change ******
F.2.3
Semantic

This subclause describes the elements of the MBMS usage information XML Schema.

<mbms-listening-status>:
The <mbms-listening-status> element is used to indicate the MCPTT listening status.

-
The value "listening" indicates that the MCPTT client now is receiving RTP media packets and floor control messages over the MBMS subchannel in the session identified by the <session-id> element or if the <general-purpose> element is set to "true", that the MCPTT client is now listening to the general purpose MBMS subchannel.

-
The value "not-listening" indicates that the MCPTT client has stopped listening to the MBMS subchannel in the session identified by the <session-id> element or, if the <general-purpose> element is set to "false", that the MCPTT client no longer listens to the general purpose MBMS subchannel.

Table F.2.3-1 shows the ABNF of the <mbms-listening-status> element.

Table F.2.3-1: ABNF syntax of values of the <mbms-listening-status> element

mbms-listening-status = listening-value / not-listening-value

listening-value = %x6c.69.73.74.65.6e.69.6e.67 ; "listening" 

not-listening-value = %x6e.6f.74.2d.6c.69.73.74.65.6e.69.6e.67 ; "not-listening"

<session-id>:
contains the value of the URI received in the Contact header field received from the controlling MCPTT function when an on-demand session was established, or from the participating MCPTT function in the Connect message when the session was established over a pre-established session. This element is mandatory if the <general-purpose> element is not present in the application/vnd.3gpp.mcptt-mbms-usage-info+xml MIME body.
<TMGI>:
Contains the TMGI. The <TMGI> element is coded as described in 3GPP TS 24.008 [43] subclause 10.5.6.13 excluding the Temporary Mobile Group Identity IEI and Length of Temporary Mobile Group Identity contents (octet 1 and octet 2 in 3GPP TS 24.008 [43] subclause 10.5.6.13).

<QCI>:
QCI information used by the ProSe UE-Network Relay to determine the ProSe Per-Packet Priority value to be applied for the multicast packets relayed to Remote UE over PC5. QCI values are defined in 3GPP TS 23.203 [41].
<mbms-service-areas>:
A list of MBMS service area IDs for the applicable MBMS broadcast area as specified in 3GPP TS 23.003 [40] for Service Area Identifier (SAI), and with the encoding as specified in 3GPP TS 29.061 [74] for the MBMS-Service-Area AVP.

<Frequency>:
Identification of frequency in case of multi carrier support. The <Frequency> element is coded as specified in 3GPP TS 29.468 [42].

NOTE 1:
In the current release the frequency in the <frequency> element is the same as the frequency used for unicast.
<SDP-ref>:
A URL with a cid url as specified in IETF RFC 5368 [38] referring to a SDP MIME body in the SIP MESSAGE request.

<general-purpose>
True indicates that the MCPTT client is listening to the general purpose MBMS subchannel associated to the TMGI(s) in the <TMGI> element(s) but have not yet received a Map Group To bearer message for any session that the MCPTT client is involved in. False indicates that the MCPTT client is not listening to the general purpose MBMS subchannel any longer. Absence of the element requires that the <session-id> element is present in the application/vnd.3gpp.mcptt-mbms-usage-info+xml.

<GPMS>
A positive integer that gives the number of the media line containing the general purpose MBMS subchannel in the application/sdp MIME body attached to the SIP MESSAGE request containing the MBMS announcements.

<version>
this element indicates the version of the application/vnd.3gpp.mbms-usage-info MIME body. In this version the <version element> indicates "1".
<report-suspension>:
True indicates that the MCPTT client is instructed to notify the MCPTT server when it becomes aware of an intended change in the suspension status of a listened MBMS bearer. False indicates that the MCPTT client is instructed not to notify the MCPTT server if it becomes aware of an intended change in the suspension status of a listened MBMS bearer.
<mbms-suspension-status>:
The <mbms-suspension-status> element is used to indicate the MBMS bearers intended suspension status.

-
The value "suspending" indicates that the RAN has decided to suspend the referenced MBMS bearer(s) at the beginning of the next MCCH modification period .

-
The value "not-suspending" indicates that the RAN has decided to revoke its decision to suspend the referenced MBMS bearer(s) before the beginning of the next MCCH modification period.

Table F.2.3-2 shows the ABNF of the <mbms-suspension-status> element.

Table F.2.3-2: ABNF syntax of values of the <mbms-suspension-status> element

mbms-suspension-status = suspending-value / not-suspending-value

suspending-value = %x73.75.73.70.65.6e.64.69.6e.67 ; "suspending" 

not-suspending-value = %x6e.6f.74.2d.73.75.73.70.65.6e.64.69.6e.67 ; "not-suspending"

<number-of-reported-bearers>:
the total number of occurrences of the <suspended-TMGI> and <other-TMGI> elements reported as part of the MBMS bearer suspension status.
<suspended-TMGI>:
Contains a TMGI that is being reported as about to be suspended or as no longer about to be suspended.

<other-TMGI>:
Contains a TMGI that is not being reported as about to be suspended or as no longer about to be suspended, but which shares the same MCH with MBMS bearers reported in the <suspended-TMGI> elements.
<mbms-defaultMuSiK-download>
is included in <anyExt> element of the <mcptt-mbms-usage-info-Type> element and provides information for default MuSiK download.
NOTE 2:
When included, the <mbms-defaultMuSiK-download> element is validated by the <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/> particle of the <anyExt> element.

<mbms-explicitMuSiK-download>
is included in <anyExt> element of the <mcptt-mbms-usage-info-Type> element and provides information for explicit MuSiK download.
NOTE 3:
When included, the <mbms-explicitMuSiK-download> element is validated by the <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/> particle of the <anyExt> element.

<group>:
Contains the identity, in the form of a URI, of a group for which the MuSiK download is performed.

The recipient of the XML ignores any unknown element and any unknown attribute.

****** End of Changes ******
