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1. Abstract
This document:

-
identifies that new stage-1 requirements for the unified access control in 5GS were added to TS 22.261 Rel-15 (based on S1-173548); and
-
 proposes a stage-3 solution for the stage-1 requirements.

2. Discussion
2.1 Stage-1 requirements
S1-173548 introduced new stage-1 requirements for the unified access control in 5GS.

The stage-1 requirements for the unified access control specify the following access categories:

----------
	Access category number
	Conditions related to UE
	Type of access attempt

	0 (NOTE 1)
	All
	MO signalling resulting from paging

	1 (NOTE 2)
	One or some of Access Classes 11-15 are set. At least one of them is valid in the registered PLMN and justified its priority handling by the registered PLMN with regards to access control.
	All

	2 (NOTE 3)
	UE is configured for delay tolerant service and subject to access control for access category 2, which is judged based on relation of UE’s HPLMN and the registred PLMN.
	All

	3
	All except for the cases of access categories 1-2.
	Emergency

	4
	All except for the cases of access categories 1-2.
	MO signalling

	5
	All except for the cases of access categories 1-2.
	MMTEL voice

	6
	All except for the cases of access categories 1-2.
	MMTEL video

	7
	All except for the cases of access categories 1-2.
	SMS

	8
	All except for the cases of access categories 1-2.
	MO data that do not belong to any other access categories

	9-31
	
	Reserved standardized access categories

	32-63
	All except for the cases of access categories 1-2 and except for roaming-UEs
	Based on operator classification

	NOTE 1:
Access category 0 is not barred.

NOTE 2:
Access Classes 11 and 15 are valid in Home PLMN only if the EHPLMN list is not present or in any EHPLMN. Access Classes 12, 13 and 14 are valid in Home PLMN and visited PLMNs of home country only. For this purpose the home country is defined as the country of the MCC part of the IMSI. If the barring control information contains flag for “unbarred” for at least one of these valid Access Classes, all access attempts from the UE require priority handling and fall into access category 1. Otherwise the UE does not require priority handling with regards to access control and other access categories apply. Access category 1 is not barred.

NOTE 3:
The barring parameter for access category 2 is accompanied with information on whether the access control applies to UEs registered in UE’s HPLMN/EHPLMN, the most preferred VPLMN, or other PLMNs.


----------

The stage-1 requirements for the unified access control expect that one access attempt is assigned one access category only:

----------

In unified access control, each access attempt is categorized into one of the access categories.

----------

The stage-1 requirements for the unified access control apply in all RRC states at the time of initiating of a new access attempt:

----------

The unified access control framework shall be applicable to UEs in RRC Idle, RRC Inactive, and RRC Connected at the time of initiating a new access attempt (e.g. new session request).

----------

Several access attempts can be performed in parallel - e.g. MMTEL voice call (access category 5) can be established in parallel with SMSoIP application sending an SMS (access category 7). The UE needs to perform the unified access control test whether the access attempt is allowed or blocked for each of those access attempts separately as the stage-1 requirements for the unified access control state:
----------

Based on the access control information applicable for the corresponding access category of the access attempt, the UE performs a test whether the actual access attempt can be made or not. 

----------

2.2 Proposed stage-3 solution
2.2.1 Access attempts for the standardized access categories
Stage-1 does not make it clear what the access attempt is. Therefore, it is proposed to specify the access attempts as indicated in table 1 and table 2.
Table 1: Access attempts started in 5GMM-IDLE mode.
	Access category number
	Access attempt started in 5GMM-IDLE mode


	
	Start of the access attempt
	Stop of the access attempt

	0
	initiation of service request procedure triggered by paging
	completion of the service request procedure triggered by paging

	3 (NOTE 1)
	initiation of service request procedure preceding UE-initiated NAS transport of SM message establishing emergency PDU session
	rejection of the service request procedure preceding UE-initiated NAS transport of SM message establishing emergency PDU session, rejection of the PDU session establishment procedure establishing the emergency PDU session, or completion of the PDU session release procedure releasing the emergency PDU session

	4 (NOTE 1)
	Case 4-I-1) initiation of procedure of an initial 5GMM signalling message except service request
Case 4-I-2) initiation of service request procedure preceding 5GMM MO procedure except those identified for other categories
	Case 4-I-1) completion of the procedure of the initial 5GMM signalling message except service request

Case 4-I-2) rejection of the service request procedure preceding the 5GMM MO procedure except those identified for other categories, or completion of the 5GMM MO procedure except those identified for other categories

	5 (NOTE 1)
	initiation of SIP session of MO MMTEL voice call 
	rejection of initiation of SIP session of MO MMTEL voice call, or completion of release of the SIP session of the MO MMTEL voice call

	6 (NOTE 1)
	initiation of SIP session of MO MMTEL video call
	rejection of initiation of SIP session of MO MMTEL video call, or completion of release of the SIP session of the MO MMTEL video call

	7 (NOTE 1)
	Case 7-I-1) initiation of SIP transaction of MO SMSoIP message

Case 7-I-2) initiation of service request procedure preceding UE-initiated NAS transport of a MO SMS message
	Case 7-I-1) completion of the SIP transaction of the MO SMSoIP message

Case 7-I-2) rejection of the service request procedure preceding the UE-initiated NAS transport of the MO SMS message, or completion of the UE-initiated NAS transport of the MO SMS message

	8 (NOTE 1)
	Case 8-I-1) initation of service request procedure due to uplink user data packet to be sent via a non-emergency PDU session other than "IMS" DNN PDU session.

Case 8-I-2) initiation of MO SIP transaction not related to MMTEL and not related to SMSoIP.

Case 8-I-3) initiation of SIP session of MO MMTEL call which is neither MO MMTEL voice call nor MO MMTEL video call.

Case 8-I-4) void.

Case 8-I-5) initiation of service request procedure preceding UE-initiated NAS transport of SM message establishing a non-emergency PDU session other than "IMS" DNN PDU session.
	Case 8-I-1) completion of the service request procedure due to uplink user data packet to be sent via a non-emergency PDU session other than "IMS" DNN PDU session.

Case 8-I-2) completion of the MO SIP transaction not related to MMTEL and not related to SMSoIP.

Case 8-I-3) rejection of initiation of SIP session of MO MMTEL call which is neither MO MMTEL voice call nor MMTEL video call, or completion of release of the SIP session of the MO MMTEL call which is neither MO MMTEL voice call nor MMTEL video call
Case 8-I-4) void.

Case 8-I-5) rejection of the service request procedure preceding UE-initiated NAS transport of SM message establishing the non-emergency PDU session or completion of the PDU session establishment procedure establishing the non-emergency PDU session other than "IMS" DNN PDU session.

	NOTE 1:
If access category 1 is applicable according to 3GPP TS 22.261 [3], then the access category 1 is used instead of the indicated access category. If access category 2 is applicable according to 3GPP TS 22.261 [3] and access category 1 not applicable according to 3GPP TS 22.261 [3], then the access category 2 is used instead of the indicated access category.

NOTE 2:
access categories 9-31 are not shown as they are reserved.

NOTE 3:
access categories 32-63 are not shown since the criterias for operator classification are not known yet.

NOTE 4:
completion of a procedure encompasses both the succesful completion of the procedure and the unsuccessful completion (i.e. rejection) of the procedure.


Table 2: Access attempts started in 5GMM-CONNECTED mode with RRC inactive indication and 5GMM-CONNECTED mode.
	Access category number
	Access attempts started in 5GMM-CONNECTED mode with RRC inactive indication and 5GMM-CONNECTED mode


	
	Start of the access attempt
	Stop of the access attempt

	0
	initiation of service request procedure triggered by notification
	completion of the service request procedure triggered by notification

	3 (NOTE 1)
	initiation of establishment of the emergency PDU session
	rejection of the PDU session establishment procedure establishing the emergency PDU session, or completion of the PDU session release procedure releasing the emergency PDU session

	4 (NOTE 1)
	initiation of 5GMM MO procedure except those identified for other categories
	completion of the 5GMM MO procedure except those identified for other categories

	5 (NOTE 1)
	initiation of SIP session of MO MMTEL voice call 
	rejection of initiation of SIP session of MO MMTEL voice call, or completion of release of the SIP session of the MO MMTEL voice call

	6 (NOTE 1)
	initiation of SIP session of MO MMTEL video call
	rejection of initiation of SIP session of MO MMTEL video call, or completion of release of the SIP session of the MO MMTEL video call

	7 (NOTE 1)
	Case 7-C-1) initiation of SIP transaction of MO SMSoIP message

Case 7-C-2) initiation of UE-initiated NAS transport of a MO SMS message
	Case 7-C-1) completion of the SIP transaction of the MO SMSoIP message

Case 7-C-2) completion of the UE-initiated NAS transport of the MO SMS message

	8 (NOTE 1)
	Case 8-C-1) initation of service request procedure due to uplink user data packet to be sent via a non-emergency PDU session other than "IMS" DNN PDU session.

Case 8-C-2) initiation of MO SIP transaction not related to MMTEL and not related to SMSoIP.

Case 8-C-3) initiation of SIP session of MO MMTEL call which is neither MO MMTEL voice call nor MO MMTEL video call.

Case 8-C-4) initiation of transition from 5GMM-CONNECTED mode with RRC inactive indication to 5GMM-CONNECTED mode caused by an uplink user data packet to be sent via an activated non-emergency PDU session other than "IMS" DNN PDU session.

Case 8-C-5) initiation of PDU session establishment procedure establishing a non-emergency PDU session other than "IMS" DNN PDU session.
	Case 8-C-1) completion of the service request procedure due to uplink user data packet to be sent via a non-emergency PDU session other than "IMS" DNN PDU session.

Case 8-C-2) completion of the MO SIP transaction not related to MMTEL and not related to SMSoIP.

Case 8-C-3) rejection of initiation of SIP session of MO MMTEL call which is neither MO MMTEL voice call nor MMTEL video call, or completion of release of the SIP session of the MO MMTEL call which is neither MO MMTEL voice call nor MMTEL video call

Case 8-C-4) completion of the transition from 5GMM-CONNECTED mode with RRC inactive indication to 5GMM-CONNECTED mode caused by an uplink user data packet to be sent via an activated non-emergency PDU session other than "IMS" DNN PDU session.

Case 8-C-5) completion of the PDU session establishment procedure establishing the non-emergency PDU session other than "IMS" DNN PDU session.

	NOTE 1:
If access category 1 is applicable according to 3GPP TS 22.261 [3], then the access category 1 is used instead of the indicated access category. If access category 2 is applicable according to 3GPP TS 22.261 [3] and access category 1 not applicable according to 3GPP TS 22.261 [3], then the access category 2 is used instead of the indicated access category.

NOTE 2:
access categories 9-31 are not shown as they are reserved.

NOTE 3:
access categories 32-63 are not shown since the criterias for operator classification are not known yet.

NOTE 4:
completion of a procedure encompasses both the succesful completion of the procedure and the unsuccessful completion (i.e. rejection) of the procedure.


RAN2 can specify further AS layer specific access attempts, unrelated to transmission of NAS control plane messages and unrelated to transmission of user data packets.

2.2.2 Layer detecting the access attempts and blocking them if not authorized
In order to ensure that barring of an access category results into blocking of only the access attempts of the barred access category (while access attempts of other access categories are unaffected), the blocking of the access attempts needs to be performed as high in the UE stack as possible (similarly as in SSAC). Lower layers do not have information whether a particular lower layer access attempt (e.g. MO data) is related to a particular higher layer access attempt (e.g. MMTEL voice call) or not (e.g. an MMTEL SIP INVITE request for TCP/MSRP-based transfer of text, arbitrary files and sharing of media files with predefined formats or an GSMA RCS SIP request).
Therefore, it is proposed to detect and block the access attempts indicated in table 1 and table 2 in layers indicated in table 3.

Table 3: Layers detecting access attempts and blocking the access attempts when not authorized by the unified access control
	Access category number
	Layer detecting an access attempt and blocking the access attempt when not authorized by the unified access control

	0
	5GMM layer.

	3 (NOTE 1)
	5GSM layer.

	4 (NOTE 1)
	5GMM layer.

	5 (NOTE 1)
	MMTEL layer.

	6 (NOTE 1)
	MMTEL layer.

	7 (NOTE 1)
	SMSoIP layer (case 7-I-1 and case 7-C-1) and 5GMM layer (case 7-I-2 and case 7-C-2).

	8 (NOTE 1)
	5GMM layer (for case 8-I-1, case 8-C-1 and case 8-C-4), IMS layer (case 8-I-2 and case 8-C-2), MMTEL layer (for case 8-I-3 and case 8-C-3), and 5GSM layer (case 8-C-5).

	NOTE 1:
If access category 1 is applicable according to 3GPP TS 22.261 [3], then the access category 1 is used instead of the indicated access category. If access category 2 is applicable according to 3GPP TS 22.261 [3] and access category 1 not applicable according to 3GPP TS 22.261 [3], then the access category 2 is used instead of the indicated access category.

NOTE 2:
access categories 9-31 are not shown as they are reserved.

NOTE 3:
access categories 32-63 are not shown since the criterias for operator classification are not known yet.


2.2.3 Access category selection assistance information
In order to enable determination of applicability of access category 1 and of access category 2 according to 3GPP TS 22.261 [3], the AS layer provides to the upper layers as shown in figure 1 an access category selection assistance information consisting of:

a)
information whether the access category 1 is applicable to:

1)
a UE with access classes 11 configured in UICC;

2)
a UE with access classes 12 configured in UICC;

3)
a UE with access classes 13 configured in UICC;

4)
a UE with access classes 14 configured in UICC;

5)
a UE with access classes 15 configured in UICC; or

6)
any combination of these; and
b)
information whether the access category 2 is applicable to:

1)
a UE configured for delay tolerant service and registered in UE’s HPLMN or UE's EHPLMN;

2)
a UE configured for delay tolerant service and registered in UEs' most preferred VPLMN;

3)
a UE configured for delay tolerant service and registered in a PLMN other than UE’s HPLMN, other than UE's EHPLMN and other than UEs' most preferred VPLMN; or

4)
any combination of these.
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Figure 1: AS - NAS interface for providing access category selection assistance information.
2.2.4 Enforcement of unified access control
Given:

-
that access attempts for some access categories (e.g. access category 7 and access category 8 as indicated in table 3) need to be blocked in several layers; and 

-
that there needs to be only one barring timer for each access category (when the unified access control barring is activated for the access category);

the barring timer for an access category cannot always run in the same layer as the layer blocking the access attempt of the access category.

Therefore, it is proposed:

a)
the AS layer owns barring timers for all the access categories.

b)
when an access attempt of an access category is about to start as shown in figure 2, the layer indicated in the table 3 informs NAS layer about start of an access attempt of the given access category and asks the AS layer (via NAS layer) for authorization for the access category. If not authorized, the layer indicated in the table 3 blocks the access attempt. If authorized, the layer indicated in the table 3 sends the access attempt.
NOTE:
The AS layer does not perform blocking of access attempts indicated in table 1 and table 2. The AS layer can perform blocking of any AS layer specific access attempts, unrelated to transmission of NAS control plane messages and unrelated to transmission of user data packets, if defined by RAN2.

c)
when the authorized access attempt stops as shown in figure 3, the layer indicated in the table 3 informs the NAS layer about stopping of the access attempt for the category.

d)
NAS layer keeps track of access categories with an ongoing authorized access attempt and:
1)
when moving from 5GMM-IDLE mode to 5GMM-CONNECTED mode and establishing NAS signalling connection; or
2)
when moving from 5GMM-CONNECTED mode with RRC inactive indication to 5GMM-CONNECTED mode;

the NAS layer indicates an access category with an ongoing authorized access attempt as the establishment cause to the AS layer. If there are several such access categories, the NAS shall indicate one of them as the establishment cause to the AS layer.
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Figure 2: information flow when access attempt is about to start
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Figure 3: information flow when an authorized access attempt stops
4. Proposal

It is proposed to discuss and agree the proposal above.
A layer detecting an access attempt and blocking the access attempt when not authorized by the unified access control (see table 3)
AS layer
4. performs the barring test against the barring timer (if already running) and the RAN provided information. If not-authorized, starts the barring timer.
2.an access attempt  of the access category is about to start
6. authorized or not-authorized
1. detects  that an access attempt is about to start and derives an access category.
7. performs the access attempt, if authorized. 
blocks the access attempt, if not-authorized.
NAS layer
3. requests authorization for the access category
5. authorized or not-authorized



A layer detecting an access attempt and blocking the access attempt when not authorized by the unified access control 
(see  table 3)
AS layer
access category selection 
assistance information



Layer detecting an access attempt and blocking the access attempt when not authorized by the unified access control (see table 3)
1. detects that an authorized access attempt of the access category stopped
NAS layer
2. access attempt of the access category 
stopped



