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	Reason for change:
	According to 23.402, during initial attach in WLAN for Emergency Service on GTP S2b procedure, for unauthenticated UEs, the AAA server requests the IMEI from the UE if the AAA server is configured for supporting Unauthenticated Emergency Attach. Also the AAA server rejects Emergency Attach Request if the AAA server is not configured to support Unauthenticated Emergency Attach.
During the EAP-AKA’ Authentication, the identity provided by the UE is defined in clause 4.6.3. 

-
When local policies (related with local regulations) allow unauthenticated emergency sessions, the TWAN forwards the EAP payload received from the UE to the 3GPP AAA Server in the VPLMN serving the specific domain for unauthenticated emergency access;
-
If the UE includes an identity based on IMEI and the  3GPP AAA server is not configured to support Unauthenticated Emergency Attach (i.e for supporting cases c and d as defined in TS 23.401 [4] clause 4.3.12), the 3GPP AAA server shall reject the Emergency Attach Request;
-
If the UE did not include the IMEI in the identity and the 3GPP AAA server is configured for supporting Unauthenticated Emergency Attach (per cases c and d as defined in TS 23.401 [4] clause 4.3.12), the 3GPP AAA Server shall request the UE to provide its IMEI(SV). In that case the UE shall signal its IMEI(SV) to the 3GPP AAA Server. The 3GPP AAA Server forwards IMEI(SV) received from the UE to the TWAN (over STa);

Related stage 3 procedures for trusted access need to be updated.


	
	

	Summary of change:
	- For unauthenticated UEs, the AAA server requests the IMEI from the UE if the AAA server is configured for supporting Unauthenticated Emergency Attach and Mobile Equipment Identity signalling over untrusted WLAN. 
- Specify the cases where the AAA server rejects Emergency Attach Request.

	
	

	Consequences if not approved:
	Incomplete requirement

	
	

	Clauses affected:
	6.4.3.5.2A (new), 6.4.3.5.3A (new)
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	Other comments:
	This CR needs to be implemented before 24.302 CR#0596


	*** Next Change ***


6.4.3.5.2A
Usage of single-connection mode (SCM) - emergency
If the message type in the AT_TWAN_CONN_MODE attribute of the the EAP-Response/AKA'-Challenge message received from the UE indicates SCM_REQUEST and the ATTACHMENT_TYPE item in the item list field indicates emergency attach or emergency handover (see subclause 8.1.4.4): 
-
if IMSI is provided to the network but the network considers the IMSI is unauthenticated:

1)
if the AAA server is configured to accept unauthenticated emergency session over WLAN and the AT_DEVICE_IDENTITY attribute is included in the EAP-Response/AKA'-Challenge message from the UE and Identity Type field is set to either 'IMEI' or 'IMEISV', the AAA server shall construct a NAI based on the IMEI for identifying the user in the EPC as specified in 3GPP TS 23.003 [3] and authorize the requested connectivity. The AAA server shall invoke an EAP-Request/AKA'-Notification dialogue (see subclause 6.4.3.5) and indicate success in the AT_NOTIFICATION attribute of the EAP-Request/AKA'-Notification message; or
2)
if the AAA server is not configured to accept unauthenticated emergency session over WLAN or the AT_DEVICE_IDENTITY attribute is not included in the EAP-Response/AKA'-Challenge message from the UE, the AAA server shall reject the PDN connection and invoke an EAP-Request/AKA'-Notification dialogue (see subclause 6.4.3.5). The AAA server shall indicate failure in the AT_NOTIFICATION attribute and include a CAUSE item indicating "IMEI not accepted" (see subclause 8.1.4.10) in the item list field of the EAP-Request/AKA'-Notification message; or
Editor's note (WID: SEW2-CT, CR#0597): Usage of "IMEI not accepted" as the failure cause is FFS.

-
if IMSI is not provided to the network and the UE included the IMEI in the identity:

1)
if the AAA server is configured to accept unauthenticated emergency session over WLAN, the AAA server shall authorize the requested connectivity. The AAA server shall invoke an EAP-Request/AKA'-Notification dialogue (see subclause 6.4.3.5) and indicate success in the AT_NOTIFICATION attribute of the EAP-Request/AKA'-Notification message; or
2)
if the AAA server is not configured to accept unauthenticated emergency session over WLAN, the AAA server shall reject the PDN connection and invoke an EAP-Request/AKA'-Notification dialogue as specified in subclause 6.4.3.5. The AAA server shall indicate failure in the AT_NOTIFICATION attribute and include a CAUSE item indicating "IMEI not accepted" (see subclause 8.1.4.17) in the item list field of the EAP-Request/AKA'-Notification message.
6.4.3.5.3A
Usage of multi-connection mode (MCM) - emergency
If the message type in the AT_TWAN_CONN_MODE attribute of the the EAP-Response/AKA'-Challenge message received from the UE indicates MCM_REQUEST and the ATTACHMENT_TYPE item in the item list field indicates emergency attach or emergency handover (see subclause 8.1.4.4): 
-
if IMSI is provided to the network but the network considers the IMSI is unauthenticated:

1)
if the AAA server is configured to accept unauthenticated emergency session over WLAN and the AT_DEVICE_IDENTITY attribute is included in the EAP-Response/AKA'-Challenge message from the UE and Identity Type field is set to either 'IMEI' or 'IMEISV', the AAA server shall construct a NAI based on the IMEI for identifying the user in the EPC as specified in 3GPP TS 23.003 [3] and authorize the requested connectivity. The AAA server shall invoke an EAP-Request/AKA'-Notification dialogue (see subclause 6.4.3.5) and indicate success in the AT_NOTIFICATION attribute of the EAP-Request/AKA'-Notification message; or
2)
if the AAA server is not configured to accept unauthenticated emergency session over WLAN or the AT_DEVICE_IDENTITY attribute is not included in the EAP-Response/AKA'-Challenge message from the UE, the AAA server shall reject the PDN connection and invoke an EAP-Request/AKA'-Notification dialogue (see subclause 6.4.3.5). The AAA server shall indicate failure in the AT_NOTIFICATION attribute and include a CAUSE item indicating "IMEI not accepted" (see subclause 8.1.4.10) in the item list field of the EAP-Request/AKA'-Notification message; or
Editor's note (WID: SEW2-CT, CR#0597): Usage of "IMEI not accepted" as the failure cause is FFS.
-
if IMSI is not provided to the network and the UE included the IMEI in the identity:

1)
if the AAA server is configured to accept unauthenticated emergency session over WLAN, the AAA server shall authorize the requested connectivity. The AAA server shall invoke an EAP-Request/AKA'-Notification dialogue (see subclause 6.4.3.5) and indicate success in the AT_NOTIFICATION attribute of the EAP-Request/AKA'-Notification message; or
2)
if the AAA server is not configured to accept unauthenticated emergency session over WLAN, the AAA server shall reject the PDN connection and invoke an EAP-Request/AKA'-Notification dialogue as specified in subclause 6.4.3.5. The AAA server shall indicate failure in the AT_NOTIFICATION attribute and include a CAUSE item indicating "IMEI not accepted" (see subclause 8.1.4.17) in the item list field of the EAP-Request/AKA'-Notification message.
	*** End Change ***


