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	Reason for change:
	The inclusion of the 5GPRUK ID in the RELAY KEY ACCEPT message has changed to be mandatory (rather than optional), as specified now in TS 33.503 clause 6.3.3.3.2 (due to the change done in S3-222377) as following:

The AUSF of the 5G ProSe Remote UE shall also include the 5GPRUK ID in the message.

…

The 5GPRUK ID is sent from the AMF of the 5G ProSe UE‑to-Network Relay to UE-to-Network Relay.


Hence this shall be corrected in stage-3 spec.

Also it is not specified what the UE shall do with the received 5GPRUK ID. Actually the UE shall store this parameter once received, in order to be used later in the Remote UE Report procedure. This shall be specified.


	
	

	Summary of change:
	
1- The inclusion of the 5GPRUK ID in the RELAY KEY ACCEPT message is changed to be mandatory.

2- Specifying that the UE shall store the received 5GPRUK ID to be used in the Remote UE Report procedure.

NOTE: The name of 5GPRUK ID is changed to CP-PRUK ID in the newly added text in the spec, in order to match last agreements made by SA3.


Backward compatibility analysis:
The CR is backward incompatible because it removes one octet from an IE which may impact the decoding of that IE at the receiver side. However the change is necessary since it aligns with the design made by SA3 and removes possible security issues as described in the cover page. Moreover the 5G_ProSe in Rel-17 has just reached completion in CT1 August's meeting, i.e. just short time ago, which makes it possible to introduce this change.


	
	

	Consequences if not approved:
	The Relay UE would not always get the 5GPRUK ID from the AMF which may lead to confusion for Relay UE regarding which 5GPRUK ID shall be used. Also misalignment happens with SA3 design for the feature.

Also unclarity what the UE shall do with the received 5GPRUK ID.
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***** First change *****
[bookmark: _Toc114484728]5.5.4.4	UE-initiated authentication and key agreement procedure accepted by the network
Upon receiving the RELAY KEY REQUEST message, the AMF processes the message and interacts with the AUSF as specified in 3GPP TS 33.503 [56]. If EAP-AKA' authentication for the 5G ProSe UE-to-network relay is initiated by the network, the AMF shall:
a)	create a RELAY AUTHENTICATION REQUEST message;
b)	set the PRTI IE of the RELAY AUTHENTICATION REQUEST message to the PRTI value of the received RELAY KEY REQUEST message;
c)	set the EAP message IE of the RELAY AUTHENTICATION REQUEST message to EAP request message received from the AUSF; and
d)	send the RELAY AUTHENTICATION REQUEST message to the UE.
Upon receiving the RELAY AUTHENTICATION REQUEST message, the UE stops the timer T3527 and forwards the EAP message to the 5G ProSe remote UE as specified in 3GPP TS 24.554 [19E].
Upon receiving the EAP response message from the 5G ProSe remote UE as specified in 3GPP TS 24.554 [19E], the UE shall:
a)	create a RELAY AUTHENTICATION RESPONSE message;
b)	set the PRTI IE of the RELAY AUTHENTICATION RESPONSE message to the PRTI value of the received RELAY AUTHENTICATION REQUEST message;
c)	set the EAP message IE of the RELAY AUTHENTICATION RESPONSE message to EAP request message received from the 5G ProSe remote UE; and
d)	start a timer T3527 upon sending the RELAY AUTHENTICATION RESPONSE message to the AMF.
After receiving the RELAY AUTHENTICATION RESPONSE message, the AMF may send a new RELAY AUTHENTICATION REQUEST message carrying EAP request message according to further handling of EAP-AKA' authentication from the AUSF as specified in 3GPP TS 33.503 [56]. The UE repeats the handling of the RELAY AUTHENTICATION REQUEST message as described above.
Upon receiving the message from the AUSF that the authentication is successful, the AMF shall:
a)	create a RELAY KEY ACCEPT message;
b)	set the PRTI IE of the RELAY KEY ACCEPT message to the PRTI value of the RELAY KEY REQUEST message;
c)	include the EAP message IE of the RELAY KEY ACCEPT message set to EAP-success message received from the AUSF, if any;
d)	include the relay key response parameters IE of the RELAY KEY ACCEPT message set to KNR_ProSe and nonce_2 received from AUSF; and
e)	include the 5GPRUK ID, if provided by AUSF, in the relay key response parameters IE of the RELAY KEY ACCEPT message.
Upon receiving the RELAY KEY ACCEPT message, the UE shall forward the EAP-success message, if any, and nonce_2 to the 5G ProSe remote UE as specified in 3GPP TS 24.554 [19E], and considers the authentication asis completed successfully. The UE shall store the CP-PRUK ID to be used in the remote UE report procedure as specified in clause 6.6.2.2.
***** Next change *****
[bookmark: _Toc114485505]9.11.3.90	Relay key response parameters
The purpose of the relay key response parameters information element is to transport the parameters of the key response for 5G ProSe UE-to-network relay as specified in 3GPP TS 33.503 [56].
The relay key response parameters information element is coded as shown in figure 9.11.3.90.1 and table 9.11.3.90.1.
The relay key response parameters is a type 6 information element.
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	octet 45
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5GPRUK ID
	octet 523*

octet m*


Figure 9.11.3.90.1: Relay key response parameters information element
Table 9.11.3.90.1: Relay key response parameters information element
	5GPRUK ID indication (5GPII) (octet 4, bit 1)
Bit
1
0	5GPRUK ID not included
1	5GPRUK ID included

Key KNR_ProSe (octet 5 to 356)
Key KNR_ProSe contains a 256-bit root key that is established between the two entities that communicating using NR PC5 unicast link as defined in 3GPP TS 33.503 [56].

Nonce_2 (octet 367 to 512)
Nonce_2 is the 128-bit nonce value as defined in 3GPP TS 24.554 [19E].

5GPRUK ID (octet 523 to m)
The 5GPRUK ID is defined in 3GPP TS 33.503 [56].




***** End of changes *****

