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	Reason for change:
	SA2 has agreed CR S2-2207397 which clarified the procedures for Authorization of service specific configuration with following update on Service Specific Authorization Create and UpdateNotify operations:

· Parameters of the authorization request/responses (NEF-UDM): 
· Update notification address for sending notifications to NEF is defined as mandatory. 
· AF Id is optional input in the authorization request to UDM. 
· SUPI/Internal Group ID are included in the authorization response. 
· Validity time provided by UDM to NEF in response to authorization request of service parameter provisioning is removed.

· Parameters in update authorization notification (UDM-NEF):
· SUPI/Internal Group ID are included in the request.
· Cause of the update authorization notification is defined as part of the request and not the response. 
· Service type is defined as mandatory input in the request. 
· MTC provider and AF id are included as optional input in the request.

Updated service operation definitions as following (yellow marked deviation with TS 29.503).
[bookmark: _Toc106194037]5.2.3.8.2	Nudm_ServiceSpecificAuthorisation_Create service operation
Service operation name: Nudm_ServiceSpecificAuthorisation_Create
Description: The consumer requests authorisation for a specific service configuration.
Inputs, Required: GPSI or External Group Id, DNN, S-NSSAI, Service Type (e.g. AF guidance for URSP), Update Notification address.
Inputs, Optional: MTC Provider Information, AF ID.
Outputs, Required: Authorisation result indication, SUPI or Internal Group Id, Service Specific Authorization Id.
Outputs, Optional: Validity Time (Removed).
[bookmark: _Toc106194038]5.2.3.8.3	Nudm_ServiceSpecificAuthorisation_UpdateNotify service operation
Service operation name: Nudm_ServiceSpecificAuthorisation_UpdateNotify
Description: This service operation is used by the UDM to notify a Service Specific Authorisation Update to NF consumer.
Inputs, Required: GPSI or External Group Id, SUPI or Internal Group Id, Status, Cause (e.g. subscription withdrawal, DNN associated to the authorization is removed from UE subscription).
Inputs, Optional: DNN, S-NSSAI, Service Type (e.g. AF guidance for URSP), MTC Provider Information, AF ID.
Outputs, Required: None.


	
	

	Summary of change:
	1/ Adjust the parameters for Service Specific Authorization Create and UpdateNotify service operations.

2/ Remove 204 response code from Authorize Service operation

3/ Define enumeration InvalidCause indicating the reason why authorization becomes invalid.

4/ Update OpenAPI accordingly.
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*** First Change ***
[bookmark: _Toc114764306]5.9.2.2.2	Service Specific Authorization Data Retrieval
[bookmark: _Hlk117674449]Figure 5.9.2.2.2-1 shows a scenario where the NF service consumer (e.g. NEF) sends a request to the UDM to receive the service specific authorization for the service parameters for an individual UE or a group of UEs (see also 3GPP TS 23.502 [3] figure 4.15.6.10-1 step 27a-1). The request contains the UE's identity (/{ueIdentity}), service type, and service parameters (ServiceSpecificAuthorizationInfo) associated with the UE's identity. The response from UDM may contain the authorization result (AuthorizationData).



Figure 5.9.2.2.2-1: Requesting a UE's Authorization Data for a specific service
1.	The NF service consumer (e.g. NEF) sends a POST request to invoke "authorize" custom method on the resource representing the UE's subscribed information for service identified by the service type of a UE or a group of UEs. The payload of the request shall be an object of "ServiceSpecificAuthorizationInfo" which should contain the callback URI and may contain S-NSSAI, DNN, MTC Provider Information, AF IDcallback URI.

If MTC Provider information and/or AF ID are received in the request, the UDM shall check whether the MTC Provider and/or the AF is allowed to perform this operation for the UE; otherwise, the UDM shall skip the MTC provider and/or AF authorization check.
2a.	If S-NSSAI, DNN and service type received in the request are allowed or is part of the UE's subscription data or group data (for a request targeting a group), UDM shall respond successfully with "200 OK" HTTP response. The message body shall include the ServiceSpecificAuthorizationData object containing the SUPI of the UE (or the Internal Group Identifier mapped from External Group ID if the request is targeting a group) and the Service Specific Authorization Id.to the NF service consumer. On success:
-	if the request targeting a group is authorized successfully and the authorisation result is not valid permanently, the UDM responds with "200 OK" with the message body containing the ServiceSpecificAuthorizationData with the validityTime as relevant for the requesting NF service consumer,
-	if the individual UE is authorized successfully, the UDM responds with the message body containing the ServiceSpecificAuthorizationData with the SUPI of the UE, the UDM may also include the validityTime to the NF service consumer if the authorisation result is not valid permanently;
2b.	If the request targeting a group is authorized successfully, and the authorisation result is valid permanently, the UDM responds with "204 No Content".
2bc.	If there is no valid AuthorizationData for the UE Identity or unknown UE Identity, HTTP status code "404 Not Found" shall be returned including additional error information in the response body (in the "ProblemDetails" element).
2dc. If S-NSSAI and/or DNN are not authorized for the service type according to the UE's subscription (including group data associated to the UE), or MTC Provider or AF are not allowed to perform this operation for the UE, HTTP status code "403 Forbidden" shall be returned including additional error information in the response body (in the "ProblemDetails" element).
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.

*** Next Change ***
[bookmark: _Toc114764309]5.9.2.3.2	Service Specific Authorization Data Update Notification
Figure 5.9.2.3.2-1 shows a scenario where the UDM notifies the NF service consumer (that has subscribed during Service Specific Authorization Data Retrieval to receive such notification) about authorization revoke or update of subscription data associated to the UE or group of UE (see also 3GPP TS 23.502 [3] figure 4.15.6.10-2 step 17a-2). The request contains the authUpdateCallbackUri URI as previously received by the UDM during Service Specific Authorization Data Retrieval.



Figure 5.9.2.3.2-1: Update UE's service specific authorization data
1.	The UDM sends a POST request to the updNotifyCallbackUri (as provided by the NF service consumer during Service Specific Authorization Result Retrieval) when the UEs subscription data (or group data associated to the UE) is modified so that the authorization of UEs association with the service type (and S-NSSAI, DNN if requested) is changed. When the authorization becomes invalid, the request body may include the cause indicating the reason why the authorization is invalid. The request body may also contain the MTC provider Information and the AF ID. 
2.	The NF service consumer responds with "204 No Content".
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.

*** Next Change ***
6.8.3.2.4.2.2	Operation Definition
This operation shall support the request data structures specified in table 6.8.3.2.4.2.2-1 and the response data structure and response codes specified in table 6.8.3.2.4.2.2-2.
Table 6.8.3.2.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	ServiceSpecificAuthorizationInfo
	M
	1
	This IE shall indicate the information for service specific authorization, which should contain the callback URI and may contain S-NSSAI, DNN, MTC Provider Information, AF ID, callback URI.



Table 6.8.3.2.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	ServiceSpecificAuthorizationData
	M
	1
	200 OK
	Upon success, a response body containing the GPSI and SUPI or Internal Group Identifier mapped from External Group ID, and/or the validity time Service Specific Authorization Id shall be returned.

	n/a
	
	
	204 No Content
	If the request targeting a group is authorized successfully and the authorisation result is valid permanently, an empty response body shall be returned.

	ProblemDetails
	O
	1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- USER_NOT_FOUND

	ProblemDetails
	O
	0..1
	403 Forbidden
	The "cause" attribute may be used to indicate one of the following application errors:
- DNN_NOT_ALLOWED
- MTC_PROVIDER_NOT_ALLOWED
- AF_INSTANCE_NOT_ALLOWED
- SNSSAI_NOT_ALLOWED
- SERVICE_TYPE_NOT_ALLOWED

	NOTE:	In addition, common data structures as listed in table 5.2.7.1-1 of 3GPP TS 29.500 [4] are supported.



*** Next Change ***
[bookmark: _Toc114765006]6.8.5.2	Service Specific Data Update Notification
The POST method shall be used for Service Specific Data Update Notifications and the Call-back URI shall be provided during the Service Specific Authorization Data Retrieval procedure. UDM should continuously generate Service Specific Authorization Data Update Notifications to service consumer (NEF) for UE for the event until validity time related to the UE expires, and if validity time expires, it indicates unsubscription to notification for the UE.
Resource URI: {authUpdateCallbackUri}
Support of URI query parameters are specified in table 6.8.5.2-1.
Table 6.8.5.2-1: URI query parameters supported by the POST method
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Support of request data structures is specified in table 6.8.5.2-2 and of response data structures and response codes is specified in table 6.8.5.2-3.
Table 6.8.5.2-2: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	AuthUpdateNotification
	M
	1
	



Table 6.8.5.2-3: Data structures supported by the POST Response Body
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Upon success, an empty response body shall be returned.

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- CONTEXT_NOT_FOUND

	NOTE:	In addition common data structures as listed in table 6.8.7-1 are supported.



*** Next Change ***
[bookmark: _Toc114765008]6.8.6.1	General
This clause specifies the application data model supported by the API.
Table 6.8.6.1-1 specifies the structured data types defined for the Nudm_SSAU service API. For simple data types defined for the Nudm_SSAU service API see table 6.8.6.3.2-1.
Table 6.8.6.1-1: Nudm_SSAU specific Data Types
	Data type
	Clause defined
	Description

	AuthUpdateNotification
	6.8.6.2.2
	

	AuthUpdateInfo
	6.8.6.2.3
	

	ServiceSpecificAuthorizationInfo
	6.8.6.2.4
	

	ServiceSpecificAuthorizationData
	6.8.6.2.5
	Authorization Response for a specific service

	AuthorizationUeId
	6.8.6.2.6
	UE Id of the Authorization Data

	ServiceType
	6.8.6.3.2
	Service Type of the Authorization

	InvalidCause
	6.8.6.3.x
	Authorization Invalid Cause



Table 6.8.6.1-2 specifies data types re-used by the Nudm_SSAU service API from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nudm_SSAU service API.
Table 6.8.6.1-2: Nudm_SSAU re-used Data Types
	Data type
	Reference
	Comments

	AuthorizationData
	6.6.6.2.2
	

	Dnn
	3GPP TS 29.571 [7]
	Data Network Name with Network Identifier only.

	Snssai
	3GPP TS 29.571 [7]
	

	ExternalGroupId
	3GPP TS 29.571 [7]
	

	GroupId
	3GPP TS 29.571 [7]
	


[bookmark: _Toc114765012]
*** Next Change ***
[bookmark: _Toc114765011]6.8.6.2.2	Type: AuthUpdateNotification
Table 6.8.6.2.2-1: Definition of type AuthUpdateNotification
	Attribute name
	Data type
	P
	Cardinality
	Description

	serviceType
	ServiceType
	M
	1
	Specific service for which the authorization is updated

	snssai
	Snssai
	C
	0..1
	Identifies the Single Network Slice.

	dnn
	Dnn
	C
	0..1
	Identifies the DNN, shall contain the Network Identifier only.

	authUpdateInfoList
	array(AuthUpdateInfo)
	M
	1..N
	List of AuthUpdateInfo.

	mtcProviderInformation
	MtcProviderInformation
	O
	0..1
	When present, this IE shall indicate the MTC provider information for the Service Specific authorization.

	afId
	string
	O
	0..1
	When present, this IE shall indicate the string identifying the originating AF.



*** Next Change ***
6.8.6.2.3	Type: AuthUpdateInfo
Table 6.8.6.2.4-1: Definition of type AuthUpdateInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	authorizationData
	ServicepecificAuthorizationData
	M
	1
	This IE shall include the Authorization data.

	invalidityInd
	boolean
	O
	0..1
	Indicates whether the authorized Service Specific authoration data is still valid or not.
true: the authorized Service Specific authoration data is not valid.
false or absent: the authorized Service Specific authoration data is valid.

	invalidCause
	InvalidCause
	O
	0..1
	This IE may be included when invalidityInd IE is included with the value true.

When present, this IE shall indicate the cause why the authorization becomes invalid.




[bookmark: _Toc114765013]*** Next Change ***
6.8.6.2.4	Type: ServiceSpecificAuthorizationInfo
Table 6.8.6.2.4-1: Definition of type ServiceSpecificAuthorizationInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	snssai
	Snssai
	C
	0..1
	This IE shall be included for following service type(s):
- AF_GUIDANCE_FOR_URSP
When present, this IE shall indicate the Single Network Slice Selection Assistance Information for the Service Specific authorization.

	dnn
	Dnn
	C
	0..1
	This IE shall be included for following service type(s):
- AF_GUIDANCE_FOR_URSP
When present, this IE shall indicate the DNN for the Service Specific authorization, shall contain the Network Identifier only.

	mtcProviderInformation
	MtcProviderInformation
	C
	0..1
	This IE shall be included if available.
When present, this IE shall indicate the MTC provider information for the Service Specific authorization.

	authUpdateCallbackUri
	Uri
	O
	0..1
	A URI provided by NEF to receive (implicitly subscribed) notifications on authorization data update.
The authUpdateCallbackUri URI shall have unique information within NEF to identify the authorized result.

(NOTE)

	afId
	string
	O
	0..1
	When present, indicates the string identifying the originating AF.

	nefId
	NefId
	O
	0..1
	When present, this IE shall contain the ID of the requesting NEF.

	NOTE:	The NEF should always include the authUpdateCallbackUri IE to receive the change of Service Specific Authorization Data from the UDM.




*** Next Change ***
[bookmark: _Toc114765014]6.8.6.2.5	Type: ServicepecificAuthorizationData
Table 6.8.6.2.5x-1: Definition of type ServiceSpecificAuthorizationData
	Attribute name
	Data type
	P
	Cardinality
	Description

	authorizationUeId
	AuthorizationUeId
	C
	0..1
	This IE shall be present for the service specific authorisation of the individual UE.

	extGroupId
	ExternalGroupId
	C
	0..1
	This IE shall be present for the service specific authorisation of the group of UEs.

	IntGroupId
	GroupId
	C
	0..1
	This IE shall be present for the service specific authorisation of the group of UEs.

When present, this IE shall indicate the Internal Group identifier mapped from the External Group Identifier indicated by extGroupId IE.


	validityTime
	DateTime
	O
	0..1
	Indicates the granted validity time of the authorisation result.
If absent, it indicates the authorisation result is valid permanently

	authId
	string
	C
	0..1
	This IE shall be included in a successful Service Specific Authorization response.

When present, this IE shall indicate the Id of the Service Specific Authorization.




*** Next Change ***
[bookmark: _Toc114765018]6.8.6.3.x	Enumeration: InvalidCause
Table 6.8.6.3.2-1: Enumeration InvalidCause
	Enumeration value
	Description

	"SUBSRIPTION_WITHDRAWAL"
	Indicates that the authorization becomes invalid due to UE Subscription withdrawal.

	"DNN_REMOVED"
	Indicates that the authorization becomes invalid because the DNN associated to the authorization is removed from UE subscription.

	"SLICE_REMOVED"
	Indicates that the authorization becomes invalid because the Slice associated to the authorization is removed from UE subscription.

	"AUTHORIZATION_REVOKED"
	Indicates that the authorization is revoked at the UDM.




*** Next Change ***
[bookmark: _Toc114765065]A.9	Nudm_SSAU API
openapi: 3.0.0

************************** Text Skipped for Clarity ***********************
paths:
  /{ueIdentity}/{serviceType}/authorize:
    post:
      summary: Authorization for the Service specific parameters in the request.
      operationId: ServiceSpecificAuthorization
      tags:
        - Service specific authorization request
      parameters:
        - name: ueIdentity
          in: path
          description: Represents the scope of the UE for which the Service Specific Parameters are authorized. Contains the GPSI of the user or the external group ID.
          required: true
          schema:
            type: string
            pattern: '^(msisdn-[0-9]{5,15}|.+|extid-[^@]+@[^@]+|extgroupid-[^@]+@[^@]+)$'
        - name: serviceType
          in: path
          description: Represents the specific service for which the Service Specific Parameters are authorized.
          required: true
          schema:
            $ref: '#/components/schemas/ServiceType'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/ServiceSpecificAuthorizationInfo'
        required: true
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/ServiceSpecificAuthorizationData'
        '204':
          description: Successful response
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error

************************** Text Skipped for Clarity ***********************

    AuthUpdateNotification:
      description: Represents an authorization update notification.
      type: object
      required:
        - serviceType
        - authUpdateInfoList
      properties:
        serviceType:
          $ref: '#/components/schemas/ServiceType'
        snssai:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Snssai'
        dnn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'
        authUpdateInfoList:
          type: array
          items:
            $ref: '#/components/schemas/AuthUpdateInfo'
          minItems: 1
        mtcProviderInformation:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/MtcProviderInformation'
        afId:
          type: string

    AuthUpdateInfo:
      description: Represents authorization update information.
      type: object
      required:
        - authorizationData
      properties:
        authorizationData:
          $ref: '#/components/schemas/ServiceSpecificAuthorizationData'
        invalidityInd:
          type: boolean
        invalidCause:
          $ref: '#/components/schemas/InvalidCause'


    ServiceSpecificAuthorizationInfo:
      description: Authorization information for a specific service
      type: object
      properties:
        snssai:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Snssai'
        dnn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'
        mtcProviderInformation:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/MtcProviderInformation'
        authUpdateCallbackUri:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        afId:
          type: string
        nefId:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/NefId'

    ServiceSpecificAuthorizationData:
      description: Authorization Response for a specific service.
      type: object
      properties:
        authorizationUeId:
          $ref: '#/components/schemas/AuthorizationUeId'
        extGroupId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/ExternalGroupId'
        intGroupId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/GroupId'
        validityTime:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
        authId:
          type: string

    AuthorizationUeId:
      description: UE Id of the Authorization Data.
      type: object
      required:
        - supi
      properties:
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'



# SIMPLE TYPES:



# ENUMS:

    ServiceType:
      anyOf:
        - type: string
          enum:
          - AF_GUIDANCE_FOR_URSP
        - type: string
          description: >
            This string provides forward-compatibility with future
            extensions to the enumeration but is not used to encode
            content defined in the present version of this API.
      description: >
        Possible values are
        - AF_GUIDANCE_FOR_URSP

    InvalidCause:
      anyOf:
        - type: string
          enum:
          - SUBSRIPTION_WITHDRAWAL
          - DNN_REMOVED
          - SLICE_REMOVED
          - AUTHORIZATION_REVOKED
        - type: string
          description: >
            This string provides forward-compatibility with future
            extensions to the enumeration but is not used to encode
            content defined in the present version of this API.
      description: >
        Possible values are
        - SUBSRIPTION_WITHDRAWAL
        - DNN_REMOVED
        - SLICE_REMOVED
        - AUTHORIZATION_REVOKED

************************** Text Skipped for Clarity ***********************

*** End of Changes ***
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