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When forwarding a DNS Response message to the UE, based on configuration, the EASDF shall either remove any received ECS option or, if an ECS option was received in the DNS Query from the UE, replace it with the latter ECS option. 
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* * * First Change * * * *
[bookmark: _Toc85462078][bookmark: _Toc88667339][bookmark: _Toc106636042]5.2.3.4	Actions applicable to DNS message
[bookmark: _Toc85462079][bookmark: _Toc88667340][bookmark: _Toc106636043]5.2.3.4.1	General
Each DNS rule shall be provisioned with the list of actions to apply to all DNS messages matching the DNS rule.
The SMF may request the EASDF to apply one or more of the following actions:
1)-	REPORT DNS message content to the SMF.
	The SMF may further request the EASDF to send a report only once to the SMF, i.e. only when a first DNS message matches any MDT of the DNS rule. If so, the EASDF shall skip this action (i.e. report to SMF) for any subsequent DNS message matching the DNS rule.
	The SMF may further request the EASDF to reset the reporting-once indication, in which case the EASDF shall send (only) one more report at the next DNS message that matches the DNS rule.
2)-	BUFFER DNS message.
3)-	FORWARD DNS message.
The SMF may further request the EASDF to set the destination IP address of the DNS Query message to a specific DNS Server address. The DNS Server address may either be included in the DNS rule or in a Baseline DNS Action Information Template (BD AIT); in the latter case, the DNS rule shall refer to the corresponding BD AIT ID. If no DNS Server address is provided by the SMF, the EASDF shall forward the DNS message to a locally pre-configured DNS server/resolver.
The SMF may request the EASDF to include build an EDNS Client Subnet (ECS) option to be included in the DNS Query message as defined in IETF RFC 7871 [18], or to be used for replacing the ECS option if an ECS option is received in the DNS Query message from the UE. The information for the EASDF to build the ECS option may either be included in the DNS rule or in a Baseline DNS Action Information Template (BD AIT); in the latter case, the DNS rule shall refer to the corresponding BD AIT ID. 
When forwarding a DNS Query message, if the SMF did not request the EASDF to build an ECS option, the EASDF shall remove the ECS option received from the UE in the DNS Query, if any.   
When forwarding a DNS Response message to the UE, based on configuration, the EASDF shall either remove any received ECS option or, if an ECS option was received in the DNS Query from the UE, replace it with the latter ECS option. 

4)-	DISCARD DNS message.
The SMF may change the list of actions associated to a DNS rule (other than a One-Time DNS rule), e.g. to replace the actions to REPORT and BUFFER DNS Query messages to the SMF by the action to FORWARD the DNS messages. In such a case, any earlier buffered DNS message (matching the DNS rule) and any further incoming DNS message shall be processed according to the new instructions received from the SMF, e.g. they shall all be forwarded. The SMF may alternatively request the EASDF to apply certain actions to a specific DNS message by creating a One-Time DNS rule as defined in clause 5.2.3.2.4.

* * * Next Change * * * *
[bookmark: _Toc85462139][bookmark: _Toc88667400][bookmark: _Toc106636098]6.1.6.2.11	Type: ForwardingParameters
Table 6.1.6.2.11-1: Definition of type ForwardingParameters
	Attribute name
	Data type
	P
	Cardinality
	Description

	ecsOptionInfo
	EcsOptionInfo
	O
	0..1
	Information to build optional EDNS Client Subnet (ECS) option to be included in the DNS Query as defined in IETF RFC 7871 [18], or to be used for replacing the ECS option received in the DNS Query message from the UE.

	dnsServerAddressInfo
	DnsServerAddressInfo
	O
	0..1
	DNS Server Address Information to be used as destination address of the outgoing DNS Query 



* * * Next Change * * * *
[bookmark: _Toc88667405][bookmark: _Toc106636103]6.1.6.2.16	Type: EcsOptionInfo
Table 6.1.6.2.16-1: Definition of type EcsOptionInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	ecsOption
	EcsOption
	C
	0..1
	Information to build optional EDNS Client Subnet (ECS) option to be included in the DNS Query as defined in IETF RFC 7871 [18], or to be used for replacing the ECS option received in the DNS Query message from the UE. (NOTE 1)

	baseDnsAitId
	BaselineDnsAitId
	C
	0..1
	Identifier of the Baseline DNS Action Information Template that contains information to build optional EDNS Client Subnet (ECS) option to be included in the DNS Query as defined in IETF RFC 7871 [18], or to be used for replacing the ECS option received in the DNS Query message from the UE. 
(NOTE 1, NOTE 2)

	NOTE 1:	Either the ecsOption IE or the baseDnsAitId IE shall be present.
NOTE 2:	The referenced baseline DNS Action Information Template may contain other information beyond the information to build the ECS option, in which case the EADSF shall only apply the information to build the ECS option. 



* * * Next Change * * * *
[bookmark: _Toc88667456][bookmark: _Toc106636145]6.2.6.2.5	Type: BaselineDnsAit
Table 6.2.6.2.5-1: Definition of type BaselineDnsAit
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	aitId
	string
	M
	1
	Identifier of the DNS message handling action within the baseline DNS pattern
	

	label
	string
	O
	0..1
	Baseline DNS AIT's label
(NOTE)
	

	ecsOption
	EcsOption
	C
	0..1
	Information to build optional EDNS Client Subnet (ECS) option to be included in the DNS Query as defined in IETF RFC 7871 [18], or to be used for replacing the ECS option received in the DNS Query message from the UE.
	

	dnsServerAddressList
	array(IpAddr)
	C
	1..N
	DNS Server Address to be used as destination address of the outgoing DNS Query More than one IP address may be provided for resiliency.
	

	NOTE:	This attribute may contain free information describing the scope of the baseline DNS AIT. It may be used e.g. for trouble-shooting.



* * * End of Changes * * * *
