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	Reason for change:
	SA3 has specified in TS 33.503 the following requirements for integrity protection of the DCR message:

[bookmark: _Toc106364536][bookmark: _Toc106372402]6.3.5.3	Integrity protection of DCR
The 5G ProSe Remote UE integrity protects the DCR message using the code-receiving security parameters used for discovery. The integrity protection of the DCR message is performed after the privacy protection of PRUK ID and RSC.
The 5G ProSe UE-to-Network Relay, on receiving the DCR message, verifies the integrity of the received DCR message using the code-sending security parameters used for discovery. If the integrity verification of the DCR fails, the 5G ProSe UE-to-Network Relay shall abort the PC5 direct link establishment procedure.
…etc.

The abnormal case when integrity verification of the DCR fails at the target UE (the Relay UE) needs to be reflected into stage-3 spec.


	
	

	Summary of change:
	Specifying the abnormal case when integrity verification of the DCR fails at the target UE, where the DCR procedure shall be aborted.

	
	

	Consequences if not approved:
	No stage-3 handling for the abnormal case when integrity verification of the DCR fails.
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[bookmark: _Hlk107395363]***** First change *****
[bookmark: _Toc68196221][bookmark: _Toc59208893][bookmark: _Toc51951139][bookmark: _Toc45882589][bookmark: _Toc45282203][bookmark: _Toc34404375][bookmark: _Toc34388604][bookmark: _Toc25070689][bookmark: _Toc106698237]7.2.2.6.2	Abnormal cases at the target UE
For a received PROSE DIRECT LINK ESTABLISHMENT REQUEST message from a source layer-2 ID (for unicast communication), if the target UE already has an existing link established to the UE known to use the same source layer-2 ID, the same source user info, the same type of data (IP or non-IP) and the same security policy, the UE shall process the new request. However, the target UE shall only delete the existing 5G ProSe direct link context after the new link establishment procedure succeeds.
NOTE:	The type of data (e.g., IP or non-IP) is indicated by the optional IP address configuration IE included in the corresponding PROSE DIRECT LINK SECURITY MODE COMPLETE message, i.e., the type of data for the requested link is IP type if this IE is included and the type of data for the requested link is non-IP if this IE is not included.
If the PROSE DIRECT LINK ESTABLISHMENT REQUEST message is for 5G ProSe direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, after the target UE decrypts the encrypted relay service code using the DUIK, DUSK, or DUCK with the associated encrypted bitmask used for 5G ProSe UE-to-network relay discovery, if the relay service code does not match with the one that the target UE has sent during 5G ProSe UE-to-network relay discovery procedure, then the target UE shall abort the 5G ProSe direct link establishment procedure.
If the PROSE DIRECT LINK ESTABLISHMENT REQUEST message is for 5G ProSe direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, the message is integrity protected and the integrity verification of the message fails at the target UE, then the target UE shall abort the 5G ProSe direct link establishment procedure.
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