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[bookmark: _Hlk107395363]***** First change *****
[bookmark: _Toc106698038]3.2	Abbreviations
[bookmark: clause4]For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
5G DDNMF	5G Direct Discovery Name Management Function
5G PKMF	5G ProSe Key Management Function
5G ProSe	5G Proximity-based Services
AA	Authentication and Authorization
AKMA	Authentication and Key Management for Applications
CTF (ADF)	Charging Trigger Function (Accounting Data Forwarding)
DN	Data Network
DUCK	Discovery User Confidentility Key
DUIK	Discovery User Integrity Key
DUSK	Discovery User Scrambling Key
GBA	Generic Bootstrapping Architecture
GFBR	Guaranteed Flow Bit Rate
GPI	GBA Push Information
LSB	Least Significant 8 Bits
MSB	Most Significant 8 Bits
MFBR	Maximum Flow Bit Rate
MIC	Message Integrity Check
NCGI	NG-RAN Cell Global ID
PC5 LINK-AMBR	PC5 Link Aggregated Bit Rate
PDUID	ProSe Discovery UE ID
PQI	PC5 5QI
ProSeP	5G ProSe Policy
PRUK	Prose Remote User Key
PSDK	Public Safety Discovery Key
RPAUID	Restricted ProSe Application User ID
RQI	Reflective QoS Indication
RSC	Relay Service Code
TTL	Time-To-Live
URSP	UE Route Selection Policy

***** Next change *****
[bookmark: _Toc106698112]6.2.6.5	Discoveree request procedure not accepted by the 5G DDNMF
If the DISCOVERY_REQUEST message cannot be accepted by the 5G DDNMF, the 5G DDNMF sends a DISCOVERY_RESPONSE message containing a <response-reject> element to the UE including an appropriate PC3a control protocol cause value.
If the application corresponding to the ProSe identifier contained in the DISCOVERY_REQUEST message is not authorised for ProSe direct discovery Model B discoveree operation, the 5G DDNMF shall send the DISCOVERY_RESPONSE message containing a <response-reject> element with PC3a control protocol cause value #1 "Invalid application".
If the RPAUID contained in the DISCOVERY_REQUEST message is unknown to the 5G DDNMF or ProSe application server, the 5G DDNMF shall send a DISCOVERY_RESPONSE message containing a <response-reject> element with PC3a control protocol cause value #9 "Unknown RPAUID".
If the RPAUID contained in the DISCOVERY_REQUEST message does not match the stored RPAUID for the requested discovery entry ID, the 5G DDNMF shall send a DISCOVERY_RESPONSE message containing a <response-reject> element with PC3a control protocol cause value #10 "Unknown or invalid discovery entry ID".
If the UE is not authorised for restricted 5G ProSe direct discovery model B discoveree operation, the 5G DDNMF shall send the DISCOVERY_RESPONSE message containing a <response-reject> element with PC3a control protocol cause value #3 "UE authorizsation failure".
If the RPAUID contained in the DISCOVERY_REQUEST message is not associated with a PDUID belonging to the requesting UE, the 5G DDNMF shall send a DISCOVERY_RESPONSE message containing a <response-reject> element with PC3a control protocol cause value #3 "UE authorizsation failure".
If the PC5 UE ciphering algorithm capability contained in the DISCOVERY_REQUEST message is not compatible with the selected PC5 ciphering algorithm for the ProSe response code and the ProSe query code, the 5G DDNMF shall send a DISCOVERY_RESPONSE message containing a <response-reject> element with PC3a control protocol cause value #19 "Not compatible PC5 UE ciphering algorithm capability".
***** Next change *****
[bookmark: _Toc59199021][bookmark: _Toc59198430][bookmark: _Toc525231030][bookmark: _Toc106698121]6.2.7.5	Discoverer request procedure not accepted by the 5G DDNMF
If the DISCOVERY_REQUEST message cannot be accepted by the 5G DDNMF, the 5G DDNMF sends a DISCOVERY_RESPONSE message containing a <response-reject> element to the UE including an appropriate PC3a control protocol cause value.
If the application corresponding to the ProSe identifier contained in the DISCOVERY_REQUEST message is not authorised for restricted 5G ProSe direct discovery Model B discoverer operation, the 5G DDNMF shall send the DISCOVERY_RESPONSE message containing a <response-reject> element with PC3a control protocol cause value #1 "Invalid application".
If the RPAUID contained in the DISCOVERY_REQUEST message is unknown to the 5G DDNMF or ProSe application server, the 5G DDNMF shall send a DISCOVERY_RESPONSE message containing a <response-reject> element with PC3a control protocol cause value #9 "Unknown RPAUID".
If the RPAUID contained in the DISCOVERY_REQUEST message does not match the stored RPAUID for the requested discovery entry ID, the 5G DDNMF shall send a DISCOVERY_RESPONSE message containing a <response-reject> element with PC3a control protocol cause value #10 "Unknown or invalid discovery entry ID".
If the UE is not authorised for restricted 5G ProSe direct discovery model B discoverer operation, the 5G DDNMF shall send the DISCOVERY_RESPONSE message containing a <response-reject> element with PC3a control protocol cause value #3 "UE authorizsation failure".
If the RPAUID contained in the DISCOVERY_REQUEST message is not associated with a PDUID belonging to the requesting UE, the 5G DDNMF shall send a DISCOVERY_RESPONSE message containing a <response-reject> element with PC3a control protocol cause value #3 "UE authorizsation failure".
If the 5G DDNMF fails to retrieve any valid target PDUIDs from ProSe application server based on the application level container contained in the DISCOVERY_REQUEST message, the 5G DDNMF shall send a DISCOVERY_RESPONSE message containing a <response-reject> element with PC3a control protocol cause value #11 "Invalid discovery target".
If the 5G DDNMF fails to retrieve any valid discoveree UE contexts for the valid target RPAUIDs contained in the application level container contained in the DISCOVERY_REQUEST message, the 5G DDNMF shall send a DISCOVERY_RESPONSE message containing a <response-reject> element with PC3a control protocol cause value #11 "Invalid discovery target".
If the PC5 UE ciphering algorithm capability contained in the DISCOVERY_REQUEST message is not compatible with the selected PC5 ciphering algorithm for the ProSe response code and the ProSe query code, the 5G DDNMF shall send a DISCOVERY_RESPONSE message containing a <response-reject> element with PC3a control protocol cause value #19 "Not compatible PC5 UE ciphering algorithm capability".
***** Next change *****
[bookmark: _Toc68196216][bookmark: _Toc59208888][bookmark: _Toc51951134][bookmark: _Toc45882584][bookmark: _Toc45282198][bookmark: _Toc34404370][bookmark: _Toc34388599][bookmark: _Toc25070684][bookmark: _Toc22039974][bookmark: _Toc106698232]7.2.2.3	5G ProSe direct link establishment procedure accepted by the target UE
Upon receipt of a PROSE DIRECT LINK ESTABLISHMENT REQUEST message, if the target UE accepts this request, the target UE shall uniquely assign a PC5 link identifier, create a 5G ProSe direct link context.
If the PROSE DIRECT LINK ESTABLISHMENT REQUEST message is for 5G ProSe direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, the target UE decrypts the encrypted relay service code and 5G PRUK ID, if received, using the DUIK, DUSK, or DUCK with the associated encrypted bitmask used for 5G ProSe UE-to-network relay discovery and verifies if the relay service code matches with the one that the target UE has sent during 5G ProSe UE-to-network relay discovery procedure.
If the 5G ProSe direct link establishment procedure is not for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, the target UE may initiate 5G ProSe direct link authentication procedure as specified in clause 7.2.12 and shall initiate 5G ProSe direct link security mode control procedure as specified in clause 7.2.10.
If the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, the target UE shall proceed with either the security procedure over control plane or the security procedure over user plane as specified in 3GPP TS 33.503 [34].
The target UE shall set the source layer-2 ID and the destination layer-2 ID as specified in clause 7.2.12 and clause 7.2.10, and store the corresponding source layer-2 ID for unicast communication and the destination layer-2 ID for unicast communication in the 5G ProSe direct link context.
If:
a)	the target user info IE is included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message and this IE includes the target UE's application layer ID; or
b)	the target user info IE is not included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message and the target UE is interested in the ProSe application(s) identified by the ProSe identifier IE in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message;
then the target UE shall either:
a)	identify an existing KNRP based on the KNRP ID included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message; or
b)	if KNRP ID is not included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message, the target UE does not have an existing KNRP for the KNRP ID included in PROSE DIRECT LINK ESTABLISHMENT REQUEST message or the target UE wishes to derive a new KNRP, derive a new KNRP. This may require performing one or more 5G ProSe direct link authentication procedures as specified in clause 7.2.12.
NOTE 1:	How many times the 5G ProSe direct link authentication procedure needs to be performed to derive a new KNRP depends on the authentication method used.
After an existing KNRP was identified or a new KNRP was derived, the target UE shall initiate a 5G ProSe direct link security mode control procedure as specified in clause 7.2.10.
Upon successful completion of the 5G ProSe direct link security mode control procedure, in order to determine whether the PROSE DIRECT LINK ESTABLISHMENT REQUEST message can be accepted or not, in case of IP communication, the target UE checks whether there is at least one common IP address configuration option supported by both the initiating UE and the target UE.
Before sending the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message to the 5G ProSe remote UE, the target UE acting as a 5G ProSe layer-3 UE-to-network relay UE shall inform the lower layer to initiate the UE requested PDU session establishment procedure as specified in 3GPP TS 24.501 [11] if:
1)	the PDU session for relaying the service associated with the RSC has not been established yet; or
2)	the PDU session for relaying the service associated with the RSC has been established but the PDU session type is Unstructured.
If the target UE accepts the 5G ProSe direct link establishment procedure, the target UE shall create a PROSE DIRECT LINK ESTABLISHMENT ACCEPT message. The target UE:
a)	shall include the source user info set to the target UE's application layer ID received from upper layers;
b)	shall include PQFI(s), the corresponding PC5 QoS parameters and optionally the ProSe identifier(s) that the target UE accepts, if the target UE is not acting as a 5G ProSe layer-2 UE-to-network relay UE;
c)	may include the PC5 QoS rule(s) if the target UE is not acting as a 5G ProSe layer-2 UE-to-network relay UE;
d)	shall include an IP address configuration IE set to one of the following values if IP communication is used and the target UE is not acting as a 5G ProSe layer-2 UE-to-network relay UE:
1)	"DHCPv4 server" if only IPv4 address allocation mechanism is supported by the target UE, i.e., acting as a DHCPv4 server; or
2)	"IPv6 router" if only IPv6 address allocation mechanism is supported by the target UE, i.e., acting as an IPv6 router; or
3)	"DHCPv4 server & IPv6 Router" if both IPv4 and IPv6 address allocation mechanism are supported by the target UE; or
4)	"address allocation not supported" if neither IPv4 nor IPv6 address allocation mechanism is supported by the target UE and the target UE is not acting as a 5G ProSe layer-3 UE-to-network relay UE;
NOTE 2:	The UE doesn't include an IP address configuration IE nor a link local IPv6 address IE, if Ethernet or Unstructured data unit type is used for communication.
e)	shall include a link local IPv6 address IE formed locally based on IETF RFC 4862 [16] if IP address configuration IE is set to "address allocation not supported", the received PROSE DIRECT LINK SECURITY MODE COMPLETE message included a link local IPv6 address IE and the target UE is neither acting as a 5G ProSe layer-2 UE-to-network relay UE nor acting as a 5G ProSe layer-3 relay UE; and
f)	shall include the configuration of UE PC5 unicast user plane security protection based on the agreed user plane security policy, as specified in 3GPP TS 33.503 [34].
After the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication and shall start timer T5090 if at least one of ProSe identifiers for the 5G ProSe direct links satisfies the privacy requirements as specified in clause 5.2.4 and clause 5.2.5.
NOTE 3:	Two UEs negotiate the PC5 DRX configuration in the AS layer, and the PC5 DRX parameter values are configured per pair of source and destination Layer-2 IDs in the AS layer, as specified in 3GPP TS 38.300 [21].
After sending the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message, the target UE shall provide the following information along with the layer-2 IDs to the lower layer, which enables the lower layer to handle the coming PC5 signalling or traffic data:
a)	the PC5 link identifier self-assigned for this 5G ProSe direct link;
b)	PQFI(s) and its corresponding PC5 QoS parameters, if available; and
c)	an indication of activation of the PC5 unicast user plane security protection for the 5G ProSe direct link, if applicable.
If the target UE accepts the 5G ProSe direct link establishment request and the 5G ProSe direct link is established not for 5G ProSe direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, then the target UE may perform the PC5 QoS flow establishment over 5G ProSe direct link as specified in clause 7.2.7. If the 5G ProSe direct link is established for 5G ProSe direct communication between the 5G ProSe layer-3 remote UE and the 5G ProSe layer-3 UE-to-network relay UE, then the target UE may perform the PC5 QoS flow establishment over 5G ProSe direct link as specified in clause 8.2.6.
***** Next change *****
[bookmark: _Toc525231401][bookmark: _Toc59198801][bookmark: _Toc75283159][bookmark: _Toc106698674]11.4.2.8	PC3a control protocol cause value
This parameter is used to indicate the particular reason why a DISCOVERY_REQUEST or MATCH_REPORT message from the UE has been rejected by the 5G DDNMF. It is an integer in the 0-255 range encoded in table 11.4.2.8.1.
Table 11.4.2.8.1: PC3a control protocol cause value
	0	Reserved

	1	Invalid Application

	2	Unknown ProSe application ID

	3	UE authorizsation failure

	4	Unknown ProSe application code

	5	Invalid MIC

	6	Invalid UTC-based counter

	7	Invalid message format

	8	Scope violation in ProSe application ID

	9	Unknown RPAUID

	10	Unknown or invalid discovery entry ID

	11	Invalid discovery target

	12	UE unauthorised for discovery with application-controlled extension

	13	UE unauthorised for on-demand announcing

	14	Missing application level container

	15	Invalid data in application level container

	16	Invalid match event

	17	No valid ProSe application code

	18	Invalid UE Identity

	19	Not compatible PC5 UE ciphering algorithm capability

	20-255	Unused



***** Next change *****
[bookmark: _Toc106698743]11.6.2.20	PC8 control protocol cause value
This parameter is used to indicate the particular reason why a PROSE_SECURITY_PARAM_REQUEST, PROSE_PRUK_REQUEST or PROSE_KEY_REQUEST message from the UE has been rejected by the 5G PKMF. It is an integer in the 0-255 range encoded in table 11.6.2.20.1.
Table 11.6.2.20.1: PC8 control protocol cause value
	0	Reserved

	3	UE authorizsation failure

	1, 2, 4-255	Unused



[bookmark: _Hlk108431860]***** Next change *****
[bookmark: _Toc525231492][bookmark: _Toc59198892][bookmark: _Toc75283250][bookmark: _Toc106698758]11.7.2.6	Cause value
This parameter is used to indicate the particular reason why the 5G DDNMF CTF (ADF) rejects PROSE_USAGE_INFORMATION_REPORT_LIST message. It is an integer in the 0-255 range encoded as follows:
0	Reserved
2	UE authorizsation failure
3	Invalid message format
10	Unable to process usage information report list
1, 4-9, 11-255		Unused
***** End of changes *****

