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* * * First Change * * * *
[bookmark: _Toc93878996][bookmark: _Toc96996766][bookmark: _Toc97197172][bookmark: _Toc105667259][bookmark: _Toc93878997][bookmark: _Toc96996767][bookmark: _Toc97197173][bookmark: _Toc105667260][bookmark: _Hlk110844842]5.1	Introduction
The Table 5.1-1 lists the services provided by the MSGin5G Sserver and corresponding service operations. A service description clause for each API gives a general description of the related API.
Table 5.1-1 List of services provided by the MSGin5G Servers
	Service Name
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	MSGS_ASRegistration
	MSGS_ASRegistration_Request
	Request/Response
	AS

	
	MSGS_ASRegistration_Deregister
	
	

	MSGS_MSGDelivery
	MSGS_MSGDelivery_ASODelivery
	Request/ Response
	AS, Legacy 3GPP Message Gateway, Non-3GPP Message Gateway

	
	MSGS_MSGDelivery_ASODeliveryReport
	
	

	
	MSGS_MSGDelivery_UEODelivery
	
	

	
	MSGS_MSGDelivery_UEODeliveryReport
	
	



Table 5.1-2 summarizes the corresponding APIs defined in this specification.
Table 5.1-2: API Descriptions
	Service Name
	Clause
	Description
	OpenAPI Specification File
	apiName
	Annex

	MSGS_ASRegistration
	8.1
	AS Registration Service
	TS29538_MSGS_ASRegistration.yaml
	msgs_asregistration
	A.2

	MSGS_MSGDelivery
	8.2
	Message Delivery Service
	TS29538_MSGS_MSGDelivery.yaml
	msgs_msgdelivery
	A.3



* * * Next Change * * * *
5.3.2.2.2	AS Originating MSGin5G Message Delivery


Figure 5.3.2.2.2-1: AS Originating MSGin5G Message Delivery
When the AS needs to send the message to the MSGin5G Server, the AS shall send the HTTP POST method as step 1 of the Figure 5.3.2.2.2-1.
The AS shall include ASMessageDelivery data structure in the payload body of the HTTP POST request.
The ASMessageDelivery data structure shall include:
-	the Originating UE Service ID/AS Service ID within the "oriAddr" attribute;
-	the Recipient Address within the "destAddr" attribute;
-	the Message ID within the "msgId" attribute;
-	the store and forward flag within the "stoAndFwInd" attribute; and
may include:
-	the Application ID within the "appId" attribute;
-	the security credentials within the "secCred" attribute;
-	the indication whether the message delivery status report is required within the "delivStReqInd" attribute;
-	the Payload within the "payload" attribute;
-	the priority type within the "priority" attribute;
-	the message segment flag within the "segInd" attribute;
-	the message segment parameters within the "segParams" attribute, this attribute may include:
-	the segmentation set identifier within the "segId" attribute;
-	the total number of message segments within the "totalSegCount" attribute;
-	the message segment number within the "segNumb" attribute; and
-	the last segment flag within the "lastSegFlag" attribute;
-	the store and forward parameters within the "stoAndFwParams" attribute, this attribute may include:
-	the message expiration time within the "exprTime" attribute;
-	The latency within the "latency" attribute.
When the MSGin5G Server receives the HTTP POST request from the AS, the MSGin5G Sserver shall make an authorization based on the information received from the AS. If the authorization is successful, the MSGin5G Server shall respond to the AS with a 200 OK message.
If errors occur when processing the HTTP POST request, the MSGin5G Server shall apply error handling procedures as specified in clause 8.2.6.
* * * Next Change * * * *
5.3.2.3.2	AS Originating Message Delivery Status Report


Figure 5.3.2.3.2-1: AS Originating MSGin5G Delivery Report
When the AS needs to send the delivery report to the MSGin5G Server, the AS shall send the HTTP POST method as step 1 of the Figure 5.3.2.3.2-1.
The AS shall include DeliveryStatusReport data structure in the payload body of the HTTP POST request.
The DeliveryStatusReport data structure shall include:
-	the Originating UE Service ID/AS Service ID within the "oriAddr" attribute;
-	the Recipient UE Service ID/AS Service ID within the "destAddr" attribute;
-	the Message ID within the "msgId" attribute;
-	the delivery status within the "delivSt" attribute; and
may include:
-	the security credentials within the "secCred" attribute; and
-	the failure cause within the "failureCause" attribute;
When the MSGin5G Server receives the HTTP POST request from the AS, the MSGin5G Sserver shall make an authorization based on the information received from the AS. If the authorization is successful, the MSGin5G Server shall respond to the AS with a 200 OK message.
If errors occur when processing the HTTP POST request, the MSGin5G Server shall apply error handling procedures as specified in clause 8.2.6.

* * * Next Change * * * *
5.3.2.4.2	UE Originating Message Delivery


Figure 5.3.2.4.2-1: Legacy 3GPP UE or Non-3GPP UE Originating MSGin5G Message Delivery
When the Legacy 3GPP Message Gateway or Non-3GPP Message Gateway (on behalf of Legacy 3GPP UE or Non-3GPP UE) needs to send the message to the MSGin5G Server, the Legacy 3GPP Message Gateway or Non-3GPP Message Gateway shall send the HTTP POST method as step 1of the Figure 5.3.2.4.2-1.
The Legacy 3GPP Message Gateway or Non-3GPP Message Gateway shall include UEMessageDelivery data structure in the payload body of the HTTP POST request.
The UEMessageDelivery data structure shall include:
-	the Originating UE Service ID/AS Service ID within the "oriAddr" attribute;
-	the Recipient Address within the "destAddr" attribute;
-	the Message ID within the "msgId" attribute; and
-	the store and forward flag within the "stoAndFwInd" attribute;
and may include:
-	the Application ID within the "appId" attribute;
-	the security credentials within the "secCred" attribute;
-	the Payload within the "payload" attribute;
-	the indication whether the message delivery status report is required within the "delivStReqInd" attribute; and
-	the message segment flag within the "segInd" attribute;
-	the message segment parameters within the "segParams" attribute, this attribute may include:
-	the segmentation set identifier within the "segId" attribute;
-	the total number of message segments within the "totalSegCount" attribute;
-	the message segment number within the "segNumb" attribute;
-	the last segment flag within the "lastSegFlag" attribute;
-	the store and forward parameters within the "stoAndFwParams" attribute, this attribute may include:
-	the message expiration time within the "exprTime" attribute;
When the MSGin5G Server receives the HTTP POST request from the Legacy 3GPP Message Gateway or Non-3GPP Message Gateway, the MSGin5G Sserver shall make an authorization based on the information received from the Legacy 3GPP Message Gateway or Non-3GPP Message Gateway. If the authorization is successful, the MSGin5G Server shall respond to the Legacy 3GPP Message Gateway or Non-3GPP Message Gateway with a 200 OK message.
If errors occur when processing the HTTP POST request, the MSGin5G Server shall apply error handling procedures as specified in clause 8.2.6.

* * * Next Change * * * *
5.3.2.5.2	UE Originating Message Delivery Status Report


Figure 5.3.2.5.2-1: Legacy 3GPP UE or Non-3GPP UE Originating MSGin5G Delivery Report
When the Legacy 3GPP Message Gateway or Non-3GPP Message Gateway (on behalf of Legacy 3GPP UE or Non-3GPP UE) needs to send the delivery report to the MSGin5G Server, the Legacy 3GPP Message Gateway or Non-3GPP Message Gateway shall send the HTTP POST method as step 1 of the Figure 5.3.2.5.2-1.
The Legacy 3GPP Message Gateway or Non-3GPP Message Gateway shall include DeliveryStatusReport data structure in the payload body of the HTTP POST request.
The DeliveryStatusReport data structure shall include:
-	the Originating UE Service ID/AS Service ID within the "oriAddr" attribute;
-	the Recipient UE Service ID/AS Service ID within the "destAddr" attribute;
-	the Message ID within the "msgId" attribute; and
-	the delivery status within the "delivSt" attribute;
and may include:
-	the security credentials within the "secCred" attribute;
-	The failure cause within the "failureCause" attribute;
When the MSGin5G Server receives the HTTP POST request from the Legacy 3GPP Message Gateway or Non-3GPP Message Gateway, the MSGin5G Sserver shall make an authorization based on the information received from the Legacy 3GPP Message Gateway or Non-3GPP Message Gateway. If the authorization is successful,  the MSGin5G Server shall respond to the Legacy 3GPP Message Gateway or Non-3GPP Message Gateway with a 200 OK message.
If errors occur when processing the HTTP POST request, the MSGin5G Server shall apply error handling procedures as specified in clause 8.2.6.
* * * Next Change * * * *
8.2.5.2.2	Type: ASMessageDelivery
Table 8.2.5.2.2-1: Definition of type ASMessageDelivery
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	oriAddr
	Address
	M
	1
	The service identity of the sending Application Server (NOTE).
	

	destAddr
	Address
	M
	1
	The service identity of the receiving Legacy 3GPP UE, Non-3GPP UE or MSGin5G UE.
The service identifier of the target MSGin5G Group.
The service identifier of the Broadcast Service Area where the message needs to be broadcast.
Indicates which Messaging Topic this message is related to.
	

	appId
	string
	O
	0..1
	Identifies the application(s) for which the payload is intended.
This list of Application IDs IE is required when the message is sent to one or multiple Application Clients served by same MSGin5G Client.
	

	msgId
	string
	M
	1
	Unique identifier of this message.
	

	secCred
	string
	O
	0..1
	Security information required by the MSGin5G Server.
This is a placeholder for SA3 security information.
	

	delivStReqInd
	boolean
	O
	0..1
	Indicates if delivery acknowledgement from the recipient is requested.
Set to "true" if delivery acknowledgement from the recipient is requested. otherwise set to "false". Default value is "false".
	

	payload
	string
	O
	0..1
	Payload of the message.
	

	priority
	Priority
	O
	0..1
	Application priority level requested for this message.
	

	segInd
	boolean
	O
	0..1
	Indicates this message is part of a segmented message.
Set to "true" if the message is part of a segmented message. otherwise set to "false". Default value is "false".
	

	segParams
	MessageSegmentParameters
	O
	0..1
	The message segment parameters.
This IE shall be included only if the value of the message Segment Flag IE indicates that message Segment services are requested.
	

	stoAndFwInd
	boolean
	M
	1
	An indicator of whether store and forward services are requested for this message.
Set to "true" if it is required to store and forward services for this message. otherwise set to "false". Default value is "false".
	

	stoAndFwParams
	StoreAndForwardParameters
	O
	0..1
	Parameters used by MSGin5G Server for providing store and forward services, This IE shall be included only if the value of the Store and forward flag IE indicates that store and forward services are requested.
	

	latency
	integer
	O
	0..1
	The latency requirement for the message which only applies to AS Originating MSGin5G Message. Unit: millisecond.
	

	NOTE:	Only "AS" is applicable to the addrType attribute in the Address data type to represent the originating type of message request.



* * * Next Change * * * *
8.2.5.2.3	Type:UEMessageDelivery
Table 8.2.5.2.3-1: Definition of type UEMessageDelivery
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	oriAddr
	Address
	M
	1
	The service identity of the sending Legacy 3GPP UE or Non-3GPP UE (NOTE).
	

	destAddr
	Address
	M
	1
	The service identity of the receiving Application Server or MSGin5G UE.
	

	appId
	string
	O
	0..1
	Identifies the application(s) for which the payload is intended.
This list of Application IDs IE is required when the message is sent to one or multiple Application Clients served by same MSGin5G Client.
	

	msgId
	string
	M
	1
	Unique identifier of this message.
	

	secCred
	string
	O
	0..1
	Security information required by the MSGin5G Server.
This is a placeholder for SA3 security information.
	

	delivStReqInd
	boolean
	O
	0..1
	Indicates if delivery acknowledgement from the recipient is requested.
Set to "true" if delivery acknowledgement from the recipient is requested. otherwise set to "false". Default value is "false".
	

	payload
	string
	O
	0..1
	Payload of the message.
	

	segInd
	boolean
	O
	0..1
	Indicates this message is part of a segmented message.
Set to "true" if the message is part of a segmented message. otherwise set to "false". Default value is "false".
	

	segParams
	MessageSegmentParameters
	O
	0..1
	The message segment parameters.
This IE shall be included only if the value of the message Segment Flag IE indicates that message Segment services are requested.
	

	stoAndFwInd
	boolean
	M
	1
	An indicator of whether store and forward services are requested for this message.
Set to "true" if it is required to store and forward services for this message. otherwise set to "false". Default value is "false".
	

	stoAndFwParams
	StoreAndForwardParameters
	O
	0..1
	Parameters used by MSGin5G Server for providing store and forward services, This IE shall be included only if the value of the Store and forward flag IE indicates that store and forward services are requested.
	

	NOTE:	Only "UE" is applicable to the addrType attribute in the Address data type to represent the originating type of message request.



* * * Next Change * * * *
[bookmark: _Toc34035582][bookmark: _Toc38877721][bookmark: _Toc36037575][bookmark: _Toc36037879][bookmark: _Toc43199803][bookmark: _Toc45132982][bookmark: _Toc59015725][bookmark: _Toc63171281][bookmark: _Toc66282318][bookmark: _Toc68166194][bookmark: _Toc70426549][bookmark: _Toc73433951][bookmark: _Toc73435999][bookmark: _Toc73437406][bookmark: _Toc75351816][bookmark: _Toc83768462][bookmark: _Toc93879125][bookmark: _Toc96996823][bookmark: _Toc97197229][bookmark: _Toc105667316]10	Security
TLS shall be used to support the security communication between the MSGin5G Server and the Application Sserver over MSGin5G-3 interface, and also between MSGin5G Server and the Message Gateway over MSGin5G-2 or MSGin5G-4 interface as specified in 3GPP TS 33.862 [19] and 3GPP TS 33.501 [20]. The access to the MSGin5G Service APIs shall be authorized by means of OAuth2 protocol (see IETF RFC 6749 [21]), based on local configuration, using the "Client Credentials" authorization grant. If OAuth2 is used, a client, prior to consuming services offered by the MSGin5G Service APIs, shall obtain a "token" from the authorization server.

* * * Next Change * * * *
[bookmark: _Toc74770093][bookmark: _Toc83768464][bookmark: _Toc24868675][bookmark: _Toc34154180][bookmark: _Toc36041124][bookmark: _Toc36041437][bookmark: _Toc43196714][bookmark: _Toc43481484][bookmark: _Toc45134761][bookmark: _Toc51189293][bookmark: _Toc51763969][bookmark: _Toc57206201][bookmark: _Toc59019542][bookmark: _Toc68170215][bookmark: _Toc93879127][bookmark: _Toc96996825][bookmark: _Toc97197231][bookmark: _Toc105667318]11.1	General
When CAPIF is used with a MSGin5G service, the MSGin5G Sserver shall support the following as defined in 3GPP TS 29.222 [8]:
-	the API exposing function and related APIs over CAPIF-2/2e and CAPIF-3/3e reference points;
-	the API publishing function and related APIs over CAPIF-4/4e reference point;
-	the API management function and related APIs over CAPIF-5/5e reference point; and
-	at least one of the security methods for authentication and authorization, and related security mechanisms.
In a centralized deployment as defined in 3GPP TS 23.222 [7], where the CAPIF core function and API provider domain functions are co-located, the interactions between the CAPIF core function and API provider domain functions may be independent of CAPIF-3/3e, CAPIF-4/4e and CAPIF-5/5e reference points. 
When CAPIF is used with a MSGin5G service, the MSGin5G Sserver shall register all the features for northbound APIs in the CAPIF Core Function.

* * * End of Changes * * * *
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