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	Reason for change:
	According to 3GPP TS 33.503 v17.0.1, the AMF may provide either the SUCI or the PRUK ID in the 5G ProSe Authentication service operation to the AUSF. If PRUK ID is provided, the AUSF will not initiate EAP AKA authentication procedure, instead the AUSF will get the PRUK from PAnF directly and return the result:

[bookmark: _Toc106364524][bookmark: _Toc106372394]6.3.3.3.2	Connection with 5G ProSe UE-to-Network Relay connection with setup of network Prose security context during PC5 link establishment
…
5.	The AMF of the 5G ProSe UE-to-Network Relay shall select an AUSF based on SUCI or 5GPRUK ID and forward the parameters received in Relay Key Request to the AUSF in Nausf_UEAuthentication_ProseAuthenticate Request message. The Nausf_UEAuthentication_ProseAuthenticate Request message shall contain the 5G ProSe Remote UE's SUCI or 5GPRUK ID, Relay Service Code, Nonce_1. If 5GPRUK ID is received from AMF of the 5G ProSe UE‑to‑Network Relay, the AUSF of the 5G ProSe Remote UE skips steps 6-9. If the 5G ProSe Remote UE's SUCI is received from AMF of the 5G ProSe UE-to-Network Relay, the AUSF of the 5G ProSe Remote UE skips step 10.
The API and data types should be adapted as following:

1/ 5G PURK ID should be supported in request body as alternative of UE ID.

2/ SUCI is always used as UE ID between the AMF of the Relay UE and the AUSF

3/ SUPI is not passed to the AMF of the Relay UE.

4/ When 5GPRUK ID is provided, no EAP Authentication required. 200 OK should be returned in this use case.


	
	

	Summary of change:
	1/ Add 200 OK to prose-authentications collection resource

2/ Add PrukId into ProSeAuthenticationInfo data type, and change UE ID to conditional

3/ Add PrukId into ProSeEapSession data type.

4/ Define new data type ProSeAuthenticationResult.

5/ Update OpenAPI accordingly.


	
	

	Consequences if not approved:
	Nausf API cannot support ProSe Authentication with 5GPRUK ID, stage 2 procedure cannot be implemented.
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	6.1.3.6.3.1, 6.1.6.1, 6.1.6.2.12, 6.1.6.2.14, 6.1.6.2.xx(New), A.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	This CR introduces backward compatible corrections to OpenAPI file of Nausf_UEAuthentication API.

NOTE: Whether supiOrSuci/SupiOrSuci shall be changed to suci/Suci only is to be discussed in the meeting.

	
	

	This CR's revision history:
	Rev1:

KProSe_Nrf in Table 6.1.3.6.3.1-3 is updated to KNR_ProSe.
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[bookmark: _Toc25270697][bookmark: _Toc34310354][bookmark: _Toc36464876][bookmark: _Toc51944608][bookmark: _Toc106618035]6.1.3.6.3.1	POST
This method shall support the URI query parameters specified in table 6.1.3.6.3.1-1.
Table 6.1.3.6.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.6.3.1-2 and the response data structures and response codes specified in table 6.1.3.6x.3.1-3.
Table 6.1.3.6.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	ProSeAuthenticationInfo
	M
	1
	Contains the UE Iid (i.e. SUCI or SUPI as specified in 3GPP TS 33.503 [26]) or the 5GPRUK ID, the Relay Service Code and Nonce_1.



Table 6.1.3.6.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
Codes
	Description

	ProSeAuthenticationCtx
	M
	1
	201 Created
	Upon success, when UE Id (i.e. SUCI) was received in the request, the response body will contain the EAP method selected, the corresponding EAP packet request and a "link" for the AMF to POST the EAP response.

The HTTP response shall include a "Location" header that contains the resource URI of the created resource.

	ProSeAuthenticationResult
	M
	1
	200 OK
	Upon success, when 5GPRUK ID was received in the request, the response body will contain the KNR_ProSe and Nonce_2.


	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI, or the same URI if a request is redirected to the same target resource via a different SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.
(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI, or the same URI if a request is redirected to the same target resource via a different SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.
(NOTE 2)

	ProblemDetails
	O
	0..1
	400 Bad Request
	This case represents the failure to start authentication service because of input parameter error.


	ProblemDetails
	O
	0..1
	403 Forbidden
	This case represents when the 5G ProSe Remote UE is not allowed to be authenticated.
The "cause" attribute may be used to indicate one of the following application errors:
- AUTHENTICATION_REJECTED
- INVALID_HN_PUBLIC_KEY_IDENTIFIER
- INVALID_SCHEME_OUTPUT

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- USER_NOT_FOUND

	ProblemDetails
	O
	0..1
	500 Internal Server Error
	This case represents the failure in starting the authentication service because of a server internal error.
If the error is due to a problem with UDM not able to generate the requested AV, the AUSF shall indicate the following application error: "AV_GENERATION_PROBLEM"

	NOTE 1:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4].
NOTE 2:	RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].



Table 6.1.3.6.3.1-4: Headers supported by the 201 Response Code on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains the URI of the newly created resource according to the structure: {apiRoot}/nausf-auth/v1/prose-authentications/{authCtxId}



Table 6.1.3.6.3.1-5: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.
Or the same URI, if a request is redirected to the same target resource via a different SCP.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



Table 6.1.3.6.3.1-6: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.
Or the same URI, if a request is redirected to the same target resource via a different SCP.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



* * * Next Change * * * *
6.1.6.1	General
This clause specifies the application data model supported by the API.
Table 6.1.6.1-1 specifies the data types defined for the Nausf service based interface protocol.
Table 6.1.6.1-1: Nausf specific Data Types
	Data type
	Clause defined
	Description

	AuthenticationInfo
	6.1.6.2.2
	Contains the UE id (i.e. SUCI or SUPI) and the Serving Network Name.

	UEAuthenticationCtx
	6.1.6.2.3
	Contains the information related to the resource generated to handle the UE authentication. It contains at least the UE id, Serving Network, the Authentication Method and related EAP information or related 5G-AKA information.

	5gAuthData
	6.1.6.2.4
	Contains 5G authentication related information.

	Av5gAka
	6.1.6.2.5
	Contains Authentication Vector for method 5G AKA.

	ConfirmationData
	6.1.6.2.6
	Contains the "RES*" generated by the UE.

	DeregistrationInfo
	6.1.6.2.11
	Contains the UE id (i.e. SUPI).

	EapSession
	6.1.6.2.7
	Contains information related to the EAP session.

	ConfirmationDataResponse
	6.1.6.2.8
	Contains the result of the authentication.

	RgAuthenticationInfo
	6.1.6.2.9
	Contains the UE id (i.e. SUCI) and the authenticated indication.

	RgAuthCtx
	6.1.6.2.10
	Contains the UE id (i.e. SUPI) and the authentication indication.

	ProSeAuthenticationInfo
	6.1.6.2.12
	Contains the information related to the Prose authentication received from the 5G ProSe Remote UE UE id (i.e. SUCI or SUPI), Relay Service Code and Nonce_1.

	ProSeAuthenticationCtx
	6.1.6.2.13
	Contains the information related to the resource generated to handle the ProSe authentication.

	ProSeEapSession
	6.1.6.2.14
	Contains information related to the EAP session for the 5G ProSe Remote UE.

	ProSeAuthData
	6.1.6.2.15
	Contains ProSe authentication related information.

	ProSeAuthenticationResult
	6.1.6.2.xx
	ProSe Authentication Result

	EapPayload
	6.1.6.3.2
	Contains the EAP packets.

	ResStar
	6.1.6.3.2
	Contains the RES*.

	Kseaf
	6.1.6.3.2
	Contains the Kseaf.

	HxresStar
	6.1.6.3.2
	Contains the HXRES*.

	Suci
	6.1.6.3.2
	Contains the SUCI.

	KnrProSe
	6.1.6.3.2
	Contains the KNR_ProSe.

	Nonce1
	6.1.6.3.2
	Contains the Nonce1.

	Nonce2
	6.1.6.3.2
	Contains the Nonce2.

	AuthType
	6.1.6.3.3
	Indicates the authentication method used.

	AuthResult
	6.1.6.3.4
	Indicates the result of the authentication.



Table 6.1.6.1-2 specifies data types re-used by the Nausf service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nausf service based interface.
Table 6.1.6.1-2: Nausf re-used Data Types
	Data type
	Reference
	Comments

	ResynchronizationInfo
	3GPP TS 29.503 [12]
	

	ServingNetworkName
	3GPP TS 29.503 [12]
	

	Autn
	3GPP TS 29.503 [12]
	

	Rand
	3GPP TS 29.503 [12]
	

	LinksValueSchema
	3GPP TS 29.571 [10]
	3GPP Hypermedia link

	ProblemDetails
	3GPP TS 29.571 [10]
	Common Data Type used in response bodies

	Supi
	3GPP TS 29.571 [10]
	

	Uri
	3GPP TS 29.571 [10]
	

	SupiOrSuci
	3GPP TS 29.571 [10]
	

	Pei
	3GPP TS 29.571 [10]
	

	TraceData
	3GPP TS 29.571 [10]
	

	NfGroupId
	3GPP TS 29.571 [10]
	

	CagId
	3GPP TS 29.571 [10]
	

	SupportedFeatures
	3GPP TS 29.571 [10]
	Supported Features

	ServerAddressingInfo
	3GPP TS 29.571 [10]
	

	RelayServiceCode
	3GPP TS 29.571 [10]
	

	5GPrukId
	3GPP TS 29.571 [10]
	



* * * Next Change * * * *
[bookmark: _Toc106618048]6.1.6.2.12	Type: ProSeAuthenticationInfo
Table 6.1.6.2.12-1: Definition of type ProSeAuthenticationInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	supiOrSuci
	SupiOrSuci
	CM
	0..1
	This IE shall be present if received from 5G ProSe Remote UE.

When received, this IE shall cContains the SUPI or SUCI of the 5G ProSe Remote UE.

	5gPrukId
	5GPrukId
	C
	0..1
	This IE shall be present if received from 5G ProSe Remote UE.

When present, this IE shall Indicate the 5GPRUK ID received from the 5G ProSe Remote UE.

	relayServiceCode
	RelayServiceCode
	M
	1
	Indicates Relay Service Code. See 3GPP TS 29.571 [7] clause 5.4.2

	nonce1
	Nonce1
	M
	1
	Indicates Nonce_1.

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.9 is supported.



* * * Next Change * * * *
6.1.6.2.14	Type: ProSeEapSession
Table 6.1.6.2.14-1: Definition of type ProSeEapSession
	Attribute name
	Data type
	P
	Cardinality
	Description

	eapPayload
	EapPayload
	M
	1
	Contains the EAP packet (see IETF RFC 3748 [18]).
If no EAP packet has been provided by the 5G ProSe Remote UE the null value is conveyed to the AUSF.

	knrProSe
	KnrProSe
	C
	0..1
	If the authentication is successful, the KNR_ProSe shall be included

	_links
	map(LinksValueSchema)
	C
	1..N
	If the EAP session requires another exchange e.g. for EAP-AKA' notification, this IE shall contain a member whose name is "prose-auth" and the URI to continue the EAP session.
See NOTE.

	authResult
	AuthResult
	C
	0..1
	Indicates the result of the authentication.

	supi
	Supi
	C
	0..1
	If the authentication is successful and if the AMF had provided a SUCI, this IE shall contain the SUPI of the UE.

	nonce2
	Nonce2
	C
	0..1
	If the authentication is successful, the Nonce_2 shall be included.

	5gPrukId
	5GPrukId
	C
	0..1
	This IE shall be present if authentication is successful.

When present, this IE shall contain the 5GPRUK ID to the 5G ProSe Remote UE.

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.9 is supported.

	NOTE: In the current version of this API, only 0 or 1 hypermedia link is provided.



* * * Next Change * * * *
[bookmark: _Toc106618050]6.1.6.2.xx	Type: ProSeAuthenticationResult
Table 6.1.6.2.xx-1: Definition of type ProSeAuthenticationResult
	Attribute name
	Data type
	P
	Cardinality
	Description

	knrProSe
	[bookmark: _Hlk98871270]KnrProSe
	C
	0..1
	If the authentication is successful, the KNR_ProSe shall be included

	nonce2
	Nonce2
	C
	0..1
	If the authentication is successful, the Nonce_2 shall be included.

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.9 is supported.



* * * Next Change * * * *
[bookmark: _Toc25270808][bookmark: _Toc34310465][bookmark: _Toc36464987][bookmark: _Toc51944719][bookmark: _Toc106618146]A.2	Nausf_UEAuthentication API
openapi: 3.0.0
*************************** Text Skipped for Clarity *****************************
  /prose-authentications:
    post:
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/ProSeAuthenticationInfo'
        required: true
      responses:
        '200':
          description: Successful authentication with 5GPRUK ID
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/ProSeAuthenticationResult'
        '201':
          description: ProSeAuthenticationCtx
          content:
            application/3gppHal+json:
              schema:
                $ref: '#/components/schemas/ProSeAuthenticationCtx'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource according to the structure: {apiRoot}/nausf-auth/v1/prose-authentications/{authCtxId}'
              required: true
              schema:
                type: string
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'

*************************** Text Skipped for Clarity *****************************
    ProSeAuthenticationInfo:
      description: >
        Contains the UE id (i.e. SUCI or SUPI) or 5GPRUK ID, Relay Service Code and Nonce_1.
      type: object
      properties:
        supiOrSuci:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupiOrSuci'

        5gPrukId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/5GPrukId'
        relayServiceCode:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/RelayServiceCode'
        nonce1:
          $ref: '#/components/schemas/Nonce1'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      required:
        - supiOrSuci
        - relayServiceCode
        - nonce1

*************************** Text Skipped for Clarity *****************************
    ProSeEapSession:
      description: Contains information related to the EAP session.
      type: object
      properties:
        eapPayload:
          $ref: '#/components/schemas/EapPayload'
        knrProSe:
          $ref: '#/components/schemas/KnrProSe'
        _links:
          type: object
          description: A map(list of key-value pairs) where member serves as key
          additionalProperties:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/LinksValueSchema'
        authResult:
          $ref: '#/components/schemas/AuthResult'
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        nonce2:
          $ref: '#/components/schemas/Nonce2'
        5gPrukId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/5GPrukId'
      required:
        - eapPayload

    ProSeAuthData:
      oneOf:
        - $ref: '#/components/schemas/EapPayload'

    ProSeAuthenticationResult:
      description: Successful authentication for 5GPRUK ID.
      type: object
      properties:
        knrProSe:
          $ref: '#/components/schemas/KnrProSe'
        nonce2:
          $ref: '#/components/schemas/Nonce2'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

    KnrProSe:
      description: Contains the KNR_ProSe.
      type: string
      pattern: '[A-Fa-f0-9]{64}'

*************************** Text Skipped for Clarity *****************************
* * * End of Changes * * * *

