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* * * First Change * * * *
[bookmark: _Toc2695945][bookmark: _Toc20217413][bookmark: _Toc20218275][bookmark: _Toc27761337][bookmark: _Toc44880655][bookmark: _Toc57993033][bookmark: _Toc98266065]7.2.3.1	General
This procedure is used between the SCEF and the HSS for:
-	the authorization of the UE or group of UEs for NIDD.
This procedure is used between the HSS and the SCEF for:
-	the update/revocation of a UE's authorization for NIDD,
-	sending of group user identifier list segments.
This procedure is mapped to the commands NIDD-Information-Request/Answer in the Diameter application specified in clause 8. The tables 7.2.3.1-1 and 7.2.3.1-2 detail the involved information elements.
Table 7.2.3.1-1: NIDD Information Request
	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
(see 8.4.36)
	User-Identifier 
	M
	This Information Element shall contain the identity of the UE or the identity of a group of UEs. This is a grouped AVP containing in authorization requests sent from SCEF to HSS either an IMSI, External Identifier or an MSISDN (exactly one, and only one, of those identifiers shall be included in the request), and containing in update/revocation requests sent from HSS to SCEF an IMSI and either MSISDN or External Identifier or both.
When the request is for a group of UEs, the SCEF shall include the External Group Identifier (see 3GPP TS 23.003 [11]) in the External-Identifier AVP.

	Supported Features
(See 3GPP TS 29.229 [7])
	Supported-Features
	O
	If present, this Information Element shall contain the list of features supported by the origin host.

	NIDD Authorization Request
(see 8.4.44)
	NIDD-Authorization-Request
	O
	If present, this Information Element shall contain the details of Authorization for NIDD.
When sent by the SCEF, the Service-Selection AVP inside NIDD-Authorization-Request shall be present, and it shall contain the APN for which NIDD authorization is requested.
Shall be absent when sent by the HSS.

	NIDD Authorization Update
(see 8.4.57)
	NIDD-Authorization-Update
	O
	If present, this Information Element shall contain the details of the updated NIDD Authorization.
Shall be absent when sent by the SCEF.

	NIR Flags
	NIR-Flags
	O
	If present, this Information Element shall contain a bit mask. See 8.4.70 for the meaning of the bits.

	Group User Identifier List
	Group-User-Identifier
	C
	This information element shall be present if the request is sent from HSS to SCEF following a previous NIA with an incomplete Group User Identifier List.

	MTC Provider Info
	MTC-Provider-Info
	O
	If present, it contains the identity of the MTC Service Provider and/or MTC Application (see 3GPP TS 23.682 [2], clause 5.6).



Table 7.2.3.1-2: NIDD Information Answer
	Information Element Name
	Mapping to Diameter AVP
	Cat
	Description

	Result
(See 6.3)
	Result-Code / Experimental-Result
	M
	Result of the request.
Result-Code AVP shall be used for errors defined in the Diameter base protocol (see IETF RFC 6733 [23]).
Experimental-Result AVP shall be used for S6t errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.
This AVP reflects the outcome of the procedure on Diameter level.

	Supported Features
(See 3GPP TS 29.229 [7])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	NIDD-Authorization-Response
(see 8.4.45)
	NIDD-Authorization-Response
	C
	If present, this Information Element shall contain the details of NIDD Authorization. When sent by the HSS the IE shall only be present when the Result Code is DIAMETER_SUCCESS.
Shall be absent when sent by the SCEF.

	Group User Identifier List
	Group-User-Identifier
	C
	This information element shall be present if the request was for a group of UEs and the Result-Code is DIAMETER_SUCCESS.
It shall contain for each UE of the group the External-Identifier/MSISDN and IMSI.

	NIA Flags
	NIA-Flags
	O
	If present, this Information Element shall contain a bit mask. See 8.4.72 for the meaning of the bits.



* * * Next Change * * * *
7.2.3.2	Detailed Behaviour of the HSS
When the NIDD Information Request is received from the SCEF, the HSS shall, in the following order:
1.	Check that the User Identity for whom data is asked exists in HSS. If not, Experimental-Result shall be set to DIAMETER_ERROR_USER_UNKNOWN in the NIDD Information Answer.
2.	Check that the requested service is authorized for the UE. If not, Experimental-Result shall be set to DIAMETER_ERROR_UNAUTHORIZED_SERVICE (5511) in the NIDD Information Answer.
2a.	If the MTC Provider Information is received, check if the MTC Provider ID is authorized for the UE or the group of UEs. If not, Experimental-Result shall be set to DIAMETER_ERROR_UNAUTHORIZED_MTC_PROVIDER (5516) in the NIDD Information Answer.
3.	Check that the APN sent in the Service-Selection AVP of the NIDD-Authorization-Request AVP is subscribed for the subscriber identified by the given MSISDN or the External Identifier. If it is not subscribed, then the Experimental-Result shall be set to DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION (5451) in the NIDD Information Answer.
4.	If the User-Identifier contains an External Identifier, the HSS shall include the IMSI and if available the MSISDN associated with the appropriate External Identifier in the NIDD-Authorization-Response.
5.	If the User-Identifier contains an MSISDN, the HSS shall include the IMSI and if available, the appropriate External Identifier associated with the MSISDN in the NIDD-Authorization-Response.
6.	If the User-Identifier contains an IMSI the HSS shall include the MSISDN and the appropriate External Identifier assigned to the IMSI in the NIDD-Authorization-Response.
6a.	If the User-Identifier contains an External Group Identifier, the HSS shall include the IMSI and the MSISDN or External-Identifier assigned to each member of the group in the Group-User-Identifier. If due to message size constraints or timing constraints (NIA timeout) the complete list of group user identifier cannot be sent, the HSS shall segment the list, include the first segment in NIA and set the NIA-Flag "Incomplete Group User Identifier List", and send subsequent segments with separate NIR commands to the SCEF.
7.	If the requested service is NIDD Authorization request and the feature "NIDD Authorization Update" is commonly supported by HSS and SCEF, the HSS shall store the granted NIDD Authorization in order to being able to update/revoke the Authorization towards the SCEF when so needed. The HSS may indicate within the NIDD-Authorization-Response AVP a granted validity time which shall not be later than the requested validity time as received within the NIDD-Authorization-Request AVP (if any). If so the HSS shall delete the stored Authorization at the indicated point in time.
NOTE 1:	If several External Identifiers are mapped to one IMSI, some functions might not work in this release of the specification.
NOTE 2:	Step 6 above is applicable for the case where the SCEF receives a T6a/b-CMR (see 3GPP TS 29.128 [24]) command while a valid NIDD configuration does not exist for the UE at the SCEF.
If there is an error in any of the above steps then the HSS shall stop processing and return the error code specified in the respective step.
If the HSS cannot fulfil the received request for reasons not stated in the above steps (e.g. due to a database error), it shall stop processing the request and set Result-Code to DIAMETER_UNABLE_TO_COMPLY. Otherwise the Result-Code shall be set to DIAMETER_SUCCESS.
When the need to update/revoke one or several stored granted NIDD Authorizations for a user is detected in the HSS, and the feature "NIDD Authorization Update" is commonly supported by the HSS and the SCEF, the HSS shall issue an NIDD-Information Request command containing a NIDD-Authorization-Update AVP towards the SCEF. The NIDD-Authorization-Update AVP may identify several granted NIDD Authorizations for the user to be updated. In this case the User Identity shall be an IMSI accompanied by either MSISDN or External Identifier or both.
* * * End Of Change * * * *
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