

	
3GPP TSG-CT WG1 Meeting #136-e	C1-223811
E-Meeting, 12th – 20th May 2022
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	24.587
	CR
	0253
	rev
	-
	Current version:
	17.5.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	



	

	Title:	
	Security context preservation for V2X PC5 direct link

	
	

	Source to WG:
	Nokia, Nokia Shanghai Bell

	Source to TSG:
	C1

	
	

	Work item code:
	TEI17, eV2XARC
	
	Date:
	2022-05-03

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
...
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	In clause 6.1.2.2.4 in TS 24.587, it is stated that:

After receiving the DIRECT LINK ESTABLISHMENT ACCEPT message, the initiating UE shall delete the old security context it has for the target UE and shall provide the following information along with the layer-2 IDs to the lower layer, which enables the lower layer to handle the coming PC5 signalling or traffic data:
However, as per V2X security requirements defined by SA3 in TS 33.536, the UE deletes the security context associated to a unicast link once the unicast link is released. i.e. the security context is not preserved. Then once the V2X PC5 link is successfully established, there is no old security context to delete. This can be seen in clause in TS 33.536:

5.3.3.1.2.0	Security Context
The UE establishes a security context for each unicast link. The security context includes KNRP-sess, NRPEK (if applicable), NRPIK, the chosen confidentiality (if applicable) and integrity algorithms, and PDCP counters used with each bearer. The UE updates the security context associated to the unicast link when the unicast link is rekeyed. The UE deletes the security context associated to a unicast link once the unicast link is released.
Hence the statement highlighted in YELLOW above is not correct and can lead to wrong understanding that security context is preserved after the V2X PC5 direct link is released.

So this issue in TS 24.587 shall be fixed.


	
	

	Summary of change:
	Deleting the statement highlighted in YELLOW above as it is not needed.

	
	

	Consequences if not approved:
	Wrong statement stays in the spec which leads to wrong understanding that security context is preserved after the V2X PC5 direct link is released, which is against SA3 requirements.
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[bookmark: _Toc45282199][bookmark: _Toc45882585][bookmark: _Toc51951135][bookmark: _Toc59208889][bookmark: _Toc75734727][bookmark: _Toc99178860]6.1.2.2.4	PC5 unicast link establishment procedure completion by the initiating UE
If the Target user info IE is included in the DIRECT LINK ESTABLISHMENT REQUEST message, upon receipt of the DIRECT LINK ESTABLISHMENT ACCEPT message, the initiating UE shall stop timer T5000. If the Target user info IE is not included in the DIRECT LINK ESTABLISHMENT REQUEST message the initiating UE may keep the timer T5000 running and continue to handle multiple response messages (i.e. the DIRECT LINK ESTABLISHMENT ACCEPT message) from multiple target UEs.
For each of the DIRECT LINK ESTABLISHMENT ACCEPT message received, the initiating UE shall uniquely assign a PC5 link identifier and create a PC5 unicast link context for each of the PC5 unicast link(s). Then the initiating UE shall store the source layer-2 ID and the destination layer-2 ID used in the transport of this message provided by the lower layers in the PC5 unicast link context(s) to complete the establishment of the PC5 unicast link with the target UE(s). From this time onward the initiating UE shall use the established link(s) for V2X communication over PC5 and additional PC5 signalling messages to the target UE(s).
After receiving the DIRECT LINK ESTABLISHMENT ACCEPT message, the initiating UE shall delete the old security context it has for the target UE and shall provide the following information along with the layer-2 IDs to the lower layer, which enables the lower layer to handle the coming PC5 signalling or traffic data:
a)	the PC5 link identifier self-assigned for this PC5 unicast link;
b)	PQFI(s) and its corresponding PC5 QoS parameters; and
c)	an indication of activation of the PC5 unicast user plane security protection for the PC5 unicast link, if applicable.
The initiating UE shall start timer T5011 if at least one of V2X service identifiers for the PC5 unicast links satisfies the privacy requirements as specified in clause 5.2.3.
In addition, the initiating UE may perform the PC5 QoS flow establishment over PC5 unicast link as specified in clause 6.1.2.12.
Upon expiry of the timer T5000, if the DIRECT_LINK_ESTABLISHMENT REQUEST message did not include the Target User Info IE, and the initiating UE received at least one DIRECT LINK ESTABLISHMENT ACCEPT message, it is up to the UE implementation to consider the PC5 unicast link establishment procedure as complete or to restart the timer T5000.
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