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	Reason for change:
	As stated in TS 33.503 clause 6.3.3.2.2, in the user plane solution for 5G ProSe UE-to-network relay security:

Handling of synchronization failure (for details of synchronization failures – see TS 33.102[11]) when UE processes the authentication challenge in the GPI is performed similarly to clause 6.7.3.2.1.2 in TS 33.303 [4]. The 5G ProSe UE-to-Network Relay shall send the key request message to the 5G PKMF of the 5G ProSe Remote UE via the 5G PKMF of the 5G ProSe UE-to-Network Relay upon receiving the Direct Security Mode Failure message from the 5G ProSe Remote UE. The key request message shall include the RAND and AUTS received from the 5G ProSe Remote UE. The 5G PKMF of the 5G ProSe Remote UE shall request GPI as described in step 4c.

Hence the corresponding requirements for that synchronization failure situation needs to be reflected in stage-3 spec.

It is worth to note that, the Direct Security Mode Failure mentioned in the text above has another name in stage 3 spec TS 24.554, which is Direct link security mode reject.



	
	

	Summary of change:
	1- Including RAND and AUTS in the Direct link security mode reject from the Remote UE to the Relay UE, in order to enable the Relay UE sending them to the PKMF.

2- Implementing the corresponding changes in the Direct security mode control procedure.

	
	

	Consequences if not approved:
	The synchronization failure situation is not handled in stage-3 specs.
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***** First change *****
[bookmark: _Toc59208931][bookmark: _Toc34388641][bookmark: _Toc34404412][bookmark: _Toc45282241][bookmark: _Toc45882627][bookmark: _Toc51951177][bookmark: _Toc75734770][bookmark: _Toc82772107][bookmark: _Toc97296036]7.2.10.5	5G ProSe direct link security mode control procedure not accepted by the target UE
If the PROSE DIRECT LINK SECURITY MODE COMMAND message cannot be accepted, the target UE shall send a PROSE DIRECT LINK SECURITY MODE REJECT message, and the target UE shall abort the ongoing procedure that triggered the initiation of the 5G ProSe direct link security mode control procedure unless the ongoing procedure is a 5G ProSe direct link establishment procedure and the Target user info is not included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message. The PROSE DIRECT LINK SECURITY MODE REJECT message contains a PC5 signalling protocol cause IE indicating one of the following cause values:
#5:	lack of resources for 5G ProSe direct link;
#7:	integrity failure;
#8:	UE security capabilities mismatch; 
#9:	LSB of KNRP-sess ID conflict;
#10:	UE PC5 unicast signalling security policy mismatch; or
#14:	Authentication synchronisation error; or
#111:	protocol error, unspecified. 
If this 5G ProSe direct link security mode control procedure is triggered during the 5G ProSe direct link establishment procedure and the implementation-specific maximum number of established NR 5G ProSe direct links has been reached, then the target UE shall send a PROSE DIRECT LINK SECURITY MODE REJECT message containing PC5 signalling protocol cause value #5 "lack of resources for 5G ProSe direct link".
If the PROSE DIRECT LINK SECURITY MODE COMMAND message cannot be accepted because the 5G ProSe direct link security mode control procedure was triggered during a 5G ProSe direct link establishment procedure, that the selected security algorithms in the PROSE DIRECT LINK SECURITY MODE COMMAND message included the null integrity protection algorithm and the target UE's 5G ProSe direct signalling integrity protection policy is set to "Signalling integrity protection required", the target UE shall include PC5 signalling protocol cause #10 "UE PC5 unicast signalling security policy mismatch" in the PROSE DIRECT LINK SECURITY MODE REJECT message.
If the PROSE DIRECT LINK SECURITY MODE COMMAND message cannot be accepted because the 5G ProSe direct link security mode control procedure was triggered during a 5G ProSe direct link re-keying procedure, the integrity protection algorithm currently in use for the 5G ProSe direct link is different from the null integrity protection algorithm and the selected security algorithms in the PROSE DIRECT LINK SECURITY MODE COMMAND message include the null integrity protection algorithm, the target UE, the target UE shall include PC5 signalling protocol cause #10 "UE PC5 unicast signalling security policy mismatch" in the PROSE DIRECT LINK SECURITY MODE REJECT message. 
If the target UE detects that the received UE security capabilities IE in the PROSE DIRECT LINK SECURITY MODE COMMAND message has been altered compared to the latest values that the target UE sent to the initiating UE in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message or PROSE DIRECT LINK REKEYING REQUEST message, the target UE shall include PC5 signalling protocol cause #8 "UE security capabilities mismatch" in the PROSE DIRECT LINK SECURITY MODE REJECT message.
If the target UE detects that the LSB of KNRP-sess ID included in the PROSE DIRECT LINK SECURITY MODE COMMAND message are set to the same value as those received from another UE in response to the target UE's PROSE DIRECT LINK ESTABLISHMENT REQUEST message, the target UE shall include PC5 signalling protocol cause #9 "LSB of KNRP-sess ID conflict" in the PROSE DIRECT LINK SECURITY MODE REJECT message.
If the 5G ProSe direct link security mode control procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, and the PROSE DIRECT LINK SECURITY MODE COMMAND message cannot be accepted due to a synchronisation error when processing the authentication vector contained in the GPI sent by the 5G ProSe UE-to-network relay UE to the 5G ProSe remote UE, if any, the target UE shall include PC5 signalling protocol cause #14 "Authentication synchronisation error" in the PROSE DIRECT LINK SECURITY MODE REJECT message and shall include the RAND and AUTS parameters in the PROSE DIRECT LINK SECURITY MODE REJECT message.
After the PROSE DIRECT LINK SECURITY MODE REJECT message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for 5G ProSe direct communication and the target UE's layer-2 ID for 5G ProSe direct communication.
Upon receipt of the PROSE DIRECT LINK SECURITY MODE REJECT message, the initiating UE shall stop timer T5089, provide an indication to the lower layer of deactivation of the 5G ProSe direct security protection and deletion of security context for the 5G ProSe direct link, if applicable and:
a)	if the PC5 signalling protocol cause IE in the PROSE DIRECT LINK SECURITY MODE REJECT message is set to #9 "LSB of KNRP-sess ID conflict", retransmit the PROSE DIRECT LINK SECURITY MODE COMMAND message with a different value for the LSB of KNRP-sess ID and restart timer T5089; or
b)	if the PC5 signalling protocol cause IE in the PROSE DIRECT LINK SECURITY MODE REJECT message is set to #14 "Authentication synchronisation error", the message contained a RAND and an AUTS, and the 5G ProSe direct link security mode control procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, may fetch a fresh GPI from the PKMF by sending a Key Request message including RAND and AUTS as specified in 3GPP TS 33.503 [34]; or
cb)	if the PC5 signalling protocol cause IE is set to the value other than #9 "LSB of KNRP-sess ID conflict" and other than #14 "Authentication synchronisation error", abort the ongoing procedure that triggered the initiation of the 5G ProSe direct link security mode control procedure.
***** Next change *****
[bookmark: _Toc68196386][bookmark: _Toc59209057][bookmark: _Toc51951280][bookmark: _Toc45882730][bookmark: _Toc45282344][bookmark: _Toc97296228]10.3.15.1	Message definition
This message is sent by a UE to another peer UE to reject a PROSE DIRECT LINK SECURITY MODE COMMAND message. See table 10.3.15.1.1.
Message type:	PROSE DIRECT LINK SECURITY MODE REJECT
Significance:	dual
Direction:	UE to peer UE
Table 10.3.15.1.1: PROSE DIRECT LINK SECURITY MODE REJECT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PROSE DIRECT LINK SECURITY MODE REJECT message identity
	ProSe PC5 signalling message type
11.3.1.
	M
	V
	1

	
	Sequence number
	Sequence number
11.3.2
	M
	V
	1

	
	PC5 signalling protocol cause
	PC5 signalling protocol cause
11.3.8
	M
	V
	1

	YY
	RAND
	RAND
11.3.aa
	O
	TV
	17

	ZZ
	AUTS
	AUTS
11.3.bb
	O
	TV
	15



***** Next change *****
[bookmark: _Toc68196343][bookmark: _Toc59209014][bookmark: _Toc51951242][bookmark: _Toc45882692][bookmark: _Toc45282306][bookmark: _Toc34404461][bookmark: _Toc34388690][bookmark: _Toc97192705]10.3.15.cc	RAND
The UE shall include this IE if there is a synchronisation error and the 5G ProSe direct link security mode control procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE.

[bookmark: _Hlk99439332]***** Next change *****
10.3.15.dd	AUTS
The UE shall include this IE if there is a synchronisation error and the 5G ProSe direct link security mode control procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE.

***** Next change *****
[bookmark: _Toc68196433][bookmark: _Toc59209101][bookmark: _Toc51951324][bookmark: _Toc45882774][bookmark: _Toc45282388][bookmark: _Toc34404492][bookmark: _Toc34388721][bookmark: _Toc502240455][bookmark: _Toc97296303]11.3.8	PC5 signalling protocol cause
The purpose of the PC5 signalling protocol cause information element is to indicate the cause used in the PC5 signalling protocol procedures.
The PC5 signalling protocol cause is a type 3 information element with a length of 2 octets.
The PC5 signalling protocol cause information element is coded as shown in figure 11.3.8.1 and table 11.3.8.1.
	8
	7
	6
	5
	4
	3
	2
	1
	[bookmark: _MCCTEMPBM_CRPT33550112___7]

	PC5 signalling protocol cause IEI
	octet 1

	PC5 signalling cause value
	octet 2


Figure 11.3.8.1: PC5 signalling protocol cause information element
Table 11.3.8.1: PC5 signalling protocol cause information element
	PC5 signalling cause value (octet 2)

	[bookmark: _MCCTEMPBM_CRPT33550113___7]

	Bits

	[bookmark: _MCCTEMPBM_CRPT33550114___7]8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	[bookmark: _MCCTEMPBM_CRPT33550115___7]
	Direct communication to the target UE not allowed

	0
	0
	0
	0
	0
	0
	1
	0
	[bookmark: _MCCTEMPBM_CRPT33550116___7]
	Direct communication to the target UE no longer needed

	0
	0
	0
	0
	0
	0
	1
	1
	[bookmark: _MCCTEMPBM_CRPT33550117___7]
	Conflict of layer-2 ID for unicast communication is detected

	0
	0
	0
	0
	0
	1
	0
	0
	[bookmark: _MCCTEMPBM_CRPT33550118___7]
	Direct connection is not available anymore

	0
	0
	0
	0
	0
	1
	0
	1
	[bookmark: _MCCTEMPBM_CRPT33550119___7]
	Lack of resources for 5G ProSe direct link

	0
	0
	0
	0
	0
	1
	1
	0
	[bookmark: _MCCTEMPBM_CRPT33550120___7]
	Authentication failure

	0
	0
	0
	0
	0
	1
	1
	1
	[bookmark: _MCCTEMPBM_CRPT33550121___7]
	Integrity failure

	0
	0
	0
	0
	1
	0
	0
	0
	[bookmark: _MCCTEMPBM_CRPT33550122___7]
	UE security capabilities mismatch

	0
	0
	0
	0
	1
	0
	0
	1
	[bookmark: _MCCTEMPBM_CRPT33550123___7]
	LSB of KNRP-sess ID conflict

	0
	0
	0
	0
	1
	0
	1
	0
	[bookmark: _MCCTEMPBM_CRPT33550124___7]
	UE PC5 unicast signalling security policy mismatch

	0
	0
	0
	0
	1
	0
	1
	1
	[bookmark: _MCCTEMPBM_CRPT33550125___7]
	Required service not allowed
[bookmark: _MCCTEMPBM_CRPT33550126___7]

	0
	0
	0
	0
	1
	1
	0
	0
	[bookmark: _MCCTEMPBM_CRPT33550127___7]
	Security policy not aligned

	0
	0
	0
	0
	1
	1
	0
	1
	[bookmark: _MCCTEMPBM_CRPT33550128___7]
	Congestion situation

	[bookmark: _MCCTEMPBM_CRPT33550129___4][bookmark: _MCCTEMPBM_CRPT33550130___7]
	
	
	
	
	
	
	
	
	

	0
	0
	0
	0
	1
	1
	1
	0
	
	Authentication synchronisation error

	
	
	
	
	
	
	
	
	
	

	0
	1
	1
	0
	1
	1
	1
	1
	[bookmark: _MCCTEMPBM_CRPT33550131___7]
	Protocol error, unspecified

	[bookmark: _MCCTEMPBM_CRPT33550132___4][bookmark: _MCCTEMPBM_CRPT33550133___7]
	
	
	
	
	
	
	
	
	

	Any other value received by the UE shall be treated as 0110 1111, "protocol error, unspecified".



***** Next change *****
[bookmark: _Toc525231523]11.3.aa	RAND
The purpose of the RAND information element is to provide the UE with a non-predictable challenge (see 3GPP TS 33.503 [34]).
The RAND information element is coded as shown in figure 11.3.aa.1 and table 11.3.aa.1.
The RAND is a type 3 information element with a length of 17 octets.
	8
	7
	6
	5
	4
	3
	2
	1
	

	RAND IEI
	octet 1

	
RAND value
	octet 2

	
	
octet 17



Figure 11.3.aa.1: RAND information element
Table 11.3.aa.1: RAND information element
	RAND value (octet 2 to 17)

The RAND value consists of 128 bits (see 3GPP TS 33.503 [34]).




***** Next change *****
[bookmark: _Toc525231522]11.3.bb	AUTS
The purpose of the AUTS information element is to provide the network with the necessary information to begin a re-synchronisation (see 3GPP TS 33.503 [34]).
The AUTS information element is coded as shown in figure 11.3.bb.1 and table 11.3.bb.1.
The AUTS is a type 3 information element with a length of 15 octets.
	8
	7
	6
	5
	4
	3
	2
	1
	

	AUTS IEI
	octet 1

	
AUTS value
	octet 2

	
	
octet 15



Figure 11.3.bb.1: AUTS information element
Table 11.3.bb.1: AUTS information element
	AUTS value (octet 2 to 15)

This contains AUTS (see 3GPP TS 33.503 [34])




***** End of changes *****

