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* * * First Change * * * *

[bookmark: _Toc24986362][bookmark: _Toc34205790][bookmark: _Toc39061974][bookmark: _Toc43277216][bookmark: _Toc49847546][bookmark: _Toc56419522][bookmark: _Toc81066465][bookmark: _Toc98506637]6.1.5.2.8	Type: IeInfo
Table 6.1.5.2.8-1: Definition of type IeInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	ieLoc
	IeLocation
	M
	1
	This IE shall contain the location of the IE mentioned in "reqBodyIePath" or "rspBodyIePath" (i.e URI parameter or JSON body or multipart message)

	ieType
	IeType
	M
	1
	This IE shall contain the type of the IE, representing the nature of the information the IE is carrying.

	reqIe
	string
	C
	0..1
	This IE shall be included when the Ies in HTTP/2 request messages of an API need to be protected when forwarded over N32-f. When present, this IE shall contain:
- The JSON pointer representation of the IE to be protected, if the "ieLoc" indicates "BODY". Only the JSON pointer of the leaf IEs are included;
- The name of the URI query attribute to be protected, if the "ieLoc" indicates "URI_PARAM";
- The name of the HTTP header, if the "ieLoc" indicates "HEADER";
- The JSON pointer representation of the attribute defined with the RefToBinaryData IE type if the "ieLoc" indicates "MULTIPART_BINARY". It shall be encoded as: <JSON Pointer of the attribute defined with the RefToBinaryData type>/data.

	rspIe
	string
	C
	0..1
	This IE shall be included when the IEs in HTTP/2 response messages of an API need to be protected when forwarded over N32-f. When present, this IE shall contain:
- The JSON pointer representation of the IE to be protected, if the "ieLoc" indicates "BODY". Only the JSON pointer of the leaf IEs are included;
- The name of the URI query attribute to be protected, if the "ieLoc" indicates "URI_PARAM";
- The name of the HTTP header, if the "ieLoc" indicates "HEADER";
- The JSON pointer representation of the attribute defined with the RefToBinaryData IE  type if the "ieLoc" indicates "MULTIPART_BINARY". It shall be encoded as: <JSON Pointer of the attribute defined with the RefToBinaryData type>/data.

	isModifiable
	boolean
	C
	0..1
	This IE shall be included if the IE is allowed to be modified by all IPX(s) on the side of the SEPP sending the API IE mapping. When present,

- true, indicates that the IE is allowed to be modified by all IPX(s) on the side of the SEPP;
- false, indicates that the IE is not allowed to be modified by any IPX on the side of the SEPP;
- default is false.
When the IE is not included, the default value shall be applied.
(NOTE)

	isModifiableByIpx
	map(boolean)
	C
	0..1
	This IE shall be included if the IE is allowed to be modified by some of (but not all) the IPX(s) on the side of the SEPP sending the API IE mapping. The key of the map is the ipxProviderId for which the boolean applies.

When present, each element carries the isModifiable indication for the IPX indicated by the key.
(NOTE)

	NOTE:	Either isModifiable or isModifiableByIpx may be present, but not both.



* * * Next Change * * * *

[bookmark: _Toc24986410][bookmark: _Toc34205838][bookmark: _Toc39062022][bookmark: _Toc43277264][bookmark: _Toc49847594][bookmark: _Toc56419575][bookmark: _Toc81066518][bookmark: _Toc98506689]6.2.5.2.8	Type: HttpPayload
Table 6.2.5.2.8-1: Definition of type HttpPayload
	Attribute name
	Data type
	P
	Cardinality
	Description

	iePath
	string
	M
	1
	This IE identifies the JSON pointer representation (see IETF RFC 6901 [17]) of full JSON path of the IE to be encoded. IEs that are of type object shall be flattened into each individual attribute's full JSON path and the HttpPayload IE shall only contain the final leaf attribute IE path and its corresponding value.

	ieValueLocation
	IeLocation
	M
	1
	This IE shall identify where the IE value is located - i,e in the JSON body or in the multipart message part.

	value
	object
	M
	1
	This IE shall contain the value of the IE corresponding to "iePath", encoded as a free form object.
If the value of this IE is encrypted, then the value part shall be encoded as
{
"encBlockIndex": <array index in DataToIntegrityProtectAndCipherBlock>
}
(see clause 6.2.5.2.4).

If the value of this IE is a RefToBinary data type (see 3GPP TS 29.571 [12], then value shall contain the value of the Content-ID header field of the referenced binary body part.

The referenced binary body part of the multipart/related message shall be either encrypted or not encrypted depending on the protection policy exchanged between the SEPPs.

If the referenced binary body part is required to be encrypted, then the binary part is first base64 encoded into a byte array and then inserted into the "DataToIntegrityProtectAndCipherBlock". Then two HttpPayload instances with the following values shall be added immediately after this HttpPayload instance in the "DataToIntegrityProtectBlock"
{
  "iePath": <JSON Pointer of RefToBinary type IE that is referring to the multipart binary parththe attribute defined with the RefToBinaryData type>/contenttype
  "ieValueLocation": "MULTIPART_BINARY"
  "value": <value of the content type of multipart binary>
},
{
  "iePath": <JSON Pointer of the attribute defined with the RefToBinaryData typeRefToBinary type IE that is referring to the multipart binary parth>/data,
  "ieValueLocation": "MULTIPART_BINARY"
"value": {"encBlockIndex": <array index in DataToIntegrityProtectAndCipherBlock that contains the byte array>}
}

If the referenced binary body part is not required to be encrypted, then the binary part is first base64 encoded into a byte array and then inserted as new instance of HttpPayload IE in " DataToIntegrityProtectBlock" as

{
  "iePath": <JSON Pointer of the attribute defined with the RefToBinaryData typeRefToBinary type IE that is referring to the multipart binary parth>/contenttype
  "ieValueLocation": "MULTIPART_BINARY"
  "value": <value of the content type of multipart binary>
},
{
  "iePath": <JSON path of the attribute defined with the RefToBinaryData typeRefToBinary type IE that is referring to the multipart binary parth>/data,
  "ieValueLocation": "MULTIPART_BINARY"
"value": <base64 encoded byte array>
}

See NOTE 1.

	NOTE 1:	In this release of this specification only N16 interface has binary content and there is no sensitive information carried over N16 interface. Consequently ciphering of binary part is not required in this release of this specification. The encoding specified here is to provide a N32-f framework in a future proof manner so that if a binary part need to be encrypted in future this structure can be used.




* * * Next Change * * * *

[bookmark: _Toc24986465][bookmark: _Toc34205893][bookmark: _Toc39062077][bookmark: _Toc43277319][bookmark: _Toc49847649][bookmark: _Toc56419630][bookmark: _Toc81066573][bookmark: _Toc98506743]B.3	Input Message Containing Multipart Binary Part
Consider the following example:
-	Some headers of the input HTTP/2 message need to be integrity protected and ciphered.
-	Some payload part of the input HTTP/2 message need to be integrity protected and ciphered.
-	The input HTTP/2 message has two multipart/related binary content out of which one binary content needs to be integrity protected and ciphered while the other is only required to be integrity protected.
-	The headers and payload that are not required to be integrity protected and ciphered in the input HTTP/2 message need to be only integrity protected.

The N32fReformattedReqMessage for this example looks like
"reformattedData": {
  "protected": BASE64URL(UTF8(JWE Protected Header),
  "unprotected": <non integrity protected shared JOSE headers>,
  "header": <non integrity protected recipient specific JOSE headers>,
  "encrypted_key": BASE64URL(JWE Encrypted Key),
  "aad": BASE64URL(DataToIntegrityProtectBlock),
  "iv": BASE64URL(JWE Initialization Vector),
  "ciphertext": BASE64URL(JWE CipherText(DataToIntegrityProtectAndCipherBlock),
  "tag": BASE64URL(JWE Authentication Tag)
}
The DataToIntegrityProtectBlock for this example looks like
{
  "metaData":
    {
      "n32fContextId": <the n32fcontext Id of receiving SEPP>,
      "messageId": <Id of the message>,
      "authorizedIpxId": <FQDN of the IPX>
    },
  "requestLine":
    {
      "method": <http method of the NF service API>,
      "scheme": <http scheme of the NF service API>,
      "authority": <authority part of the NF service API URI>,
      "path": <path part of the NF service API URI>,
      "protocolVersion": <HTTP protocol version>,
      "queryFragment": <query fragment of the NF service API, if available>
    },
  "headers":
    [
      {
        "header": <name of HTTP header 1>,
        "value": {"headerval": <string carrying value of the header>}
      },
      {
        "header": <name of HTTP header 2>,
        "value": {"encBlockIndex": 1}
      }
    ],
  "payload":
    [
      {
        "iePath": <JSON Pointer of IE 1>,
        "ieValueLocation": "BODY",
        "value": <value of IE>
      },
      {
        "iePath": <JSON Pointer of IE 2 - which is an attribute defined with the RefToBinaryData RefToBinary type IE>/contentId,
        "ieValueLocation": "BODY",
        "value": <value of the Content ID>
      },
      {
        "iePath": <JSON Pointer of IE 2 - which is an attribute defined with the RefToBinaryData RefToBinary type IE>/contenttype,
        "ieValueLocation": "MULTIPART_BINARY",
        "value": <value of the Content Type>
      },
      {
        "iePath": <JSON Pointer of IE 2 - which is an attribute defined with the RefToBinaryData RefToBinary type IE>/data,
        "ieValueLocation": "MULTIPART_BINARY",
        "value": <BASE 64 encoded byte array of the binary part>
      },
      {
        "iePath": <JSON Pointer of IE 3 - which is an attribute defined with the RefToBinaryData RefToBinary type IE>/contentId,
        "ieValueLocation": "BODY",
        "value": <value of the Content ID>
      },
      {
        "iePath": <JSON Pointer of IE 32 - which is an attribute defined with the RefToBinaryData RefToBinary type IE>/contenttype,
        "ieValueLocation": "MULTIPART_BINARY",
        "value": <value of the Content Type>
      },
      {
        "iePath": <JSON Pointer of IE 3 - which is an attribute defined with the RefToBinaryData RefToBinary type IE>/data,
        "ieValueLocation": "MULTIPART_BINARY",
        "value": {"encBlockIndex": 2}
      }
    ]
}

NOTE:	The "iePath" for Content Type or data is a virtual path, which actually refers to the "Content-Type" and "data" in multipart body.
[bookmark: _PERM_MCCTEMPBM_CRPT57490011___7]EXAMPLE:	If the input HTTP message contains multipart binary part, as:

POST /example.com/namf-comm/v1/ue-contexts/{ueContextId}/n1-n2-messages HTTP/2
Content-Type: multipart/related; boundary=----Boundary
Content-Length: xyz

------Boundary
Content-Type: application/json

{
    "n2InfoContainer": {
      "n2InformationClass": "SM",
      "smInfo": {
        "pduSessionId": 5,
        "n2InfoContent": {
          "ngapIeType": "PDU_RES_SETUP_REQ",
          "ngapData": {
            "contentId": "n2msg"
          }
        }
      }
    },
    "pduSessionId": 5
}
------Boundary
Content-Type: application/vnd.3gpp.ngap
Content-Id: n2msg

{ … N2 Information binary data …}
------Boundary

the binary content only required to be integrity protected will be formatted, as:

"payload":
  [
    {
      "iePath": "/n2InfoContainer/smInfo/n2InfoContent/ngapData/contentId",
      "ieValueLocation": "BODY",
      "value": "n2msg"
    },
    {
      "iePath": "/n2InfoContainer/smInfo/n2InfoContent/ngapData/contenttype",
      "ieValueLocation": "MULTIPART_BINARY",
      "value": "application/vnd.3gpp.ngap"
    },
    {
      "iePath": "/n2InfoContainer/smInfo/n2InfoContent/ngapData/data",
      "ieValueLocation": "MULTIPART_BINARY",
      "value": <BASE 64 encoded byte array of N2 Information binary data >
    }
  ]

The DataToIntegrityProtectAndCipherBlock for this example looks like
{
  "dataToEncrypt":
    [
      <value of HTTP header 2>,
      <byte array containing BASE 64 encoding of the binary part>
    ]
}


* * * End of Changes * * * *

