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* * * First Change * * * *

[bookmark: _Toc24986319][bookmark: _Toc34205747][bookmark: _Toc39061931][bookmark: _Toc43277173][bookmark: _Toc49847503][bookmark: _Toc56419478][bookmark: _Toc81066421][bookmark: _Toc98506593]5.3.2.3	Message Reformatting
A SEPP on the sending side PLMN applies message reformatting in the following cases:
-	When it receives a HTTP/2 request message from an NF service consumer to a an NF service producer in another PLMN;
-	When it receives a response HTTP/2 response message from an NF service producer to an NF service consumer in another PLMN.
-	When it receives a HTTP/2 notification request message from an NF service producer to an NF service consumer in another PLMN;
-	When it receives a HTTP/2 notification response message from an NF service consumer to an NF service producer in another PLMN
The SEPP shall reformat the HTTP/2 message by encapsulating the whole message into the body of a new HTTP POST message. The body of the HTTP POST request / response message shall contain the reformatted original HTTP/2 request/response message respectively. The HTTP POST request/response body shall be encoded as the "N32fReformattedReqMsg"/"N32fReformattedRspMsg" JSON bodies respectively, as specified in clause 6.2.5.
The "N32fReformattedReqMsg"/"N32fReformattedRspMsg" are structured as given below:




Figure 5.3.2.3-1 JSON representation of a reformatted HTTP message

The "cipherText" part of the reformatted message in FlatJweJson shall be prepared as given below


Figure 5.3.2.3-2 Transformation of HTTP Header and Payload to Encrypt into CipherText
1.	Based on the protection policy exchanged between the SEPPs, the sending SEPP prepares an input for the JWE ciphering and integrity protection as an array of arbitrary types in the "DataToIntegrityProtectAndCipher" block with each entry containing either a HTTP header value or the value of a JSON payload IE of the API message being reformatted. The index value "encBlockIdx" in the payload part of DataToIntegrityProtectBlock shall point to the index of a header value or IE value in this input array.
2.	The input block is fed into an encryption function along with the other required inputs for JWE as specified in IETF RFC 7516 [14].
3.	The encryption function outputs the cipher text information. This cipher text is then subjected to BASE64URL transformation as specified in IETF RFC 4648 [15] clause 5.
4. The output of the BASE64URL transform is them encoded as the ciphertext part of FlatJweJson IE specified in clause 6.2.5.2.11.

* * * Next Change * * * *

[bookmark: _Toc24986412][bookmark: _Toc34205840][bookmark: _Toc39062024][bookmark: _Toc43277266][bookmark: _Toc49847596][bookmark: _Toc56419577][bookmark: _Toc81066520][bookmark: _Toc98506691]6.2.5.2.10	Type: Modifications
Table 6.2.5.2.10-1: Definition of type Modifications
	Attribute name
	Data type
	P
	Cardinality
	Description

	operations
	array(PatchItem)
	C
	1..N
	This IE shall be included if an intermediary IPX inserts modification instructions on the JSON data carried in the "authenticatedBlock" part of the N32-f forwarded message. For the first modifications entry, this IE shall not be included, since the first entry is inserted by the SEPP.

	identity
	Fqdn
	M
	1
	This IE shall contain the identity of the entity inserting the modifications entry. The identity shall be encoded in the form of an URI.

	tag
	string
	C
	0..1
	This IE shall be present when the JWE Authentication Tag value is non-empty as specified in IETF RFC 7515 [16]. When present, this IE shall contain the BASE64URL(JWE Authentication Tag).



* * * Next Change * * * *

[bookmark: _Toc24986460][bookmark: _Toc34205888][bookmark: _Toc39062072][bookmark: _Toc43277314][bookmark: _Toc49847644][bookmark: _Toc56419625][bookmark: _Toc81066568][bookmark: _Toc98506738]A.3	JOSE Protected Message Forwarding API on N32-f
openapi: 3.0.0

info:
  version: '1.1.2'
  title: 'JOSE Protected Message Forwarding API'
  description: |
    N32-f Message Forwarding Service.
    © 2021, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
servers:
  - url: '{apiRoot}/n32f-forward/v1'
    variables:
      apiRoot:
        default: https://example.com
        description:  apiRoot as defined in clause 4.4 of 3GPP TS 29.501.
externalDocs:
  description: 3GPP TS 29.573 V16.6.0; 5G System; Public Land Mobile Network (PLMN) Interconnection; Stage 3
  url: http://www.3gpp.org/ftp/Specs/archive/29_series/29.573/
[…]
    Modifications:
      type: object
      required:
        - identity
      properties:
        identity:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/Fqdn'
        operations:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PatchItem'
          minItems: 1
        tag:
          type: string

[…]
* * * End of Changes * * * *
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