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[bookmark: _Toc97305968]5.2.2.2	AuthenticateAuthorize Service Operation
[bookmark: _Toc97305969]5.2.2.2.1	General
The AuthenticateAuthorize service operation is used during the following procedure:
-	UUAA-MM and UUAA-SM procedures (see 3GPP TS 23.256 [6], clause 5.2.2 and clause 5.2.3, respectively)
-	C2 authorization (see 3GPP TS 23.256 [6], clause 5.2.5)
The AuthenticateAuthorize service operation is invoked by an NF Service Consumer (e.g. an AMF, SMF, SMF+PGW-C) towards the NEF (UAS-NF), when UUAA-MM is done at 5GS registration, UUAA-SM is done at PDU session establishment, or for Authorization for C2 in 5GS or EPS.
The NF Service Consumer (e.g. the AMF or the SMF or the SMF+PGW-C) shall send the authentication message to NEF (UAS-NF) by sending the HTTP POST request towards the UAV Authentications resource as shown in Figure 5.2.2.2.1-1.


Figure 5.2.2.2.1-1: AuthenticateAuthorize Service Operation
1.	The NF Service Consumer shall send a POST request to the resource representing the UAV Authentications resource of the NEF (UAS-NF) with a "UAVAuthInfo" object in the request body, including:
-	gpsi IE set to GPSI (in the format of External Identifier) of the UAV;
-	serviceLevelId IE set to Service Level Device Identity;
-	authMsg IE contains the service-level AA message;
-	authNotificationURI IE provides the notification URI to receive notifications related to authentication;
-	authServerAddress IE provides the Authorization Server Address, e.g. Authorization Server FQDN. This IE is not included for intermediate round-trip authentication messages;
-	nfType IE carries the NF type of the  NF service consumer (e.g. AMF or SMF or SMF+PGW-C); and
-	userLocInfo IE provides the user location information (e.g. cell Id).
If the NF Service Consumer is SMF or SMF+PGW-C, the "UAVAuthInfo" also may include:
-	ipAddr IE carries the IP Address associated with the PDU session;
-	pei IE carries the PEI;
If the NF Service Consumer is SMF or SMF+PGW-C, for UUAA-MM and UUAA-SM procedures the "UAVAuthInfo" also may include:
-	dnn IE carries the DNN which can be used by NEF (UAS-NF) later on to create a subscription at SMF; and
-	sNssai IE carries the S-NSSAI which can be used by NEF (UAS-NF) later on to create a subscription at SMF.
2a.	On success, the NEF (UAS-NF) shall store the result and return "200 OK".
For intermediate round-trip messages, the payload body (i.e. UAVAuthResponse) shall contain the GPSI of the UAV and Service Level Device Identity. The payload body optionally includes "authMsg".
For the final NEF (UAS-NF) to NF service consumer message, the payload body (i.e. UAVAuthResponse) shall contain the GPSI of the UAV, notifyCorrId authSessCorrId attribute and "authResult" attribute. If the UAV is authenticated successfully, the NEF (UAS-NF) shall set the "authResult" attribute to "AUTH_SUCCESS". The payload body optionally contains the authorized Service Level Device Identity and "authMsg" payload delivering configuration information to the UAV. The AMF forwards the message transparently to UE over NAS MM.
2b.	On failure or redirection, one of the HTTP status codes listed in Table 6.1.7.3-1 shall be returned. For a 4xx/5xx response, the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in Table 6.1.7.3-1.
If the NEF (UAS-NF) cannot successfully fulfil the received HTTP POST request due to an internal error or an error in the HTTP POST request, the NEF (UAS-NF) shall send the HTTP error response as specified in clause 6.1.7. 
If the UAV authentication is failed, the NEF (UAS-NF) shall reject the request with an HTTP "403 Forbidden" response message including the "cause" attribute of the ProblemDetails data structure set to "AUTHENTICATION_FAILURE". NEF (UAS-NF) shall also include an indication of uasResourceRelease received from the USS in case of reauthentication failure.
In above steps, while there is no expected response from the USS in the case of time out, the NEF(UAS-NF) shall return HTTP status code "504 Gateway Timeout", with the message body containing a ProblemDetails structure with the "cause" attribute set to "PEER_NOT_RESPONDING".

[bookmark: _Toc97305970][bookmark: _Toc94083858][bookmark: _Toc67685414][bookmark: _Toc58594192][bookmark: _Toc56516067][bookmark: _Toc45030938][bookmark: _Toc43206570][bookmark: _Toc36462359][bookmark: _Toc34748800][bookmark: _Toc34738496][bookmark: _Toc34737527][bookmark: _Toc34737344][bookmark: _Toc34737247][bookmark: _Toc34167784][bookmark: _Toc26198907][bookmark: _Toc25075688][bookmark: _Toc22625360][bookmark: _Toc22039906][bookmark: _Toc18837096][bookmark: _Toc19777613][bookmark: _Toc27740910][bookmark: _Toc36054289][bookmark: _Toc44874165][bookmark: _Toc51863143][bookmark: _Toc57980572][bookmark: _Toc82549951]* * * Next Change * * * *
5.2.2.3	AuthNotify Service Operation
5.2.2.3.1	General
The AuthNotify service operation is used during the following procedure:
-	USS Initiated reauthentication (see 3GPP TS 23.256 [6], clause 5.2.4)
-	USS Initiated update authorization data or revoke authorization of the UAV
The AuthNotify service operation is invoked by the NEF (UAS-NF) to inform a NF Service Consumer (e.g. AMF, SMF, SMF+PGW-C), when USS triggers reauthentication, update authorization data or revoke authorization of the UAV. NEF (UAS-NF) shall determine the NF service consumer based on the previously stored UUAA context during the successful UUAA procedure as defined in clause 5.2.2.2.
The NEF (UAS-NF) shall send the AuthNotify request by sending the HTTP POST method towards the Notification URI as shown in Figure 5.2.2.3.1-1.


Figure 5.2.2.3.1-1: AuthNotify Service Operation
1.	The NEF (UAS-NF) shall send a POST request towards the Notification URI received in the Authenticate service operation request (See clause 5.2.2.2.1). The NEF (UAS-NF) shall be able to determine the NF type of the NF service consumer by nfType IE received in the Authenticate service operation request. The request body shall contain a "AuthNotification" object containing the reauthentication information or update authorization information or revoke authorization indication.
When the procedure is used for reauthentication or reauthorization/update authorization information, the AuthNotification object includes:
- the gpsi IE set to the GPSI (in the format of External Identifier) of the given UAV required to be reauthenticated;
- serviceLevelId IE set to the Service Level Device Identity of the UAV;
- authMsg IE contains the service-level AA message;
- authSessCorrId IE set to the authentication session correlation id;
- notifType IE set to REAUTH used for reauthentication and/or notifType IE set to UPDATEAUTH used for update authorization data.
- notifyCorrId IE set to the notification correlation ID;
When the procedure is used for authorization revocation, the AuthNotification object includes:
- the gpsi IE set to the GPSI (in the format of External Identifier) of the given UAV;
- serviceLevelId IE set to the Service Level Device Identity of the UAV;
- authSessCorrId IE set to the authentication session correlation id;
- revokeCause IE set to cause of revocation received from USS; and
- notifType IE set to REVOKE.
- notifyCorrId IE set to the notification correlation ID;
2a.	On success, "204 No content" shall be returned without response body. If the NF Service consumer remove the successful UUAA result during UUAA Revocation procedure, the NEF (UAS-NF) shall remove the UUAA context (see clause 5.2.7 of 3GPP TS 23.256 [6]).
2b.	On failure or redirection, one of the HTTP status code listed in Table 6.1.5.2.3.1-3 shall be returned. For a 4xx/5xx response, the response body should contain a "ProblemDetails" object.
If the NF service consumer cannot successfully fulfil the received HTTP POST request due to an internal error or an error in the HTTP POST request, the NF service consumer shall send an HTTP error response as specified in clause 6.1.7.

* * * Next Change * * * *
6.1.6.2.3	Type: AuthNotification
Table 6.1.6.2.3-1: Definition of type AuthNotification
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	gpsi
	Gpsi
	M
	1
	GPSI of the UAV
	

	serviceLevelId
	string
	M
	1
	Service Level Device Identity of the UAV
	

	authMsg
	RefToBinaryData
	C
	0..1
	Contains the service-level AA message.
This IE may be present if the notifType is set to "UPDATEAUTH".
	

	authSessCorrId
	string
	M
	0..1
	When present, this IE shall contain the authentication Session Correlation Id.

	

	notifType
	NotifType
	M
	1
	This IE shall contain the notification type.
	

	revokeCause
	string
	C
	0..1
	This IE shall contain the cause of revocation received from the USS.
This IE may be present if the notifType is set to "REVOKE".

	

	notifyCorrId
	string
	M
	1
	This IE shall contain the Notification Correlation Id.

	



* * * Next Change * * * *
[bookmark: _Toc97306000]6.1.6.2.4	Type: UAVAuthResponse
Table 6.1.6.2.4-1: Definition of type UAVAuthResponse
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	gpsi
	Gpsi
	M
	1
	GPSI of the UAV
	

	authResult
	AuthResult
	C
	0..1
	This IE shall be present for the final NEF (UAS-NF) to NF service consumer message.

Conveys the UAV authentication result
	

	authMsg
	RefToBinaryData
	O
	0..1
	Contains the service-level AA message.
	

	serviceLevelId
	string
	O
	0..1
	This IE contains the authorized Service Level Device Identity
	

	authSessCorrId
	string
	O
	0..1
	This IE shall contain the authentication Session Correlation Id.

	

	notifyCorrId
	string
	O
	0..1
	When present, this IE shall contain the Notification Correlation Id.

	



* * * Next Change * * * *
[bookmark: _Toc97306015][bookmark: _Toc94083902][bookmark: _Toc70168842][bookmark: _Toc63347679]A.2	Nnef_Authentication API
[bookmark: _Toc510696653]openapi: 3.0.0

info:
  title: Nnef_Authentication
  version: 1.0.0-alpha.4
  description: |
    NEF Auth Service.
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: >
    3GPP TS 29.256 V17.0.0; 5G System;Uncrewed Aerial Systems Network Function (UAS-NF);
    Aerial Management Services; Stage 3
  url: http://www.3gpp.org/ftp/Specs/archive/29_series/29.256/

servers:
  - url: '{apiRoot}/nnef-authentication/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501

security:
  - {}
  - oAuth2ClientCredentials:
    - nnef-authentication

paths:
  /uav-authentications:
    post:
      summary:  UAV authentication
      tags:
        - UAV authentication
      requestBody:
        description: UAV authentication
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/UAVAuthInfo'
      responses:
        '200':
          description: UAV Auth response or message exchange
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/UAVAuthResponse'
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          description: UAV authentication failure
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/UAVAuthFailure'
        '504':
          $ref: 'TS29571_CommonData.yaml#/components/responses/504'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
      callbacks:
        authNotification:
          '{request.body#/authNotification }':
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      $ref: '#/components/schemas/AuthNotification'
              responses:
                '204':
                  description: Successful Notification response
                '307':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/307'
                '308':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/308'
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                default:
                  $ref: 'TS29571_CommonData.yaml#/components/responses/default'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nnef-authentication: Access to the Nnef_authentication API





  schemas:
#
# STRUCTURED DATA TYPES
#
    UAVAuthInfo:
      description: UAV auth data
      type: object
      required:
        - gpsi
        - serviceLevelId
        - nfType
      properties:
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        serviceLevelId:
          type: string
        authNotificationURI:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        ipAddr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/IpAddr'
        pei:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Pei'
        authServerAddress:
          type: string
        authMsg:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/RefToBinaryData'
        ueLocInfo:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/UserLocation'
        dnn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Dnn'
        sNssai:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/ExtSnssai'
        nfType:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/NFType'

    UAVAuthResponse:
      description: UAV auth response data
      type: object
      required:
        - gpsi
      properties:
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        serviceLevelId:
          type: string
        authSessCorrId:
          type: string
        authMsg:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/RefToBinaryData'
        authResult:
          $ref: '#/components/schemas/AuthResult'
        notifyCorrId:
          type: string

    AuthNotification:
      description: UAV related notification
      type: object
      required:
        - gpsi
        - serviceLevelId
        - notifType
        - authSessCorrId
        - notifyCorrId
      properties:
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        serviceLevelId:
          type: string
        authSessCorrId:
          type: string
        notifyCorrId:
          type: string
        authMsg:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/RefToBinaryData'
        notifType:
          $ref: '#/components/schemas/NotifType'
        revokeCause:
          type: string

    UAVAuthFailure:
      description: UAV auth failure
      type: object
      required:
        - error
      properties:
        error:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        uasResourceRelease:
          type: boolean

#
# SIMPLE DATA TYPES
#

#
# ENUMERATIONS
#

    AuthResult:
      description: Enumeration representing the result of authentication and/or authorization.
      anyOf:
        - type: string
          enum:
          - AUTH_SUCCESS
        - type: string
    NotifType:
      description: Enumeration representing the type of notification.
      anyOf:
        - type: string
          enum:
          - REAUTH
          - UPDATEAUTH
          - REVOKE
        - type: string


* * * End of Changes * * * *
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