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[bookmark: _Toc24937686][bookmark: _Toc33962501][bookmark: _Toc42883263][bookmark: _Toc49733131][bookmark: _Toc51871595]* * * Begin of Changes * * * *
[bookmark: _Toc98493774][bookmark: _Toc51944539][bookmark: _Toc36464809][bookmark: _Toc34310287][bookmark: _Toc25270634][bookmark: _Toc19777613][bookmark: _Toc27740910][bookmark: _Toc36054289][bookmark: _Toc44874165][bookmark: _Toc51863143][bookmark: _Toc57980572][bookmark: _Toc82549951]5.2	Nausf_UEAuthentication Service
[bookmark: _Toc98493775][bookmark: _Toc51944540][bookmark: _Toc36464810][bookmark: _Toc34310288][bookmark: _Toc25270635]5.2.1	Service Description
The AUSF is acting as NF Service Producer. It provides UE authentication service to the requester NF. The NF Service Consumer is the AMF.
For this service, the following service operations are defined:
-	Authenticate
This service permits to authenticate the UE and to provide one or more master keys which are used by the AMF to derived subsequent keys.
[bookmark: _Toc98493776][bookmark: _Toc51944541][bookmark: _Toc36464811][bookmark: _Toc34310289][bookmark: _Toc25270636]5.2.2	Service Operations
[bookmark: _Toc98493777][bookmark: _Toc51944542][bookmark: _Toc36464812][bookmark: _Toc34310290][bookmark: _Toc25270637]5.2.2.1	Introduction
The service operation defined for the Nausf_UEAuthentication is as follows:
-	Authenticate: It allows the AMF to authenticate the UE and allows the AMF to inform AUSF to remove the UE authentication result in the UDM.
-	Deregister: It allows UDM to request the AUSF to clear the Security Context.
-	ProseAuthenticate: It allows the AUSF of the 5G ProSe Remote UE to support the authentication of a 5G ProSe Remote UE via the AMF of the 5G ProSe UE-to-Network Relay.

* * * Next Change * * * *
[bookmark: _Toc98493785][bookmark: _Toc51944553][bookmark: _Toc90561863][bookmark: _Toc67681464][bookmark: _Toc45028709][bookmark: _Toc45027874][bookmark: _Toc36456991]5.2.2.x	ProseAuthenticate
[bookmark: _Toc98493786][bookmark: _Toc51944554]5.2.2.x.1	General
The ProseAuthenticate service operation is used in the following scenario:
-	Authenticate the 5G ProSe Remote UE in AUSF
The NF Service Consumer (AMF) requests the authentication of the 5G ProSe Remote UE by providing 5G ProSe Remote UE related information, the Relay Service Code and Nonce_1 to the NF Service Producer (AUSF), which retrieves 5G ProSe Remote UE related data and authentication method from the UDM. In this case the retrieved authentication method is EAP-AKA. The NF Service Consumer (AMF) shall then return to the AUSF the result received from the 5G ProSe Remote UE:



Figure 5.2.2.x.1-1: ProSe Authentication
1.	The NF Service Consumer (AMF) shall send a POST request to the AUSF. The payload of the body shall contain the UE Id, Relay Service Code and Nonce_1.
2a.	On success, "201 Created" shall be returned. The payload body shall contain the representation of the resource generated and the "Location" header shall contain the URI of the generated resource (e.g. .../v1/prose_authentications/{authCtxId}). The AUSF generates a sub-resource "prose-auth". There shall be only one sub-resource "prose-auth" per UE identified by the supiOrSuci in ProSeAuthenticationInfo. The AUSF shall provide an hypermedia link towards this sub-resource in the payload to indicate to the AMF where it shall send a POST containing the EAP packet response. The body payload shall also contain the EAP packet EAP-Request/AKA'-Challenge.
2b.	On failure or redirection, one of the HTTP status code listed in table 6.1.3.2.3.1-3 shall be returned. For a 4xx/5xx response, the message body may contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.3.2.3.1-3. 
3.	Based on the relation type, the NF Service Consumer (AMF) shall send a POST request including the EAP-Response/AKA' Challenge received from the 5G ProSe Remote UE. The POST request is sent to the URI provided by the AUSF or derived by the NF Service Consumer (AMF).
4a.	On success, and if the AUSF and the UE have indicated the use of protected successful result indications as in IETF RFC 5448 [9] (to be superseded by draft-ietf-emu-rfc5448bis [17]), the AUSF shall reply with a "200 OK" HTTP message containing the EAP Request/AKA' Notification and an hypermedia link towards the sub-resource "prose-auth".
4b.	On failure or redirection, one of the HTTP status code listed in table 6.1.3.4.3.1-3 shall be returned. For a 4xx/5xx response, the message body may contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.3.4.3.1-3.
NOTE: Steps 4 to 5 are optional.
5.	The NF Service Consumer (AMF) shall send a POST request including the EAP Response/AKA' Notification received from the UE. The POST request is sent to the URI provided by the AUSF or derived by the NF Service Consumer (AMF).
6a.	If the ProSe authentication exchange is successfully completed (with or without the optional Notification Request/Response messages exchange), "200 OK" shall be returned to the NF Service Consumer (AMF). The payload shall contain the result of the authentication, an EAP success/failure and the KNR_ProSe if the authentication is successful. If the 5G ProSe Remote UE is not authenticated, the AUSF shall set the authResult to AUTHENTICATION_FAILURE.
6b.	On failure or redirection, one of the HTTP status code listed in table 6.1.3.4.3.1-3 shall be returned. For a 4xx/5xx response, the message body may contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.3.4.3.1-3.
Editor's Note:	 The attributes of API are FFS, need to be aligned with SA3 discussion.
[bookmark: _Toc98493784][bookmark: _Toc51944552][bookmark: _Toc36464822][bookmark: _Toc34310300]
* * * Next Change * * * *
5.2.2.x.2	ProSe Authentication Result Removal with EAP-AKA' method
In the case that the authentication of a 5G ProSe Remote UE failure, the NF Service Consumer (AMF) requests the AUSF to inform the UDM to remove the authentication result:



Figure 5.2.2.x.2-1: ProSe Authentication Result Removal with EAP-AKA' method
1.	The NF Service Consumer (AMF) shall send a DELETE request to the resource URI representing the sub-resource "prose-auth". The request body shall be empty.
2a.	On success, "204 No Content" shall be returned. The AUSF shall send a DELETE request to the UDM for removing the authentication result of the UE after receiving the above DELETE request message.
2b.	On failure or redirection, one of the HTTP status code listed in table 6.1.3.4.3.2-3 shall be returned. For a 4xx/5xx response, the message body may contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.3.4.3.2-3.

* * * Next Change * * * *
[bookmark: _Toc98493809][bookmark: _Toc51944577][bookmark: _Toc36464845][bookmark: _Toc34310323][bookmark: _Toc25270668]6.1.3	Resources
[bookmark: _Toc98493810][bookmark: _Toc51944578][bookmark: _Toc36464846][bookmark: _Toc34310324][bookmark: _Toc25270669]6.1.3.1	Overview
The structure of the Resource URIs of the Nausf_UEAuthentication service is shown in Figure 6.1.3.1-1





Figure 6.1.3.1-1: Resource URI structure of the AUSF API
Table 6.1.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.1.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	ue-authentications
(Collection)
	/ue-authentications
	POST
	Initiate the authentication process by providing inputs related to the UE

	
	/ue-authentications/deregister
	deregister
(POST)
	Clear the security context of the UE

	Individual UE authentication (Document)
	/ue-authentications/{authCtxId}
	
	See NOTE 1

	5g-aka-confirmation
(Document)
	/ue-authentications/{authCtxId}/5g-aka-confirmation

	PUT
	Put the UE response from the 5G-AKA process.

	
	
	DELETE
	DELETE the authentication result.

	eap-session
(Document)
	/ue-authentications/{authCtxId}/eap-session
	POST
	Post the EAP response from the UE.
See NOTE.

	
	
	DELETE
	DELETE the authentication result.

	rg-authentications
(Collection)
	/rg-authentications
	POST
	Initiate the authentication process by providing inputs related to the FN-RG

	Individual RG authentication (Document)
	/rg-authentications/{authCtxId}
	
	See NOTE 3

	prose-authentications
(Collection)
	/prose-authentications
	POST
	Initiate the authentication process by providing inputs related to the 5G ProSe Remote UE.

	prose-auth
(Document)
	/prose-authentications/{authCtxId}/prose-auth
	POST
	Post the EAP response from the 5G ProSe Remote UE.
See NOTE.

	
	
	DELETE
	DELETE the authentication result.

	NOTE 1:	This resource represents the created individual UE authentication, the URI of the created resource is contained in the "Location" header of the "201 Created" response (See step 2a of Figure 5.2.2.2.2-1 and Figure 5.2.2.2.3.2-1). There are no service operations defined on this resource.
NOTE 2:	This POST is used to provide EAP response to the AUSF in a sub-resource (Document) generated by the first POST operation. As this operation is not idempotent (it triggers subsequent EAP operations), a PUT was not adequate.
NOTE 3:	This resource represents the created individual RG authentication, the URI of the created resource is contained in the "Location" header of the "201 Created" response (See step 2a of Figure 5.2.2.2.4-1). There are no service operations defined on this resource.




* * * Next Change * * * *
[bookmark: _Toc25270670][bookmark: _Toc98493811][bookmark: _Toc51944579][bookmark: _Toc36464847][bookmark: _Toc34310325]6.1.3.x	Resource: prose-authentications (Collection)
[bookmark: _Toc98493812][bookmark: _Toc51944580][bookmark: _Toc36464848][bookmark: _Toc34310326][bookmark: _Toc25270671]6.1.3.x.1	Description
This resource represents a collection of the prose-authentication resources generated by the AUSF.
[bookmark: _Toc98493813][bookmark: _Toc51944581][bookmark: _Toc36464849][bookmark: _Toc34310327][bookmark: _Toc25270672]6.1.3.x.2	Resource Definition
Resource URI: {apiRoot}/nausf-auth/v1/prose-authentications
This resource shall support the resource URI variables defined in table 6.1.3.x.2-1.
Table 6.1.3.x.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.1.1



[bookmark: _Toc98493814][bookmark: _Toc51944582][bookmark: _Toc36464850][bookmark: _Toc34310328][bookmark: _Toc25270673]6.1.3.x.3	Resource Standard Methods
[bookmark: _Toc51944583][bookmark: _Toc36464851][bookmark: _Toc34310329][bookmark: _Toc25270674]6.1.3.x.3.1	POST
This method shall support the URI query parameters specified in table 6.1.3.x.3.1-1.
Table 6.1.3.x.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.x.3.1-2 and the response data structures and response codes specified in table 6.1.3.x.3.1-3.
Table 6.1.3.x.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	ProSeAuthenticationInfo
	M
	1
	Contains the UE id (i.e. SUCI or SUPI as specified in 3GPP TS 33.503 [x1]), the Relay Service Code and Nonce_1.



Table 6.1.3.x.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
Codes
	Description

	ProSeAuthenticationCtx
	M
	1
	201 Created
	Upon success, the response body will contain the EAP method selected, the corresponding EAP packet request and a "link" for the AMF to POST the EAP response.

The HTTP response shall include a "Location" header that contains the resource URI of the created resource.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI, or the same URI if a request is redirected to the same target resource via a different SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.
(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI, or the same URI if a request is redirected to the same target resource via a different SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.
(NOTE 2)

	ProblemDetails
	O
	0..1
	400 Bad Request
	This case represents the failure to start authentication service because of input parameter error.


	ProblemDetails
	O
	0..1
	403 Forbidden
	This case represents when the 5G ProSe Remote UE is not allowed to be authenticated.
The "cause" attribute may be used to indicate one of the following application errors:
- AUTHENTICATION_REJECTED
- INVALID_HN_PUBLIC_KEY_IDENTIFIER
- INVALID_SCHEME_OUTPUT

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- USER_NOT_FOUND

	ProblemDetails
	O
	0..1
	500 Internal Server Error
	This case represents the failure in starting the authentication service because of a server internal error.
If the error is due to a problem with UDM not able to generate the requested AV, the AUSF shall indicate the following application error: "AV_GENERATION_PROBLEM"

	NOTE 1:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4].
NOTE 2:	RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].



Table 6.1.3.x.3.1-4: Headers supported by the 201 Response Code on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains the URI of the newly created resource according to the structure: {apiRoot}/nausf-auth/v1/prose-authentications/{authCtxId}



Table 6.1.3.x.3.1-5: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.
Or the same URI, if a request is redirected to the same target resource via a different SCP.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



Table 6.1.3.x.3.1-6: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.
Or the same URI, if a request is redirected to the same target resource via a different SCP.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected




* * * Next Change * * * *
[bookmark: _Toc98493820][bookmark: _Toc51944592][bookmark: _Toc36464860][bookmark: _Toc34310338][bookmark: _Toc25270682]6.1.3.y	Resource: prose-auth (Document)
[bookmark: _Toc98493821][bookmark: _Toc51944593][bookmark: _Toc36464861][bookmark: _Toc34310339][bookmark: _Toc25270683]6.1.3.y.1	Description
The "prose-auth" is generated by the AUSF if an EAP-based authentication method is selected. This resource is used to handle the EAP session. This subresource should not persist after the EAP exchanges.
[bookmark: _Toc98493822][bookmark: _Toc51944594][bookmark: _Toc36464862][bookmark: _Toc34310340][bookmark: _Toc25270684]6.1.3.y.2	Resource Definition
Resource URI: {apiRoot}/nausf-auth/v1/prose-authentications/{authCtxId}/prose-auth
This resource shall support the resource URI variables defined in table 6.1.3.y.2-1.
Table 6.1.3.y.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.1.1

	authCtxId
	string
	Represents a specific prose-authentication per UE



[bookmark: _Toc98493823][bookmark: _Toc51944595][bookmark: _Toc36464863][bookmark: _Toc34310341][bookmark: _Toc25270685]6.1.3.y.3	Resource Standard Methods
[bookmark: _Toc51944596][bookmark: _Toc36464864][bookmark: _Toc34310342][bookmark: _Toc25270686]6.1.3.y.3.1	POST
This method shall support the URI query parameters specified in table 6.1.3.y.3.1-1.
Table 6.1.3.y.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.y.3.1-2 and the response data structures and response codes specified in table 6.1.3.y.3.1-3.
Table 6.1.3.y.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	ProSeEapSession
	M
	1
	Contains the EAP packet response (see IETF RFC 3748 [18]) from the 5G ProSe Remote UE and transferred by the AMF



Table 6.1.3.y.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
Codes
	Description

	ProSeEapSession

	M
	1
	200 OK
	During an EAP session, the body response shall contain the EAP packet Response and an hypermedia link.
At the end of the EAP session, the body response shall contain the EAP packet Success or Failure (see IETF RFC 3748 [18]) and the KNR_ProSe if the authentication is successful

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI, or the same URI if a request is redirected to the same target resource via a different SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.
(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI, or the same URI if a request is redirected to the same target resource via a different SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.
(NOTE 2)

	ProblemDetails
	O
	0..1
	400 Bad Request
	This case represents an EAP session failure because of input parameter error.  This indicates that the AUSF was not able to continue the EAP session.

	ProblemDetails
	O
	0..1
	500 Internal Server Error
	This case represents an EAP session failure because of a server internal error.

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4].
NOTE 2:	RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4]




Table 6.1.3.y.3.1-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	String
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.
Or the same URI, if a request is redirected to the same target resource via a different SCP.

	3gpp-Sbi-Target-Nf-Id
	String
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



Table 6.1.3.y.3.1-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.
Or the same URI, if a request is redirected to the same target resource via a different SCP.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



[bookmark: _Toc51944597][bookmark: _Toc36464865][bookmark: _Toc34310343]6.1.3.y.3.2	DELETE
This method shall support the URI query parameters specified in table 6.1.3.y.3.2-1.
Table 6.1.3.y.3.2-1: URI query parameters supported by the DELETE method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.y.3.2-2 and the response data structures and response codes specified in table 6.1.3.y.3.2-3.
Table 6.1.3.y.3.2-2: Data structures supported by the DELETE Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 6.1.3.y.3.2-3: Data structures supported by the DELETE Response Body on this resource
	Data type
	P
	Cardinality
	Response
Codes
	Description

	n/a
	
	
	204 No Content
	

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI, or the same URI if a request is redirected to the same target resource via a different SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.
(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI, or the same URI if a request is redirected to the same target resource via a different SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.
(NOTE 2)

	NOTE 1:	The mandatory HTTP error status codes for the DELETE method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4].
NOTE 2:	RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].




Table 6.1.3.y.3.2-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.
Or the same URI, if a request is redirected to the same target resource via a different SCP.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



Table 6.1.3.y.3.2-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.
Or the same URI, if a request is redirected to the same target resource via a different SCP.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected




* * * Next Change * * * *
[bookmark: _Toc98493832][bookmark: _Toc51944607][bookmark: _Toc36464875][bookmark: _Toc34310353][bookmark: _Toc25270696]6.1.6	Data Model
[bookmark: _Toc98493833][bookmark: _Toc51944608][bookmark: _Toc36464876][bookmark: _Toc34310354][bookmark: _Toc25270697]6.1.6.1	General
This clause specifies the application data model supported by the API.
Table 6.1.6.1-1 specifies the data types defined for the Nausf service based interface protocol.
Table 6.1.6.1-1: Nausf specific Data Types
	Data type
	Clause defined
	Description

	AuthenticationInfo
	6.1.6.2.2
	Contains the UE id (i.e. SUCI or SUPI) and the Serving Network Name.

	UEAuthenticationCtx
	6.1.6.2.3
	Contains the information related to the resource generated to handle the UE authentication. It contains at least the UE id, Serving Network, the Authentication Method and related EAP information or related 5G-AKA information.

	5gAuthData
	6.1.6.2.4
	Contains 5G authentication related information.

	Av5gAka
	6.1.6.2.5
	Contains Authentication Vector for method 5G AKA.

	ConfirmationData
	6.1.6.2.6
	Contains the "RES*" generated by the UE.

	DeregistrationInfo
	6.1.6.2.11
	Contains the UE id (i.e. SUPI).

	EapSession
	6.1.6.2.7
	Contains information related to the EAP session.

	ConfirmationDataResponse
	6.1.6.2.8
	Contains the result of the authentication.

	RgAuthenticationInfo
	6.1.6.2.9
	Contains the UE id (i.e. SUCI) and the authenticated indication.

	RgAuthCtx
	6.1.6.2.10
	Contains the UE id (i.e. SUPI) and the authentication indication.

	ProSeAuthenticationInfo
	6.1.6.2.z1
	[bookmark: _Hlk98869236]Contains the UE id (i.e. SUCI or SUPI), Relay Service Code and Nonce_1.

	ProSeAuthenticationCtx
	6.1.6.2.z2
	Contains the information related to the resource generated to handle the ProSe authentication.

	ProSeEapSession
	6.1.6.2.z3
	Contains information related to the EAP session for the 5G ProSe Remote UE.

	ProSeAuthData
	6.1.6.2.z4
	Contains ProSe authentication related information.

	EapPayload
	6.1.6.3.2
	Contains the EAP packets.

	ResStar
	6.1.6.3.2
	Contains the RES*.

	Kseaf
	6.1.6.3.2
	Contains the Kseaf.

	HxresStar
	6.1.6.3.2
	Contains the HXRES*.

	Suci
	6.1.6.3.2
	Contains the SUCI.

	KnrProSe
	6.1.6.3.2
	Contains the KNR_ProSe.

	Nonce1
	6.1.6.3.2
	Contains the Nonce1.

	Nonce2
	6.1.6.3.2
	Contains the Nonce2.

	AuthType
	6.1.6.3.3
	Indicates the authentication method used.

	AuthResult
	6.1.6.3.4
	Indicates the result of the authentication.



Table 6.1.6.1-2 specifies data types re-used by the Nausf service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nausf service based interface.
Table 6.1.6.1-2: Nausf re-used Data Types
	Data type
	Reference
	Comments

	ResynchronizationInfo
	3GPP TS 29.503 [12]
	

	ServingNetworkName
	3GPP TS 29.503 [12]
	

	Autn
	3GPP TS 29.503 [12]
	

	Rand
	3GPP TS 29.503 [12]
	

	IpAddress
	3GPP TS 29.503 [12]
	

	Fqdn
	3GPP TS 29.510 [14]
	

	LinksValueSchema
	3GPP TS 29.571 [10]
	3GPP Hypermedia link

	ProblemDetails
	3GPP TS 29.571 [10]
	Common Data Type used in response bodies

	Supi
	3GPP TS 29.571 [10]
	

	Uri
	3GPP TS 29.571 [10]
	

	SupiOrSuci
	3GPP TS 29.571 [10]
	

	Pei
	3GPP TS 29.571 [10]
	

	TraceData
	3GPP TS 29.571 [10]
	

	NfGroupId
	3GPP TS 29.571 [10]
	

	CagId
	3GPP TS 29.571 [10]
	

	SupportedFeatures
	3GPP TS 29.571 [10]
	Supported Features

	ServerAddressingInfo
	3GPP TS 29.571 [10]
	

	RelayServiceCode
	3GPP TS 29.571 [10]
	



* * * Next Change * * * *
[bookmark: _Toc98493836][bookmark: _Toc51944611][bookmark: _Toc36464879][bookmark: _Toc34310357][bookmark: _Toc25270700]6.1.6.2.z1	Type: ProSeAuthenticationInfo
Table 6.1.6.2.z1-1: Definition of type ProSeAuthenticationInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	supiOrSuci
	SupiOrSuci
	M
	1
	Contains the SUPI or SUCI of the UE.

	relayServiceCode
	RelayServiceCode
	M
	1
	Indicates Relay Service Code. See 3GPP TS 29.571 [7] clause 5.4.2

	nonce1
	Nonce1
	M
	1
	Indicates Nonce_1.

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.9 is supported.



* * * Next Change * * * *
6.1.6.2.z2	Type: ProSeAuthenticationCtx
Table 6.1.6.2.z2-1: Definition of type ProSeAuthenticationCtx
	Attribute name
	Data type
	P
	Cardinality
	Description

	authType
	AuthType
	M
	1
	Indicates the authentication method used for this UE i.e. "EAP-AKA".

	_links
	map(LinksValueSchema)
	M
	1..N
	This IE shall contain a member whose name is set to "prose-auth" and the URI to perform the EAP session.
See NOTE

	proSeAuthData
	ProSeAuthData
	M
	1
	Contains ProSe Authentication related information

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.9 is supported.

	NOTE: In the current version of this API, only one hypermedia link is provided



Editor's Note:	 The authType of ProSe Authentication for supporting 5G_AKA and others are FFS.

* * * Next Change * * * *
[bookmark: _Toc98493841][bookmark: _Toc51944616][bookmark: _Toc36464884][bookmark: _Toc34310362][bookmark: _Toc25270705]6.1.6.2.z3	Type: ProSeEapSession
Table 6.1.6.2.z3-1: Definition of type ProSeEapSession
	Attribute name
	Data type
	P
	Cardinality
	Description

	eapPayload
	EapPayload
	M
	1
	Contains the EAP packet (see IETF RFC 3748 [18]).
If no EAP packet has been provided by the 5G ProSe Remote UE the null value is conveyed to the AUSF.

	knrProSe

	[bookmark: _Hlk98871270]KnrProSe
	C
	0..1
	If the authentication is successful, the KNR_ProSe shall be included

	_links
	map(LinksValueSchema)
	C
	1..N
	If the EAP session requires another exchange e.g. for EAP-AKA' notification, this IE shall contain a member whose name is "prose-auth" and the URI to continue the EAP session.
See NOTE.

	authResult
	AuthResult
	C
	0..1
	Indicates the result of the authentication.

	supi
	Supi
	C
	0..1
	If the authentication is successful and if the AMF had provided a SUCI, this IE shall contain the SUPI of the UE.

	nonce2
	Nonce2
	C
	0..1
	If the authentication is successful, the Nonce_2 shall be included.

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.1.9 is supported.

	NOTE: In the current version of this API, only 0 or 1 hypermedia link is provided.



* * * Next Change * * * *
[bookmark: _Toc98493838][bookmark: _Toc51944613][bookmark: _Toc36464881][bookmark: _Toc34310359][bookmark: _Toc25270702]6.1.6.2.z4	Type: ProSeAuthData

Table 6.1.6.2.z4-1: Definition of type ProSeAuthData as a list of mutually exclusive alternatives
	Data type
	Cardinality
	Description

	EapPayload
	1
	Contains the EAP packet request.



Editor's Note:	 The ProSe Authentication for supporting 5G_AKA and others are FFS.

* * * Next Change * * * *
[bookmark: _Toc98493848][bookmark: _Toc51944622][bookmark: _Toc36464890][bookmark: _Toc34310368][bookmark: _Toc25270711]6.1.6.3.2	Simple data types
Table 6.1.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description

	EapPayload
	string
	The EAP packet is encoded using base64 (see IETF RFC 4648 [19]) and represented as a String.
Format: byte

	ResStar
	string
	pattern: "^[A-Fa-f0-9]{32}$"; nullable

	Kseaf
	string
	pattern: "^[A-Fa-f0-9]{64}$"

	HxresStar
	string
	pattern: "^[A-Fa-f0-9]{32}$"

	Suci
	string
	String containing a SUCI.
Pattern: "^(suci-(0-[0-9]{3}-[0-9]{2,3}|[1-7]-.+)-[0-9]{1,4}-(0-0-.+|[a-fA-F1-9]-([1-9]|[1-9][0-9]|1[0-9]{2}|2[0-4][0-9]|25[0-5])-[a-fA-F0-9]+)|.+)$"

	KnrProSe
	string
	String contain the KNR_ProSe

pattern: "^[A-Fa-f0-9]{64}$"

	Nonce1
	string
	The Nonce1 is encoded using base64 (see IETF RFC 4648 [19]) and represented as a String.
Format: byte

	Nonce2
	string
	The Nonce2 is encoded using base64 (see IETF RFC 4648 [19]) and represented as a String.
Format: byte



* * * Next Change * * * *
[bookmark: _Toc98493940][bookmark: _Toc51944719][bookmark: _Toc36464987][bookmark: _Toc34310465][bookmark: _Toc25270808]A.2	Nausf_UEAuthentication API
openapi: 3.0.0
info:
  version: 1.2.0-alpha.4
  title: AUSF API
  description: |
    AUSF UE Authentication Service.
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.509 V17.5.0; 5G System; 3GPP TS Authentication Server services.
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.509'

servers:
  - url: '{apiRoot}/nausf-auth/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause clause 4.4 of 3GPP TS 29.501.

security:
  - {}
  - oAuth2ClientCredentials:
      - nausf-auth

paths:
  /ue-authentications:
    post:
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/AuthenticationInfo'
        required: true
      responses:
        '201':
          description: UEAuthenticationCtx
          content:
            application/3gppHal+json:
              schema:
                $ref: '#/components/schemas/UEAuthenticationCtx'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource according to the structure: {apiRoot}/nausf-auth/v1/ue-authentications/{authCtxId}'
              required: true
              schema:
                type: string
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'

        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'


        '400':
          description: Bad Request from the AMF
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '403':
          description: Forbidden due to serving network not authorized
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '404':
          description: User does not exist in the HPLMN
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '500':
          description: Internal Server Error
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '501':
          description: Received protection scheme is not supported by HPLMN
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

  /ue-authentications/deregister:
    post:
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/DeregistrationInfo'
        required: true
      responses:
        '204':
          description: Expected response to a successful removal of security context
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'

        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'


        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'

  /ue-authentications/{authCtxId}/5g-aka-confirmation:
    put:
      parameters:
        - name: authCtxId
          in: path
          required: true
          schema:
            type: string
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/ConfirmationData'
      responses:
        '200':
          description: Request processed (EAP success or Failure)
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/ConfirmationDataResponse'
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'

        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'

        '400':
          description: Bad Request
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '500':
          description: Internal Server Error
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
    delete:
      summary: Deletes the authentication result in the UDM
      operationId: Delete5gAkaAuthenticationResult
      tags:
        - Authentication Result Deletion
      parameters:
        - name: authCtxId
          in: path
          required: true
          schema:
            type: string
      responses:
        '204':
          description: Expected response to a successful authentication result removal
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'

        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'


        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

  /ue-authentications/{authCtxId}/eap-session:
    post:
      operationId: EapAuthMethod
      parameters:
        - name: authCtxId
          in: path
          required: true
          schema:
            type: string
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/EapSession'
      responses:
        '200':
          description: Use to handle or close the EAP session
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/EapSession'

            application/3gppHal+json:
              schema:
                type: object
                properties:
                  eapPayload:
                    $ref: '#/components/schemas/EapPayload'
                  _links:
                    type: object
                    description: 'URI : /{eapSessionUri}, a map(list of key-value pairs) where member serves as key'
                    additionalProperties:
                      $ref: 'TS29571_CommonData.yaml#/components/schemas/LinksValueSchema'
                    minProperties: 1
                required:
                  - eapPayload
                  - _links
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'

        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'

        '400':
          description: Bad Request
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '500':
          description: Internal Server Error
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

    delete:
      summary: Deletes the authentication result in the UDM
      operationId: DeleteEapAuthenticationResult
      tags:
        - Authentication Result Deletion
      parameters:
        - name: authCtxId
          in: path
          required: true
          schema:
            type: string
      responses:
        '204':
          description: Expected response to a successful authentication result removal
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'

        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'

        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

  /rg-authentications:
    post:
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/RgAuthenticationInfo'
        required: true
      responses:
        '201':
          description: RgAuthCtx
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/RgAuthCtx'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource according to the structure: {apiRoot}/nausf-auth/v1/rg-authentications/{authCtxId}'
              required: true
              schema:
                type: string
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'

        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'

        '403':
          description: The UE is not allowed to be authenticated
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '400':
          description: Bad Request from the AMF
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        '404':
          description: User does not exist in the HPLMN
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'

  /prose-authentications:
    post:
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/ProSeAuthenticationInfo'
        required: true
      responses:
        '201':
          description: ProSeAuthenticationCtx
          content:
            application/3gppHal+json:
              schema:
                $ref: '#/components/schemas/ProSeAuthenticationCtx'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource according to the structure: {apiRoot}/nausf-auth/v1/prose-authentications/{authCtxId}'
              required: true
              schema:
                type: string
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'

        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'

        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'

        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'

        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'

        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'


  /prose-authentications/{authCtxId}/prose-auth:
    post:
      operationId: proseAuth
      parameters:
        - name: authCtxId
          in: path
          required: true
          schema:
            type: string
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/ProSeEapSession'
      responses:
        '200':
          description: Use to handle or close the EAP session for 5G ProSe Remote UE
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/ProSeEapSession'

            application/3gppHal+json:
              schema:
                type: object
                properties:
                  eapPayload:
                    $ref: '#/components/schemas/EapPayload'
                  _links:
                    type: object
                    description: 'URI : /{eapSessionUri}, a map(list of key-value pairs) where member serves as key'
                    additionalProperties:
                      $ref: 'TS29571_CommonData.yaml#/components/schemas/LinksValueSchema'
                    minProperties: 1
                required:
                  - eapPayload
                  - _links
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'

        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'

        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'

        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'

    delete:
      summary: Deletes the authentication result in the UDM
      operationId: DeleteProSeAuthenticationResult
      tags:
        - Authentication Result Deletion
      parameters:
        - name: authCtxId
          in: path
          required: true
          schema:
            type: string
      responses:
        '204':
          description: Expected response to a successful authentication result removal
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'

        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'

        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nausf-auth: Access to Nausf_UEAuthentication API

  schemas:
    AuthenticationInfo:
      description: Contains the UE id (i.e. SUCI or SUPI) and the Serving Network Name.
      type: object
      properties:
        supiOrSuci:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupiOrSuci'
        servingNetworkName:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/ServingNetworkName'
        resynchronizationInfo:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/ResynchronizationInfo'
        pei:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Pei'
        traceData:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/TraceData'
        udmGroupId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfGroupId'
        routingIndicator:
          type: string
          pattern: '^[0-9]{1,4}$'
        cellCagInfo:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/CagId'
          minItems: 1
        n5gcInd:
          type: boolean
          default: false
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        nswoInd:
          type: boolean
          default: false
      required:
        - supiOrSuci
        - servingNetworkName

    UEAuthenticationCtx:
      description: Contains the information related to the resource generated to handle the UE authentication. It contains at least the UE id, Serving Network, the Authentication Method and related EAP information or related 5G-AKA information.
      type: object
      properties:
        authType:
          $ref: '#/components/schemas/AuthType'
        5gAuthData:
          oneOf:
            - $ref: '#/components/schemas/Av5gAka'
            - $ref: '#/components/schemas/EapPayload'
        _links:
          type: object
          description: A map(list of key-value pairs) where member serves as key
          additionalProperties:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/LinksValueSchema'
        servingNetworkName:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/ServingNetworkName'
      required:
        - authType
        - 5gAuthData
        - _links

    Av5gAka:
      description: Contains Authentication Vector for method 5G AKA.
      type: object
      required:
        - rand
        - hxresStar
        - autn
      properties:
        rand:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/Rand'
        hxresStar:
          $ref: '#/components/schemas/HxresStar'
        autn:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/Autn'

    ConfirmationData:
      description: Contains the result of the authentication.
      type: object
      required:
        - resStar
      properties:
        resStar:
          $ref: '#/components/schemas/ResStar'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

    ConfirmationDataResponse:
      description: Contains the result of the authentication
      type: object
      properties:
        authResult:
          $ref: '#/components/schemas/AuthResult'
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        kseaf:
          $ref: '#/components/schemas/Kseaf'
        pvsInfo:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/ServerAddressingInfo'
          minItems: 1
      required:
        - authResult

    EapSession:
      description: Contains information related to the EAP session.
      type: object
      properties:
        eapPayload:
          $ref: '#/components/schemas/EapPayload'
        kSeaf:
          $ref: '#/components/schemas/Kseaf'
        _links:
          type: object
          description: A map(list of key-value pairs) where member serves as key
          additionalProperties:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/LinksValueSchema'
        authResult:
          $ref: '#/components/schemas/AuthResult'
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        pvsInfo:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/ServerAddressingInfo'
          minItems: 1
      required:
        - eapPayload

    DeregistrationInfo:
      description: Contains the UE id (i.e. SUPI).
      type: object
      properties:
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      required:
        - supi

    RgAuthenticationInfo:
      description: Contains the UE id (i.e. SUCI) and the authenticated indication.
      type: object
      properties:
        suci:
          $ref: '#/components/schemas/Suci'
        authenticatedInd:
          type: boolean
          default: false
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      required:
        - suci
        - authenticatedInd

    RgAuthCtx:
      description: Contains the UE id (i.e. SUPI) and the authentication indication.
      type: object
      properties:
        authResult:
          $ref: '#/components/schemas/AuthResult'
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        authInd:
          type: boolean
          default: false
      required:
        - authResult

    AuthResult:
      description: Indicates the result of the authentication.
      type: string
      enum:
        - AUTHENTICATION_SUCCESS
        - AUTHENTICATION_FAILURE
        - AUTHENTICATION_ONGOING

    EapPayload:
      type: string
      format: byte
      description: contains an EAP packet
      nullable: true

    Kseaf:
      description: Contains the Kseaf.
      type: string
      pattern: '[A-Fa-f0-9]{64}'

    ResStar:
      description: Contains the RES*.
      type: string
      pattern: '[A-Fa-f0-9]{32}'
      nullable: true

    HxresStar:
      description: Contains the HXRES*.
      type: string
      pattern: "[A-Fa-f0-9]{32}"

    Suci:
      description: Contains the SUCI.
      type: string
      pattern: '^(suci-(0-[0-9]{3}-[0-9]{2,3}|[1-7]-.+)-[0-9]{1,4}-(0-0-.+|[a-fA-F1-9]-([1-9]|[1-9][0-9]|1[0-9]{2}|2[0-4][0-9]|25[0-5])-[a-fA-F0-9]+)|.+)$'

    AuthType:
      description: Indicates the authentication method used.
      anyOf:
        - type: string
          enum:
            - 5G_AKA
            - EAP_AKA_PRIME
            - EAP_TLS
            - EAP_TTLS
        - type: string

    ProSeAuthenticationInfo:
      description: Contains the UE id (i.e. SUCI or SUPI) Relay Service Code and Nonce_1.
      type: object
      properties:
        supiOrSuci:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupiOrSuci'
        relayServiceCode:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/RelayServiceCode'
        nonce1:
          $ref: '#/components/schemas/Nonce1'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      required:
        - supiOrSuci
        - relayServiceCode
        - nonce1

    ProSeAuthenticationCtx:
      description: Contains the information related to the resource generated to handle the ProSe authentication.
      type: object
      properties:
        authType:
          $ref: '#/components/schemas/AuthType'
        _links:
          type: object
          description: A map(list of key-value pairs) where member serves as key
          additionalProperties:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/LinksValueSchema'
        proSeAuthData:
            $ref: '#/components/schemas/ProSeAuthData'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      required:
        - authType
        - _links
        - proSeAuthData

    ProSeEapSession:
      description: Contains information related to the EAP session.
      type: object
      properties:
        eapPayload:
          $ref: '#/components/schemas/EapPayload'
        knrProSe:
          $ref: '#/components/schemas/KnrProSe'
        _links:
          type: object
          description: A map(list of key-value pairs) where member serves as key
          additionalProperties:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/LinksValueSchema'
        authResult:
          $ref: '#/components/schemas/AuthResult'
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        nonce2:
          $ref: '#/components/schemas/Nonce2'
      required:
        - eapPayload

    ProSeAuthData:
      oneOf:
        - $ref: '#/components/schemas/EapPayload'

    KnrProSe:
      description: Contains the KNR_ProSe.
      type: string
      pattern: '[A-Fa-f0-9]{64}'

    Nonce1:
      type: string
      format: byte
      description: contains an Nonce1
      nullable: true

    Nonce2:
      type: string
      format: byte
      description: contains an Nonce2
      nullable: true

* * * End of Changes * * * *
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