

	
3GPP TSG-CT WG4 Meeting #109-e	C4-222215
E-Meeting, 06th – 12th April 2022
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	29.510
	CR
	0709
	rev
	-
	Current version:
	17.5.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Oauth2 scopes

	
	

	Source to WG:
	Ericsson

	Source to TSG:
	CT4

	
	

	Work item code:
	SBIProtoc17
	
	Date:
	2022-03-14

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	The access to the GET operation on the NF Instance ID resource (on the URI path: "/nf-instances/{nfInstanceID}") should not be granted to any NF consumer with access to the Nnrf_NFManagement API.

This would imply that any consumer, after discovering a number of NF Profiles (filtered profiles, depending to the allowedXXX authorization parameters) can bypass such authorization and simply retrieve the full profile (not filtered) of the discovered NF Instances.


	
	

	Summary of change:
	- Add the existing additional scope "nnrf:nfm:nf-instances:read" to the GET operation on the "/nf-instances/{nfInstanceID}" resource.
- Correct a typo on the NFDiscovery OpenAPI, where a wrong scope name was used.


	
	

	Consequences if not approved:
	Any consumer having access to the Nnrf_NFManagement API can retrieve the full profile (not filtered) of any NF Instance.


	
	

	Clauses affected:
	6.1.8, A.2, A.3

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	This CR introduces backwards-compatible corrections, with impacts on the following APIs:
- TS29510_Nnrf_NFManagement.yaml
- TS29510_Nnrf_NFDiscovery.yaml


	
	

	This CR's revision history:
	



Page 1


* * * First Change * * * *
[bookmark: _Toc24937729][bookmark: _Toc33962549][bookmark: _Toc42883317][bookmark: _Toc49733185][bookmark: _Toc56690812][bookmark: _Toc98495336][bookmark: _Toc24937714][bookmark: _Toc33962533][bookmark: _Toc42883300][bookmark: _Toc49733168][bookmark: _Toc56690795][bookmark: _Toc98495317]6.1.8	Security
As indicated in clause 13.3 of 3GPP TS 33.501 [15], when static authorization is not used, the access to the Nnrf_NFManagement API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [16]), using the "Client Credentials" authorization grant, where the NRF plays the role of the authorization server.
If Oauth2 authorization is used on the Nnrf_NFManagement API, an NF Service Consumer, prior to consuming services offered by the Nnrf_NFManagement API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF where the Nnrf_NFManagement service is invoked by the NF Service Producer.
The Nnrf_NFManagement API defines the following scopes for OAuth2 authorization:
Table 6.1.8-1: Oauth2 scopes defined in Nnrf_NFManagement API
	Scope
	Description

	"nnrf-nfm"
	Access to the Nnrf_NFManagement API

	"nnrf-nfm:nf-instances:read"
	Access to read the nf-instances resource, or an individual NF Instance ID resource



[bookmark: _Toc24937837][bookmark: _Toc33962657][bookmark: _Toc42883426][bookmark: _Toc49733294][bookmark: _Toc56690944][bookmark: _Toc98495465]* * * Next Change * * * *
A.2	Nnrf_NFManagement API

(... text not shown for clarity ...)


  /nf-instances/{nfInstanceID}:
    get:
      summary: Read the profile of a given NF Instance
      operationId: GetNFInstance
      tags:
        - NF Instance ID (Document)
      security:
        - {}
        - oAuth2ClientCredentials:
          - nnrf-nfm
        - oAuth2ClientCredentials:
          - nnrf-nfm
          - nnrf-nfm:nf-instances:read
      parameters:
        - name: nfInstanceID
          in: path
          description: Unique ID of the NF Instance
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'
        - name: requester-features
          in: query
          description: Features supported by the NF Service Consumer
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      responses:
        '200':
          description: Expected response to a valid request
          headers:
            ETag:
              description: Entity Tag containing a strong validator, described in IETF RFC 7232, 2.3
              schema:
                type: string
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/NFProfile'

(... text not shown for clarity ...)

components:

  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '/oauth2/token'
          scopes:
            nnrf-nfm: Access to the Nnrf_NFManagement API
            nnrf-nfm:nf-instances:read: >
              Access to read the nf-instances resource, or an individual NF Instance ID resource


(... text not shown for clarity ...)

* * * Next Change * * * *
A.3	Nnrf_NFDiscovery API

(... text not shown for clarity ...)


  /scp-domain-routing-info-subs/{subscriptionID}:
    delete:
      summary: Deletes a subscription
      operationId: ScpDomainRoutingInfoUnsubscribe
      tags:
        - Individual SCP Domain Routing Information Subscription (Document)
      security:
        - {}
        - oAuth2ClientCredentials:
          - nnrf-disc
        - oAuth2ClientCredentials:
          - nnrf-disc
          - nnrf-disc:scp-domain-subs-id:write
      parameters:
        - name: subscriptionID
          in: path
          required: true
          description: Unique ID of the subscription to remove
          schema:
            type: string
      responses:
        '204':
          description: Expected response to a successful subscription removal
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'


(... text not shown for clarity ...)

* * * End of Changes * * * *

* * * For Information * * * *
[bookmark: _Toc24937776][bookmark: _Toc33962596][bookmark: _Toc42883365][bookmark: _Toc49733233][bookmark: _Toc56690883][bookmark: _Toc98495401]6.2.8	Security
As indicated in clause 13.3 of 3GPP TS 33.501 [15], when static authorization is not used, the access to the Nnrf_NFDiscovery API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [16]), using the "Client Credentials" authorization grant, where the NRF plays the role of the authorization server.
If Oauth2 authorization is used on the Nnrf_NFDiscovery API, an NF Service Consumer, prior to consuming services offered by the Nnrf_NFDiscovery API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF where the Nnrf_NFDiscovery service is invoked by the NF Service Consumer.
The Nnrf_NFDiscovery API defines the following scopes for OAuth2 authorization:
Table 6.2.8-1: Oauth2 scopes defined in Nnrf_NFDiscovery API
	Scope
	Description

	"nnrf-disc"
	Access to the Nnrf_NFDiscovery API

	"nnrf-disc:scp-domain:read"
	Access to read the scp-domain-routing-info resource

	"nnrf-disc:scp-domain-subs:write"
	Access to create/delete a scp-domain subscription resource




