

	

[bookmark: _GoBack]3GPP TSG-CT WG1 Meeting #125-e	C1-205186
Electronic meeting, 20-28 August 2020	(was C1-205005)
	CR-Form-v12.0

	CHANGE REQUEST

	

	
	24.587
	CR
	0099
	rev
	1
	Current version:
	16.1.1
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Miscellaneous corrections

	
	

	Source to WG:
	Huawei, HiSilicon

	Source to TSG:
	C1

	
	

	Work item code:
	eV2XARC
	
	Date:
	2020-08-13

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	[bookmark: OLE_LINK1]Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
Rel-12	(Release 12)
Rel-13	(Release 13)
Rel-14	(Release 14)
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)

	
	

	Reason for change:
	The specification needs to be corrected to fix a number of errors including lack of timer information, wrong figures, wrong timer values, spelling and editorials, styles, etc. Some of them are serious as result in lack of requirements for implementers about, e.g., which timer to be started or stopped, quote:
[..]
In order to ensure successful PC5 unicast link re-keying, T5008 should be set to a value larger than the sum of T5aaa and T5bbb.
[..]
then the UE shall proceed as follows:
a)	if timer T5020 is not running, start timer T5020 and set its timer value as the privacy timer value as specified in clause 5.2.3;
b)	upon:
1)	getting an indication from upper layers that the application layer identifier has been changed; or
2)	timer T5xyz expiry,

	
	

	Summary of change:
	Several errors are fixed throughout the specification.

	
	

	Consequences if not approved:
	A number of errors remain in the specification which leads to lack of requirements for implementers about, e.g., which timer to be started or stopped..

	
	

	Clauses affected:
	6.1.1, 6.1.2.2.3, 6.1.2.4.2, 6.1.2.5.2, 6.1.2.6.2, 6.1.2.6.3, 6.1.2.6.5, 6.1.2.7.2, 6.1.2.7.5, 6.1.2.8.2, 6.1.2.10.2, 6.1.2.10.3, 6.1.2.11.1, 6.1.2.12, 6.1.3.2.4, 6.2.6, 7.3.13.1, 7.3.14.1, 7.3.16.1, 7.3.19.1, 7.3.20.1, 8.4.5, 10.4

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ...

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


* * * First Change * * * *
[bookmark: _Toc533170264][bookmark: _Toc22039968][bookmark: _Toc25070678][bookmark: _Toc34388593][bookmark: _Toc34404364][bookmark: _Toc45282192][bookmark: _Toc45882578][bookmark: _Toc22039969][bookmark: _Toc25070679][bookmark: _Toc34388594][bookmark: _Toc34404365][bookmark: _Toc45282193]6.1.1	General
This clause describes the procedures at the UE, and between UEs, for V2X communication over PC5.
The UE shall support requirements for securing V2X communication over PC5.
Editor’s note:	Further details about securing V2X communication over PC5 will be added as soon as SA3 conclude their study in 3GPP TR 33.836 and add necessary requirements in Rel-16.
Both IP based and non-IP based V2X communication over PC5 are supported. For IP based V2X communication, only IPv6 is used. IPv4 is not supported in this release of the present document.
V2X messages carried over PC5 are exchanged using user plane and they can be sent or received over broadcast, unicast or groupcast depending on whether the user equipment (UE) is using the new radio (NR-PC5) or the evolved universal terrestrial radio access (E-UTRA-PC5).
V2X communication over NR-PC5 supports broadcast mode, groupcast mode, and unicast mode. If upper layer of the UE indicates the mode of communication, the UE shall set the mode of communication based on the request of the upper layer. Otherwise, the UE shall set the mode of communication based on the mapping rules between the V2X service identifier and the default mode of communication defined in subclause 5.2.3.
NOTE:	Further details about whether broadcast, unicast or groupcast can be used over PC5 are described in 3GPP TS 23.287 [3] clause 5.2.1.
[bookmark: _Toc45882584][bookmark: _Toc525231185][bookmark: _Toc8836202][bookmark: _Toc22039974][bookmark: _Toc25070684][bookmark: _Toc34388599][bookmark: _Toc34404370][bookmark: _Toc45282198]* * * Next Change * * * *
6.1.2.2.3	PC5 unicast link establishment procedure accepted by the target UE
Upon receipt of a DIRECT LINK ESTABLISHMENT REQUEST message, if the target UE accepts this request, the target UE shall uniquely assign a PC5 link identifier, create a PC5 unicast link context and assign a layer-2 ID for this PC5 unicast link. Then the target UE shall store this assigned layer-2 ID and the source layer-2 ID used in the transport of this message provided by the lower layers in the PC5 unicast link context. 
If:
a)	the target user info IE is included in the DIRECT LINK ESTABLISHMENT REQUEST message and this IE includes the target UE’s application layer ID; or
b)	the target user info IE is not included in the DIRECT LINK ESTABLISHMENT REQUEST message and the target UE is interested in the V2X service(s) identified by the V2X service identifier IE in the DIRECT LINK ESTABLISHMENT REQUEST message;
then the target UE shall either:
a)	identify an existing KNRP based on the KNRP ID included in the DIRECT LINK ESTABLISHMENT REQUEST message; or 
b)	if KNRP ID is not included in the DIRECT LINK ESTABLISHMENT REQUEST message, the target UE does not have an existing KNRP for the KNRP ID included in DIRECT LINK ESTABLISHMENT REQUEST message or the target UE wishes to derive a new KNRP, derive a new KNRP. This may require performing one or more PC5 unicast link authentication procedures as specified in subclause 6.1.2.6.
NOTE:	How many times the PC5 unicast link authentication procedure needs to be performed to derive a new KNRP depends on the authentication method used.
After an existing KNRP was identified or a new KNRP was derived, the target UE shall initiate a PC5 unicast link security mode control procedure as specified in subclause 6.1.2.7.
Upon successful completion of the PC5 unicast link security mode control procedure, in order to determine whether the DIRECT LINK ESTABLISHMENT REQUEST message can be accepted or not, in case of IP communication, the target UE checks whether there is at least one common IP address configuration option supported by both the initiating UE and the target UE.
If the target UE accepts the PC5 unicast link establishment procedure, the target UE shall create a DIRECT LINK ESTABLISHMENT ACCEPT message. The target UE:
a)	shall include the source user info set to the target UE’s application layer ID received from upper layers; 
b)	shall include a PQFI and the corresponding PC5 QoS parameters;
c)	shall include an IP address configuration IE set to one of the following values if IP communication is used:
1)	"IPv6 router" if IPv6 address allocation mechanism is supported by the target UE, i.e. acting as an IPv6 router; or
2)	"IPv6 address allocation not supported" if IPv6 address allocation mechanism is not supported by the target UE;
d)	shall include a link local IPv6 address IE formed locally based on IETF RFC 4862 [16] if IP address configuration IE is set to "IPv6 address allocation not supported" and the received DIRECT LINK ESTABLISHMENT REQUEST message included a link local IPv6 address IE; and
e)	shall include the configuration of UE PC5 unicast user plane security protection based on the agreed user plane security policy, as specified in 3GPP TS 33.536 [20].
After the DIRECT LINK ESTABLISHMENT ACCEPT message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
After sending the DIRECT LINK ESTABLISHMENT ACCEPT message, the target UE shall provide the following information along with the layer-2 IDs to the lower layer, which enables the lower layer to handle the coming PC5 signalling or traffic data:
a)	the PC5 link identifier self-assigned for this PC5 unicast link; and
b)	PQFI(s) and its corresponding PC5 QoS parameters.
If the target UE accepts the PC5 unicast link establishment request, then the target UE may perform the PC5 QoS flow establishment over PC5 unicast link as specified in clause 6.1.2.12.
* * * Next Change * * * *
[bookmark: _Toc34388614][bookmark: _Toc34404385][bookmark: _Toc45282213][bookmark: _Toc22039983][bookmark: _Toc25070697]6.1.2.4.2	PC5 unicast link release procedure initiation by initiating UE
The initiating UE shall initiate the procedure if:
a)	a request from upper layers to release a PC5 unicast link with the target UE which uses a known layer-2 ID (for unicast communication) is received and there is an existing PC5 unicast link between these two UEs; or
b)	the target UE has been non-responsive, e.g. no response in the PC5 unicast link modification procedure or PC5 unicast link identifier update procedure.
The initiating UE may initiate the procedure to release an established PC5 unicast link if the UE has reached the maximum number of established PC5 unicast links and there is a need to establish a new PC5 unicast link. In this case, which PC5 unicast link is to be released is up to UE implementation.
In order to initiate the PC5 unicast link release procedure, the initiating UE shall create a DIRECT LINK RELEASE REQUEST message with a PC5 signalling protocol cause IE indicating one of the following cause values:
#1	direct communication with the target UE not allowed;
#2	direct communication to the target UE no longer needed;
#4	direct connection is not available anymore;
#5	lack of resources for PC5 unicast link; or
#111	protocol error, unspecified.
The initiating UE shall include the new MSB of KNRP ID in the DIRECT LINK RELEASE REQUEST message.
After the DIRECT LINK RELEASE REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID and the target UE's layer-2 ID. The initiating UE shall release the direct link locally if the release reason is #4 "direct connection is not available anymore". Otherwise, the initiating UE shall start timer T5002.


Figure 6.1.2.4.2.1: PC5 unicast link release procedure
[bookmark: _Toc34388615][bookmark: _Toc34404386][bookmark: _Toc45282214]* * * Next Change * * * *
[bookmark: _Toc34388621][bookmark: _Toc34404392][bookmark: _Toc45282220]6.1.2.5.2	PC5 unicast link identifier update procedure initiation by initiating UE
The initiating UE shall initiate the procedure if:
a)	the initiating UE receives a request from upper layers to change the application layer ID and there is an existing PC5 unicast link associated with this application layer ID; or
b)	the privacy timer (see clause 5.2.3) of the initiating UE's layer-2 ID expires for an existing PC5 unicast link.
If the PC5 unicast link identifier update procedure is triggered by a change of the initiating UE’s application layer ID, the initiating UE shall create a DIRECT LINK IDENTIFIER UPDATE REQUEST message. In this message, the initiating UE
a)	shall include the initiating UE’s new application layer ID received from upper layer;
b)	shall include the initiating UE’s new layer-2 ID assigned by itself;
c)	shall include the MSB of KNRP-sess ID; and
d)	may include the new IP address/prefix if IP communication is used.
If the PC5 unicast link identifier update procedure is triggered by the expiry of the initiating UE's privacy timer as specified in clause 5.2.3, the initiating UE shall create a DIRECT LINK IDENTIFIER UPDATE REQUEST message. In this message, the initiating UE 
a)	shall include the initiating UE's new layer-2 ID assigned by itself;
b)	shall include the MSB of KNRP-sess ID;
c)	may include the initiating UE’s new application layer ID received from upper layer; and
d)	may include the new IP address/prefix if IP communication is used.
After the DIRECT LINK IDENTIFIER UPDATE REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's old layer-2 ID and the target UE's layer-2 ID, and start timer T5009. The UE shall not send a new DIRECT LINK IDENTIFIER UPDATE REQUEST message to the same target UE while timer T5009 is running.


Figure 6.1.2.5.2.1: PC5 unicast link identifier update procedure
[bookmark: _Toc34388622][bookmark: _Toc34404393][bookmark: _Toc45282221]* * * Next Change * * * *
[bookmark: _Toc34388631][bookmark: _Toc34404402][bookmark: _Toc45282230]6.1.2.6.2	PC5 unicast link authentication procedure initiation by the initiating UE
[bookmark: _Toc34388632][bookmark: _Toc34404403]The initiating UE shall meet one of the following pre-conditions if signalling integrity protection is activated based on the decision of the initiating UE, before initiating the PC5 unicast link authentication procedure:
a)	the target UE has initiated a PC5 unicast link establishment procedure toward the initiating UE by sending a DIRECT LINK ESTABLISHMENT REQUEST message and:
1)	the DIRECT LINK ESTABLISHMENT REQUEST message:
1)	includes a target user info IE which includes the application layer ID of the initiating UE; or
2)	does not include a target user info IE and the initiating UE is interested in the V2X service identified by the V2X service identifier in the DIRECT LINK ESTABLISHMENT REQUEST message; and
2)	the KNRP ID is not included in the DIRECT LINK ESTABLISHMENT REQUEST message or the initiating UE does not have an existing KNRP for the KNRP ID included in DIRECT LINK ESTABLISHMENT REQUEST message or the initiating UE derives a new KNRP; or
b)	the target UE has initiated a PC5 unicast link re-keying procedure toward the initiating UE by sending a DIRECT LINK REKEYING REQUEST message and the DIRECT LINK REKEYING REQUEST message includes a Re-authentication indication.
In order to initiate the PC5 unicast link authentication procedure, the initiating UE shall create a DIRECT LINK AUTHENTICATION REQUEST message. In this message, the initiating UE:
a)	shall include the Key establishment information container IE.
NOTE:	The Kkey establishment information container is provided by upper layers.
After the DIRECT LINK AUTHENTICATION REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
The initiating UE shall start timer T5006. The UE shall not send a new DIRECT LINK AUTHENTICATION REQUEST message to the same target UE while timer T5006 is running.


Figure 6.1.2.6.2: PC5 unicast link authentication procedure
[bookmark: _Toc45282231]* * * Next Change * * * *
6.1.2.6.3	PC5 unicast link authentication procedure accepted by the target UE
[bookmark: _Toc34388633][bookmark: _Toc34404404]Upon receipt of a DIRECT LINK AUTHENTICATION REQUEST message, if the target UE determines that the DIRECT LINK AUTHENTICATION REQUEST message can be accepted, the target UE shall create a DIRECT LINK AUTHENTICATION RESPONSE message. In this message, the target UE:
a)	shall include the Key establishment information container IE.
NOTE:	The Kkey establishment information container is provided by upper layers.
After the DIRECT LINK AUTHENTICATION RESPONSE message is generated, the target UE shall pass this message to the lower layers for transmission along with the target UE's layer-2 ID for unicast communication and the initiating UE's layer-2 ID for unicast communication.
[bookmark: _Toc45282232]* * * Next Change * * * *
[bookmark: _Toc34388634][bookmark: _Toc34404405][bookmark: _Toc45282233]6.1.2.6.5	PC5 unicast link authentication procedure not accepted by the target UE
If the DIRECT LINK AUTHENTICATION REQUEST message cannot be accepted, the target UE shall create a DIRECT LINK AUTHENTICATION REJECT message. In this message, the target UE shall include a PC5 signaling protocol cause IE indicating one of the following cause values:
#6:	Aauthentication failure.
After the DIRECT LINK AUTHENTICATION REJECT message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
The target UE shall abort the ongoing procedure that triggered the initiation of the PC5 unicast link authentication procedure.
Upon receipt of the DIRECT LINK AUTHENTICATION REJECT message, the initiating UE shall stop timer T5006 and abort the ongoing procedure that triggered the initiation of the PC5 unicast link authentication procedure.
[bookmark: _Toc34388635][bookmark: _Toc34404406][bookmark: _Toc45282234]* * * Next Change * * * *
[bookmark: _Toc34388638][bookmark: _Toc34404409][bookmark: _Toc45282238]6.1.2.7.2	PC5 unicast link security mode control procedure initiation by the initiating UE
The initiating UE shall meet the following pre-conditions before initiating the PC5 unicast link security mode control procedure:
a)	the target UE has initiated a PC5 unicast link establishment procedure toward the initiating UE by sending a DIRECT LINK ESTABLISHMENT REQUEST message and:
1)	the DIRECT LINK ESTABLISHMENT REQUEST message:
i)	includes a target user info IE which includes the application layer ID of the initiating UE; or
ii)	does not include a target user info IE and the initiating UE is interested in the V2X service identified by the V2X service identifier in the DIRECT LINK ESTABLISHMENT REQUEST message; and
2)	the initiating UE has either identified an existing KNRP based on the KNRP ID included in the DIRECT LINK ESTABLISHMENT REQUEST message or derived a new KNRP; or
b)	the target UE has initiated a PC5 unicast link re-keying procedure toward the initiating UE by sending a DIRECT LINK REKEYING REQUEST message and:
1)	if the target UE has included a Re-authentication indication in the DIRECT LINK REKEYING REQUEST message, the initiating UE has derived a new KNRP.
If a new KNRP has been derived by the initiating UE, the initiating UE shall generate the 16 MSBs of KNRP ID to ensure that the resultant KNRP ID will be unique in the initiating UE.
The initiating UE shall select security algorithms in accordance with its UE PC5 unicast signalling security policy and the target UE’s PC5 unicast signalling security policy. If the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, the initiating UE shall not select the null integrity protection algorithm if the initiating UE or the target UE’s PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required". If the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link re-keying procedure, the initiating UE shall not select the null integrity protection algorithm if the integrity protection algorithm currently in use for the PC5 unicast link is different from the null integrity protection algorithm.
Then the initiating UE shall:
a)	generate a 128-bit Nonce_2 value;
b)	derive KNRP-sess from KNRP, Nonce_2 and Nonce_1 received in the DIRECT LINK ESTABLISHMENT REQUEST message as specified in 3GPP TS 33.536 [20];
c)	derive the NR PC5 encryption key NRPEK and the NR PC5 integrity key NRPIK from KNRP-sess and the selected security algorithms as specified in 3GPP TS 33.536 [20], and
d)	create a DIRECT LINK SECURITY MODE COMMAND message. In this message, the initiating UE:
1)	shall include the Key establishment information container IE if a new KNRP has been derived at the initiating UE and the authentication method used to generate KNRP requires sending information to complete the authentication procedure;
NOTE:	The Kkey establishment information container is provided by upper layers.
2)	shall include the MSBs of KNRP ID IE if a new KNRP has been derived at the initiating UE;
3)	shall include a Nonce_2 IE set to the 128-bit nonce value generated by the initiating UE for the purpose of session key establishment over this PC5 unicast link if the selected integrity protection algorithms is not the null integrity protection algorithm;
4)	shall include the selected security algorithms;
5)	shall include the UE security capabilities received from the target UE in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message;
6)	shall include the UE PC5 unicast signalling security policy received from the target UE in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message; and
7)	shall include the 8 LSBs of KNPR-sess ID chosen by the initiating UE as specified in 3GPP TS 33.536 [20] if the selected integrity protection algorithms is not the null integrity protection algorithm.
The initiating UE shall form the KNPR-sess ID from the 8 MSBs of KNPR-sess ID received in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message and the 8 LSBs of KNPR-sess ID included in the DIRECT LINK SECURITY MODE COMMAND message.
The initiating UE shall not cipher the DIRECT LINK SECURITY MODE COMMAND message but shall integrity protect it with the new security context.
After the DIRECT LINK SECURITY MODE COMMAND message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication, and start timer T5007. The UE shall not send a new DIRECT LINK SECURITY MODE COMMAND message to the same target UE while timer T5007 is running.


Figure 6.1.2.7.2: PC5 unicast link security mode control procedure
[bookmark: _Toc34388639][bookmark: _Toc34404410][bookmark: _Toc45282239]* * * Next Change * * * *
[bookmark: _Toc34388641][bookmark: _Toc34404412][bookmark: _Toc45282241]6.1.2.7.5	PC5 unicast link security mode control procedure not accepted by the target UE
If the DIRECT LINK SECURITY MODE COMMAND message cannot be accepted, the target UE shall send a DIRECT LINK SECURITY MODE REJECT message and abort the ongoing procedure that triggered the initiation of the PC5 unicast link security mode control procedure. The DIRECT LINK SECURITY MODE REJECT message contains a PC5 signalling protocol cause IE indicating one of the following cause values:
#6:	Aauthentication failure;
#7:	Iintegrity failure;
#8:	UE security capabilities mismatch; 
#9:	LSBs of KNPR-sess ID conflict;
#10:	UE PC5 unicast signalling security policy mismatch; or
#111:	Pprotocol error, unspecified.
If the DIRECT LINK SECURITY MODE COMMAND message cannot be accepted because the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, that the selected security algorithms in the DIRECT LINK SECURITY MODE COMMAND message included the null integrity protection algorithm and the target UE’s PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required", the target UE shall include PC5 signalling protocol cause #e "UE PC5 unicast signalling security policy mismatch" in the SECURITY MODE REJECT message.
If the DIRECT LINK SECURITY MODE COMMAND message cannot be accepted because the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link re-keying procedure, the integrity protection algorithm currently in use for the PC5 unicast link is different from the null integrity protection algorithm and the selected security algorithms in the DIRECT LINK SECURITY MODE COMMAND message include the null integrity protection algorithm, the target UE, the target UE shall include PC5 signalling protocol cause #e "UE PC5 unicast signalling security policy mismatch" in the SECURITY MODE REJECT message.
Upon receipt of the DIRECT LINK SECURITY MODE REJECT message, the initiating UE shall stop timer T5007 and:
a)	if the PC5 signalling protocol cause IE in the DIRECT LINK SECURITY MODE REJECT message is set to #d, retransmit the DIRECT LINK SECURITY MODE COMMAND message with a different value for the 8 LSBs of KNPR-sess ID; and
[bookmark: _Toc34388642][bookmark: _Toc34404413][bookmark: _Toc45282242]* * * Next Change * * * *
[bookmark: _Toc34388645][bookmark: _Toc34404416][bookmark: _Toc45282246]6.1.2.8.2	PC5 unicast link keep-alive procedure initiation by the initiating UE
The initiating UE shall meet the following pre-condition before initiating the PC5 unicast link keep-alive procedure:
a)	there is a PC5 unicast link between the initiating UE and the target UE.
The initiating UE shall manage a keep-alive timer T5003 and a keep-alive counter for the PC5 unicast link keep-alive procedure. Timer T5003 is used to trigger the periodic initiation of the PC5 unicast link keep-alive procedure. The UE shall start or restart timer T5003 whenever the UE receives a PC5 signalling message or PC5 user plane data from the target UE over this PC5 unicast link. The UE shall set the keep-alive counter to an initial value of zero after PC5 unicast link establishment.
Editor's note:	How the value of the keep-alive timer T5003 is set is FFS.
Editor's note:	Other conditions to restart the keep-alive timer T5003 are FFS.
Editor's note:	Whether the keep-alive timer T5003 value needs to be included or negotiated as part of the PC5 unicast link establishment procedure is FFS.
The initiating UE shall initiate the PC5 unicast link keep-alive procedure when:
a)	timer T5003 for this link expires;
b)	optionally, a request from the lower layers to check the viability of the PC5 unicast link is received; or
NOTE 1:	Whether the lower layers can request the initiation of the PC5 unicast link keep-alive procedure, and what the triggers for the lower layers are to request the initiation of the PC5 unicast link keep-alive procedure, are UE implementation specific.
c)	optionally, a request from the upper layers to check the viability of the PC5 unicast link is received.
NOTE 2:	Whether the upper layers can request the initiation of the PC5 unicast link keep-alive procedure, and what the triggers for the upper layers are to request the initiation of the PC5 unicast link keep-alive procedure, are UE implementation specific.
In order to initiate the PC5 unicast link keep-alive procedure, the initiating UE shall stop timer T5003, if running, and shall create a DIRECT LINK KEEPALIVE REQUEST message. In this message, the initiating UE:
a)	shall include the keep-alive counter for the PC5 unicast link; and 
b)	may include a maximum inactivity period to indicate the maximum inactivity period of the initiating UE over this PC5 unicast link.
NOTE 3:	The value chosen for the maximum inactivity period of the initiating UE is UE implementation specific with the objective to minimize the number of keep-alive procedures as much as possible. It is desirable to have the maximum inactivity period value to be slightly higher than the value of keep-alive timer T5003.
After the DIRECT LINK KEEPALIVE REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication, and start timer T5004. The UE shall not send a new DIRECT LINK KEEPALIVE REQUEST message to the same target UE while timer T5004 is running.


Figure 6.1.2.8.2: PC5 unicast link keep-alive procedure
[bookmark: _Toc34388646][bookmark: _Toc34404417][bookmark: _Toc45282247]* * * Next Change * * * *
[bookmark: _Toc45282255][bookmark: _Toc34388652][bookmark: _Toc34404423]6.1.2.10.2	PC5 unicast link re-keying procedure initiation by the initiating UE
The initiating UE shall meet the following pre-condition before initiating the PC5 unicast link re-keying procedure:
a)	there is a PC5 unicast link between the initiating UE and the target UE; and
1)	if the session key KNRP-sess used to protect PC5 unicast link needs to be refreshed and neither timer T5007bbb nor T5008 are running; or 
2)	if the UE wants to refresh KNRP and neither timer T5007bbb nor T5008 are running.
In order to initiate the PC5 unicast link re-keying procedure, the initiating UE shall create a DIRECT LINK REKEYING REQUEST message. In this message, the initiating UE:
a)	shall include the Key establishment information container IE if the null integrity protection algorithm is not in use;
NOTE 1:	The kKey establishment information container is provided by upper layers.
b)	shall include a Nonce_1 IE set to the 128-bit nonce value generated by the initiating UE for the purpose of session key refresh over this PC5 unicast link if the null integrity protection algorithm is not in use;
c)	shall include its UE security capabilities indicating the list of algorithms that the initiating UE supports for the re-keying of this PC5 unicast link;
d)	shall include the 8 MSBs of KNRP-sess ID chosen by the initiating UE as specified in 3GPP TS 33.536 [20] if the null integrity protection algorithm is not in use; and
e)	may include a Re-authentication indication IE if the initiating UE wants to derive a new KNRP.
After the DIRECT LINK REKEYING REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE’s layer-2 ID for unicast communication, and start timer T5008. The UE shall not send a new DIRECT LINK REKEYING REQUEST message to the same target UE while timer T5008 is running.
NOTE 2:	In order to ensure successful PC5 unicast link re-keying, T5008 should be set to a value larger than the sum of T5006aaa and T5007bbb.


Figure 6.1.2.10.2: PC5 unicast link re-keying procedure
[bookmark: _Toc45282256]* * * Next Change * * * *
[bookmark: _Toc45882642][bookmark: _Toc45282257]6.1.2.10.3	PC5 unicast link re-keying procedure accepted by the target UE
Upon receipt of a DIRECT LINK REKEYING REQUEST message, if the DIRECT LINK REKEYING REQUEST message includes a Re-authentication indication, the target UE shall derive a new KNRP. This may require performing one or more PC5 unicast link authentication procedures as specified in subclause 6.1.2.6.
NOTE:	How many times the PC5 unicast link authentication procedure needs to be performed to derive a new KNRP depends on the authentication method used.
Then the target UE shall initiate a PC5 unicast link security mode control procedure as specified in in subclause 6.1.2.7.
Upon successful completion of the PC5 unicast link security mode control procedure, the target UE shall create a DIRECT LINK REKEYING RESPONSE message. The target UE shall cipher and integrity protect the DIRECT LINK REKEYING RESPONSE message with the new security context.
After the DIRECT LINK REKEYING RESPONSE message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
* * * Next Change * * * *
[bookmark: _Toc45282260][bookmark: _Toc45882646][bookmark: _Toc45282261]6.1.2.11.1	Overview
This clause describes the principles for the handling of PC5 unicast security contexts in the UE and the procedures used for the security protection of PC5 signalling messages exchanged between UEs over a PC5 unicast link. Security protection involves integrity protection and ciphering of the PC5 signalling messages, and possible integrity protection and ciphering of PC5 user plane data. The use of integrity protection and ciphering over a PC5 unicast link is optional (see 3GPP TS 33.536 [20]).
The signalling procedures for the control of PC5 unicast security are part of the PC5 signalling protocol and are described in detail in clause 6.1.2.
NOTE:	It is recommended to set the UE PC5 unicast signalling integrity protection policy to "signalling integrity protection required" in order to guarantee security protection over PC5. In this subclause, for the ease of description, it is assumed that integrity protection and ciphering are used, unless explicitly indicated otherwise. Operation of a PC5 unicast link without integrity protection or ciphering is achieved by configuring the UE so that it always selects the "null integrity protection algorithm", 5G-IA0, or the "null ciphering algorithm", 5G-EA0.
* * * Next Change * * * *
[bookmark: _Toc45282266][bookmark: OLE_LINK48]6.1.2.12	PC5 QoS flow establishment over PC5 unicast link
In order to establish a PC5 QoS flow establishment over PC5 unicast link, the UE shall derive the PC5 QoS parameters based on the V2X application requirements provided by the upper layers (if available) and the V2X service type (e.g. PSID or ITS-AID) according to the PC5 QoS mapping rules defined in clause 5.2.3. The UE shall create the PC5 QoS flow(s) based on the derived PC5 QoS parameters. For each PC5 QoS flow to be created, the UE shall perform the following operations:
a)	self-assign a PQFI;
b)	create a PC5 QoS flow context, which contains:
1)	the PQFI;
2)	the V2X service identifier(s); and
3)	the derived PC5 QoS parameters;
c)	create a new PC5 QoS rule which contains:
1)	a PC5 QoS rule identifier;
2)	the PQFI;
3)	a set of packet filters; and
4)	a precedence value; and
d)	pass the following parameters to the lower layers:
1)	the PQFI;
2)	the PC5 QoS parameters;
3)	the PC5 link identifier; and;
4)	optionally, the source and destination layer-2 IDs.
[bookmark: _Toc45282267]* * * Next Change * * * *
[bookmark: _Toc533170269][bookmark: _Toc34388660][bookmark: _Toc34404431][bookmark: _Toc45282276][bookmark: _Toc45882662][bookmark: _Toc34388678][bookmark: _Toc34404449][bookmark: _Toc45282294][bookmark: _Toc45882680][bookmark: _Toc25070705][bookmark: _Toc34388682][bookmark: _Toc34404453][bookmark: _Toc45282298][bookmark: _Toc45882684]6.1.3.2.4	Privacy of V2X transmission over PC5
Upon initiating transmission of V2X communication over PC5, if:
a)	the V2X service identifier of a V2X service requesting transmission of V2X communication over PC5 is in the list of of V2X services which require privacy for V2X communication over PC5 as specified in clause 5.2.3; and
b)	the UE is located in a geographical area in which this V2X service requires privacy for V2X communication over PC5 as specified in clause 5.2.3, or the UE is not provisioned any geographical areas in which this V2X services requires privacy for V2X communication over PC5,
then the UE shall proceed as follows:
a)	if timer T5020 is not running, start timer T5020 and set its timer value as the privacy timer value as specified in clause 5.2.3;
b)	upon:
1)	getting an indication from upper layers that the application layer identifier has been changed; or
2)	timer T5020xyz expiry,
then:
1)	change the value of the source layer-2 ID self-assigned by the UE for the broadcast mode V2X communication over PC5;
2)	if the V2X message contains IP data, change the value of the source IP address self-assigned by the UE for V2X communication over PC5; 
3)	provide an indication to upper layers that the source layer-2 ID and/or the source IP address are changed; and
4)	restart timer T5020; and
c)	upon stopping transmission of the broadcast mode V2X communication over PC5, stop timer T5020.
* * * Next Change * * * *
6.2.6	V2X application server discovery
Before initiating V2X communication over Uu, the UE needs to discover the V2X application server to which the V2X messages shall be sent or received.
To discover the V2X application server address for uplink transport, the UE shall proceed as follows, in priority order:
[bookmark: _Hlk26194635][bookmark: _Hlk26194565][bookmark: _Hlk26194616]a)	if the V2X service of the V2X message is identified by a V2X service identifier and this V2X service identifier is associated with a V2X application server IP address and a UDP port for uplink transport or a TCP port for bidirectional transport in the list of V2X service identifier to V2X application server address mapping rules for the serving PLMN and the geographical area in which the UE is located as specified in clause 5.2.4, the UE shall use this IP address and the UDP or TCP port for V2X communication over Uu;
b)	else if the V2X service of the V2X message is identified by a V2X service identifier and this V2X service identifier is associated with a V2X application server FQDN and a UDP port for uplink transport or a TCP port for bidirectional transport in the list of V2X service identifier to V2X application server address mapping rules for the serving PLMN and the geographical area in which the UE is located as specified in clause 5.2.4, the UE shall perform DNS lookup as specified in IETF RFC 1035 [19], then use the resulting IP address and the UDP or TCP port for V2X communication over Uu;
c)	else if the V2X service of the V2X message is identified by a V2X service identifier and this V2X service identifier is associated with a V2X application server IP address and a UDP port for uplink transport or a TCP port for bidirectional transport in the list of V2X service identifier to V2X application server address mapping rules for the serving PLMN as specified in clause 5.2.4, the UE shall use this IP address and the UDP or TCP port for V2X communication over Uu;
d)	else if the V2X service of the V2X message is identified by a V2X service identifier and this V2X service identifier is associated with a V2X application server FQDN and a UDP port for uplink transport or a TCP port for bidirectional transport in the list of V2X service identifier to V2X application server address mapping rules for the serving PLMN as specified inclause 5.2.4, the UE shall perform DNS lookup as specified in IETF RFC 1035 [19], then use the resulting IP address and the UDP or TCP port for V2X communication over Uu;
e)	else if the V2X service of the V2X message is identified by a V2X service identifier, the V2X message contains IP data, and the default V2X application server address applicable for the serving PLMN, the geographical area in which the UE is located and the IP type of data as specified in clause 5.2.4 is configured and contains an IP address and a UDP port for uplink transport or a TCP port for bidirectional transport, then the UE shall use the IP address and the UDP or TCP port for V2X communication over Uu;
f)	else if the V2X service of the V2X message is identified by a V2X service identifier, the V2X message contains IP data, and the default V2X application server address applicable for the serving PLMN, the geographical area in which the UE is located and the IP type of data as specified in clause 5.2.4 is configured and contains an FQDN and a UDP port for uplink transport or a TCP port for bidirectional transport, then the UE shall perform DNS lookup of the FQDN as specified in IETF RFC 1035 [19], and shall use the resulting IP address and the UDP or TCP port for V2X communication over Uu;
g)	else if the V2X service of the V2X message is identified by a V2X service identifier, the V2X message contains IP data, and the default V2X application server address applicable for the the serving PLMN and the IP type of data as specified in clause 5.2.4 is configured and contains an IP address and a UDP port for uplink transport or a TCP port for bidirectional transport, then the UE shall use the IP address and the UDP or TCP port for V2X communication over Uu;
h)	else if the V2X service of the V2X message is identified by a V2X service identifier, the V2X message contains IP data, and the default V2X application server address applicable for the serving PLMN and the IP type of data as specified in clause 5.2.4 is configured and contains an FQDN and a UDP port for uplink transport or a TCP port for bidirectional transport, then the UE shall perform DNS lookup of the FQDN as specified in IETF RFC 1035 [19], and shall use the resulting IP address and the UDP or TCP port for V2X communication over Uu;
[bookmark: _Hlk26195079]i)	else if the V2X service of the V2X message is identified by a V2X service identifier, the V2X message contains non-IP data, and the default V2X application server address applicable for the serving PLMN, the geographical area in which the UE is located and the V2X message family of the non-IP data as specified in clause 5.2.4 is configured and contains an IP address and a UDP port for uplink transport or a TCP port for bidirectional transport, then the UE shall use the IP address and the UDP or TCP port for V2X communication over Uu;
j)	else if the V2X service of the V2X message is identified by a V2X service identifier, the V2X message contains non-IP data, and the default V2X application server address applicable for the serving PLMN, the geographical area in which the UE is located and the V2X message family of the non-IP data as specified in clause 5.2.4 is configured and contains an FQDN and a UDP port for uplink transport or a TCP port for bidirectional transport, then the UE shall perform DNS lookup of the FQDN as specified in IETF RFC 1035 [19], and shall use the resulting IP address and the UDP or TCP port for V2X communication over Uu;
k)	else if the V2X service of the V2X message is identified by a V2X service identifier, the V2X message contains non-IP data, and the default V2X application server address applicable for the serving PLMN and the V2X message family of the non-IP data as specified in clause 5.2.4 is configured and contains an IP address and a UDP port for uplink transport or a TCP port for bidirectional transport, then the UE shall use the IP address and the UDP or TCP port for V2X communication over Uu;
l)	else if the V2X service of the V2X message is identified by a V2X service identifier, the V2X message contains non-IP data, and the default V2X application server address applicable for the serving PLMN and the V2X message family of the non-IP data as specified in clause 5.2.4 is configured and contains an FQDN and a UDP port for uplink transport or a TCP port for bidirectional transport, then the UE shall perform DNS lookup of the FQDN as specified in IETF RFC 1035 [19], and shall use the resulting IP address and the UDP or TCP port for V2X communication over Uu;
m)	else if the V2X service of the V2X message is not identified by a V2X service identifier and the UE is configured with a V2X application server IP address for the serving PLMN and the geographical area in which the UE is located as specified in clause 5.2.4, the UE shall use this IP address for V2X communication over Uu;
n)	else if the V2X service of the V2X message is not identified by a V2X service identifier and the UE is configured with a V2X application server FQDN for the serving PLMN and the geographical area in which the UE is located as specified in clause 5.2.4, the UE shall perform DNS lookup as specified in IETF RFC 1035 [19], then use the resulting IP address for V2X communication over Uu;
o)	else if the V2X service of the V2X message is not identified by a V2X service identifier and the UE is configured with a V2X application server IP address for the serving PLMN as specified in clause 5.2.4, the UE shall use this IP address for V2X communication over Uu; and
p)	else if the V2X service of the V2X message is not identified by a V2X service identifier and the UE is configured with a V2X application server FQDN for the serving PLMN as specified in clause 5.2.4, the UE shall perform DNS lookup as specified in IETF RFC 1035 [19], then use the resulting IP address for V2X communication over Uu.
NOTE:	It is out of scope of the present specification to define how the UE can locate itself in a specific geographical area. When the UE is in coverage of a 3GPP RAT it can for example use information derived from the serving PLMN. When the UE is not in coverage of a 3GPP RAT it can use other techniques.
To discover the V2X application server address for downlink transport, the UE shall proceed as follows, in priority order:
a)	if the V2X service of the V2X message is identified by a V2X service identifier and this V2X service identifier is associated with a V2X application server IP address and a UDP port for downlink transport or a TCP port for bidirectional transport in the list of V2X service identifier to V2X application server address mapping rules for the serving PLMN and the geographical area in which the UE is located as specified in clause 5.2.4, the UE shall use this IP address and the UDP or TCP port for V2X communication over Uu;
b)	else if the V2X service of the V2X message is identified by a V2X service identifier and this V2X service identifier is associated with a V2X application server FQDN and a UDP port for downlink transport or a TCP port for bidirectional transport in the list of V2X service identifier to V2X application server address mapping rules for the serving PLMN and the geographical area in which the UE is located as specified in clause 5.2.4, the UE shall perform DNS lookup as specified in IETF RFC 1035 [19], then use the resulting IP address and the UDP or TCP port for V2X communication over Uu;
c)	else if the V2X service of the V2X message is identified by a V2X service identifier and this V2X service identifier is associated with a V2X application server IP address and a UDP port for downlink transport or a TCP port for bidirectional transport in the list of V2X service identifier to V2X application server address mapping rules for the serving PLMN as specified in clause 5.2.4, the UE shall use this IP address and the UDP or TCP port for V2X communication over Uu;
d)	else if the V2X service of the V2X message is identified by a V2X service identifier and this V2X service identifier is associated with a V2X application server FQDN and a UDP port for downlink transport or a TCP port for bidirectional transport in the list of V2X service identifier to V2X application server address mapping rules for the serving PLMN as specified in clause 5.2.4, the UE shall perform DNS lookup as specified in IETF RFC 1035 [19], then use the resulting IP address and the UDP or TCP port for V2X communication over Uu;
e)	else if the V2X service of the V2X message is identified by a V2X service identifier, the V2X message contains IP data, and the default V2X application server address applicable for the serving PLMN, the geographical area in which the UE is located and the IP type of data as specified in clause 5.2.4 is configured and contains an IP address and a UDP port for downlink transport or a TCP port for bidirectional transport, then the UE shall use the IP address and the UDP or TCP port for V2X communication over Uu;
f)	else if the V2X service of the V2X message is identified by a V2X service identifier, the V2X message contains IP data, and the default V2X application server address applicable for the serving PLMN, the geographical area in which the UE is located and the IP type of data as specified in clause 5.2.4 is configured and contains an FQDN and a UDP port for downlink transport or a TCP port for bidirectional transport, then the UE shall perform DNS lookup of the FQDN as specified in IETF RFC 1035 [19], and shall use the resulting IP address and the UDP or TCP port for V2X communication over Uu;
g)	else if the V2X service of the V2X message is identified by a V2X service identifier, the V2X message contains IP data, and the default V2X application server address applicable for the the serving PLMN and the IP type of data as specified in clause 5.2.4 is configured and contains an IP address and a UDP port for downlink transport or a TCP port for bidirectional transport, then the UE shall use the IP address and the UDP or TCP port for V2X communication over Uu;
h)	else if the V2X service of the V2X message is identified by a V2X service identifier, the V2X message contains IP data, and the default V2X application server address applicable for the serving PLMN and the IP type of data as specified in clause 5.2.4 is configured and contains an FQDN and a UDP port for downlink transport or a TCP port for bidirectional transport, then the UE shall perform DNS lookup of the FQDN as specified in IETF RFC 1035 [19], and shall use the resulting IP address and the UDP or TCP port for V2X communication over Uu;
i)	else if the V2X service of the V2X message is identified by a V2X service identifier, the V2X message contains non-IP data, and the default V2X application server address applicable for the serving PLMN, the geographical area in which the UE is located and the V2X message family of the non-IP data as specified in clause 5.2.4 is configured and contains an IP address and a UDP port for downlink transport or a TCP port for bidirectional transport, then the UE shall use the IP address and the UDP or TCP port for V2X communication over Uu;
j)	else if the V2X service of the V2X message is identified by a V2X service identifier, the V2X message contains non-IP data, and the default V2X application server address applicable for the serving PLMN, the geographical area in which the UE is located and the V2X message family of the non-IP data as specified in clause 5.2.4 is configured and contains an FQDN and a UDP port for downlink transport or a TCP port for bidirectional transport, then the UE shall perform DNS lookup of the FQDN as specified in IETF RFC 1035 [19], and shall use the resulting IP address and the UDP or TCP port for V2X communication over Uu;
k)	else if the V2X service of the V2X message is identified by a V2X service identifier, the V2X message contains non-IP data, and the default V2X application server address applicable for the serving PLMN and the V2X message family of the non-IP data as specified in clause 5.2.4 is configured and contains an IP address and a UDP port for downlink transport or a TCP port for bidirectional transport, then the UE shall use the IP address and the UDP or TCP port for V2X communication over Uu; and
l)	else if the V2X service of the V2X message is identified by a V2X service identifier, the V2X message contains non-IP data, and the default V2X application server address applicable for the serving PLMN and the V2X message family of the non-IP data as specified in clause 5.2.4 is configured and contains an FQDN and a UDP port for downlink transport or a TCP port for bidirectional transport, then the UE shall perform DNS lookup of the FQDN as specified in IETF RFC 1035 [19], and shall use the resulting IP address and the UDP or TCP port for V2X communication over Uu.
If multiple V2X application servers are discovered, the V2X application server to be used is selected by the V2X application layer.
The UE shall perform V2X application server discovery again when the UE changes its registered PLMN.
If the V2X application server used by the UE is associated with a particular geographical area, the UE shall perform V2X application server discovery again when the UE moves out of that geographical area.
* * * Next Change * * * *
[bookmark: _Toc26193713][bookmark: _Toc45282333][bookmark: _Toc45882719]7.3.13.1	Message definition
This message is sent by a UE to another peer UE when a PC5 unicast link security mode control procedure is initiated. See table 7.3.13.1.1.
Message type:	DIRECT LINK SECURITY MODE COMMAND
Significance:	dual
Direction:		UE to peer UE
Table 7.3.13.1.1: DIRECT LINK SECURITY MODE COMMAND message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT LINK SECURITY MODE COMMAND message identity
	PC5 signalling message type
8.4.1.
	M
	V
	1

	
	Sequence number
	Sequence number
8.4.2
	M
	V
	1

	
	Selected security algorithms
	Selected security algorithms
8.4.18
	M
	V
	1

	
	UE security capabilities
	UE security capabilities
8.4.14
	M
	LV
	3-9

	
	PC5 unicast signalling security policy
	UE PC5 nicast signalling security policy
8.4.15
	M
	V
	1

	AA
	Nonce_2
	Nonce
8.4.13
	O
	TV
	17

	BB
	LSBs of KNRP-sess ID
	LSBs of KNRP-sess ID
8.4.19
	O
	TV
	2

	XX
	Key establishment information container
	Key establishment information container
8.4.12
	O
	TLV-E
	4-n

	YY
	MSBs of KNRP ID
	MSBs of KNRP ID
8.4.20
	O
	TV
	3



[bookmark: _Toc45282339][bookmark: _Toc45882725]* * * Next Change * * * *
7.3.14.1	Message definition
This message is sent by a UE to another peer UE to respond to a DIRECT LINK SECURITY MODE COMMAND message. See table 7.3.14.1.1.
Message type:	DIRECT LINK SECURITY MODE COMPLETE
Significance:	dual
Direction:		UE to peer UE
Table 7.3.14.1.1: DIRECT LINK SECURITY MODE COMPLETE message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT LINK SECURITY MODE COMPLETE message identity
	PC5 signalling message type
8.4.1.
	M
	V
	1

	
	Sequence number
	Sequence number
8.4.2
	M
	V
	1

	
	QoS flow descriptions
	PC5 QoS flow descriptions
8.4.5
	M
	LV-E
	6-n

	
	UE PC5 unicast user plane security policy
	UE PC5 unicast user plane security policy
8.4.22
	M
	V
	1

	57
	IP address configuration
	IP address configuration
8.4.6
	O
	TV
	2

	58
	Link local IPv6 address 

	Link local IPv6 address
8.4.7
	O
	TV
	17

	AA
	LSBs of KNRP ID
	LSBs of KNRP ID
8.4.21
	O
	TV
	3



[bookmark: _Toc45282340][bookmark: _Toc45882726]* * * Next Change * * * *
[bookmark: _Toc45282346][bookmark: _Toc45882732]7.3.16.1	Message definition
This message is sent by a UE to another peer UE when a PC5 unicast link re-keying procedure is initiated. See table 7.3.16.1.1.
Message type:	DIRECT LINK REKEYING REQUEST
Significance:	dual
Direction:		UE to peer UE
Table 7.3.16.1.1: DIRECT LINK REKEYING REQUEST message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT LINK REKEYING REQUEST message identity
	PC5 signalling message type
8.4.1.
	M
	V
	1

	
	Sequence number
	Sequence number
8.4.2
	M
	V
	1

	
	UE security capabilities
	UE security capabilities
8.4.148.4.c
	M
	LV
	3-9

	74
	Key establishment information container
	Key establishment information container
8.4.1268.4.a
	O
	TLV-E
	4-n

	aa
	Nonce_1
	Nonce
8.4.1368.4.b
	O
	TV
	17

	bb
	MSBs of KNRP-sess ID
	MSBs of KNRP-sess ID
8.4.168.4.e
	O
	TV
	2

	xx
	Re-authentication indication
	Re-authentication indication
8.4.24
	O
	TV
	2



[bookmark: _Toc45282347][bookmark: _Toc45882733]* * * Next Change * * * *
[bookmark: _Toc45282354][bookmark: _Toc45882740]7.3.18.1	Message definition
This message is sent by a UE to another peer UE to initiate the direct link identifier procedure. See table 7.3.18.1.1.
Message type:	DIRECT LINK IDENTIFIER UPDATE REQUEST
Significance:	dual
Direction:		UE to peer UE
Table 7.3.18.1.1: DIRECT LINK IDENTIFIER UPDATE REQUEST message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT LINK IDENTIFIER UPDATE REQUEST message identity
	PC5 signalling message type
8.4.1
	M
	V
	1

	
	Sequence number
	Sequence number
8.4.2
	M
	V
	1

	
	MSB of KNRP-sess ID
	MSB of KNRP-sess ID
8.4.168.4.y
	M
	V
	1

	
	Source layer-2 ID
	Layer-2 ID
8.4.25
	M
	V
	3

	57
	Source user info
	Application layer ID
8.4.4
	O
	TLV
	4-254

	58
	Source link local IPv6 address 

	Link local IPv6 address
8.4.7
	O
	TV
	17


[bookmark: _Toc45282355][bookmark: _Toc45882741]
* * * Next Change * * * *
[bookmark: _Toc45282358][bookmark: _Toc45882744]7.3.19.1	Message definition
This message is sent by the UE to another peer UE to indicate that the link identifier update request is accepted. See table 7.3.19.1.1.
Message type:	DIRECT LINK IDENTIFIER UPDATE ACCEPT
Significance:	dual
Direction:		UE to peer UE
Table 7.3.19.1.1: DIRECT LINK IDENTIFIER UPDATE ACCEPT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT LINK IDENTIFIER UPDATE ACCEPT message identity
	PC5 signalling message type
8.4.1
	M
	V
	1

	
	Sequence number
	Sequence number
8.4.2
	M
	V
	1

	
	LSB of KNRP-sess ID
	LSB of KNRP-sess ID
8.4.178.4.z
	M
	V
	1

	
	MSB of KNRP-sess ID
	MSB of KNRP-sess ID
8.4.168.4.y
	M
	V
	1

	
	Source layer-2 ID
	Layer-2 ID
8.4.25
	M
	V
	3

	TBD 
	Target layer-2 ID
	Layer-2 ID
8.4.25
	O
	TV
	4

	28
	Target user info
	Application layer ID
8.4.4
	O
	TLV
	4-254

	TBD
	Target link local IPv6 address 

	Link local IPv6 address
8.4.7
	O
	TV
	17

	57
	Source user info
	Application layer ID
8.4.4
	O
	TLV
	4-254

	58
	Source link local IPv6 address
	Link local IPv6 address
8.4.7
	O
	TV
	17


[bookmark: _Toc45282359][bookmark: _Toc45882745]
* * * Next Change * * * *
[bookmark: _Toc45282365][bookmark: _Toc45882751]7.3.20.1	Message definition
This message is sent by the initiating UE to target UE to indicate that the initiating UE has received target UE’s accept message. See table 7.3.20.1.1.
Message type:	DIRECT LINK IDENTIFIER UPDATE ACK
Significance:	dual
Direction:		UE to peer UE
[bookmark: OLE_LINK2][bookmark: OLE_LINK3]Table 7.3.20.1.1: DIRECT LINK IDENTIFIER UPDATE ACK message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT LINK IDENTIFIER UPDATE ACK message identity
	PC5 signalling message type
8.4.1
	M
	V
	1

	
	Sequence number
	Sequence number
8.4.2
	M
	V
	1

	
	LSB of KNRP-sess ID
	LSB of KNRP-sess ID
8.4.z
	M
	V
	1

	TBD
	Target layer-2 ID
	Layer-2 ID
8.4.25
	O
	TV
	4

	28
	Target user info
	Application layer ID
8.4.4
	OO
	TLVTLV
	4-2544-254

	TBD
	Target link local IPv6 address 

	Link local IPv6 address
8.4.7
	OO
	TVTV
	1717


[bookmark: _Toc45282366][bookmark: _Toc45882752]
* * * Next Change * * * *
[bookmark: _Toc34388717][bookmark: _Toc34404488][bookmark: _Toc45282384][bookmark: _Toc45882770]8.4.5	PC5 QoS flow descriptions
The purpose of the PC5 QoS flow descriptions information element is to indicate a set of PC5 QoS flow descriptions to be used by the UE over the direct link, where each PC5 QoS flow description is a set of parameters as described in clause 5.4.2 of 3GPP TS 23.287 [3].
The PC5 QoS flow descriptions is a type 6 information element with a minimum length of 6 octets. The maximum length for the information element is 65538 octets.
The PC5 QoS flow descriptions information element is coded as shown in figure 8.4.5.1, figure 8.4.5.2, figure 8.4.5.3, figure 8.4.5.4, and table 8.4.5.1.
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	PC5 QoS flow descriptions IEI
	octet 1

	
Length of PC5 QoS flow descriptions contents
	octet 2

octet 3

	
PC5 QoS flow description 1
	octet 4

octet u

	
PC5 QoS flow description 2
	octet u+1

octet v

	...
	octet v+1

octet w

	
PC5 QoS flow description n
	octet w+1

octet x


Figure 8.4.5.1: PC5 QoS flow descriptions information element
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	0
Spare
	0
Spare
	PQFI
	octet 4

	Operation code
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	octet 5

	0
Spare
	E
	Number of parameters
	octet 6

	
Associated V2X service identifiers
	octet 7

octet k

	
Parameters list
	octet k+1*

octet u*


Figure 8.4.5.2: PC5 QoS flow description 
	8
	7
	6
	5
	4
	3
	2
	1
	

	
Parameter 1
	octet k+1

octet m

	
Parameter 2
	octet m+1

octet n

	...
	octet n+1

octet o

	
Parameter n
	octet o+1

octet u


Figure 8.4.5.3: Parameters list
	8
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	6
	5
	4
	3
	2
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	Parameter identifier
	octet k+1

	Length of parameter contents
	octet k+2

	Parameter contents
	octet k+3

octet m


Figure 8.4.5.4: Parameter
Table 8.4.4.1: PC5 QoS flow descriptions information element
	PC5 QoS flow identifier (PQFI) (bits 6 to 1 of octet 4)
PQFI field contains the PC5 QoS flow identifier.
Bits
6 5 4 3 2 1
0 0 0 0 0 1	PQFI 1
	to
1 1 1 1 1 1	PQFI 63
The UE shall not set the PQFI value to 0.


	Operation code (bits 8 to 6 of octet 5)
Bits
8 7 6
0 0 1	Create new PC5 QoS flow description
0 1 0	Delete existing PC5 QoS flow description
0 1 1	Modify existing PC5 QoS flow description
All other values are reserved.


	E bit (bit 7 of octet 6)
For the "create new PC5 QoS flow description" operation, the E bit is encoded as follows:
Bit
7
0	reserved
1	parameters list is included

[bookmark: OLE_LINK49][bookmark: OLE_LINK50]For the "Delete existing PC5 QoS flow description" operation, the E bit is encoded as follows:
Bit
7
0	parameters list is not included
1	reserved

For the "modify existing PC5 QoS flow description" operation, the E bit is encoded as follows:
Bit
7
0	extension of previously provided parameters
1	replacement of all previously provided parameters

If the E bit is set to "parameters list is not included", the number of parameters field has zero value. If the E bit is set to "parameters list is included", the number of parameters field has non-zero value. If the E bit is set to "extension of previously provided parameters" or "replacement of all previously provided parameters", the number of parameters field has non-zero value. If the E bit is set to "extension of previously provided parameters" and one of the parameters in the new parameters list already exists in the previously provided parameters, the parameter shall be set to the new value.

Number of parameters (bits 6 to 1 of octet 6)
The number of parameters field contains the binary coding for the number of parameters in the parameters list field. The number of parameters field is encoded in bits 6 through 1 of octet 6 where bit 6 is the most significant and bit 1 is the least significant bit. 


Associated V2X service identifiers (octet 7 to k)
The associated V2X service identifiers field contains a variable numbver of V2X service identifiers associated with the PC5 QoS flow. Associated V2X service identifiers field is coded as the length and value part of V2X service identifier information element as specified in subclause 8.4.3 starting with the second octet.

Parameters list (octets k+1 to u)
The parameters list contains a variable number of parameters.

Each parameter included in the parameters list is of variable length and consists of:
-	a parameter identifier (1 octet); 
-	the length of the parameter contents (1 octet); and
-	the parameter contents itself (variable amount of octets).

The parameter identifier field is used to identify each parameter included in the parameters list and it contains the hexadecimal coding of the parameter identifier. Bit 8 of the parameter identifier field contains the most significant bit and bit 1 contains the least significant bit. In this version of the protocol, the following parameter identifiers are specified:
-	01H (PQI);
-	02H (GFBR); (see NOTE)
-	03H (MFBR); (see NOTE)
-	04H (Averaging window) ;
-	05H (Resource type);
-	06H (Default priority level);
-	07H (Packet delay budget);
-	08H (Packet error rate);
-	09H (Default maximum data burst volume).

If the parameters list contains a parameter identifier that is not supported by the receiving entity the corresponding parameter shall be discarded.
The length of parameter contents field contains the binary coded representation of the length of the parameter contents field. The first bit in transmission order is the most significant bit.

When the parameter identifier indicates PQI, the parameter contents field contains the binary representation of PQI that is one octet in length.

PQI:
Bits
8 7 6 5 4 3 2 1
0 0 0 0 0 0 0 0	Reserved
0 0 0 0 0 0 0 1
	to				Spare
0 0 0 1 0 1 0 0
0 0 0 1 0 1 0 1	PQI 21
0 0 0 1 0 1 1 0	PQI 22
0 0 0 1 0 1 1 1	PQI 23
0 0 0 1 1 0 0 0
	to				Spare
0 0 1 1 0 1 1 0
0 0 1 1 0 1 1 1	PQI 55
0 0 1 1 1 0 0 0	PQI 56
0 0 1 1 1 0 0 1	PQI 57
0 0 1 1 1 0 1 0	PQI 58
0 0 1 1 1 0 1 1	PQI 59
0 0 1 1 1 1 0 0
	to				Spare
0 1 0 1 1 0 0 1
0 1 0 1 1 0 1 0	PQI 90
0 1 0 1 1 0 1 1	PQI 91
0 1 0 1 1 1 0 0
	to				Spare
0 1 1 1 1 1 1 1
1 0 0 0 0 0 0 0
	to				Operator-specific PQIs
1 1 1 1 1 1 1 0
1 1 1 1 1 1 1 1	Reserved

The UE shall consider all other values not explicitly defined in this version of the protocol as unsupported.

When the parameter identifier indicates "GFBR", the parameter contents field contains one octet indicating the unit of the guaranteed flow bit rate followed by two octets containing the value of the guaranteed flow bit rate.
Unit of the guaranteed flow bit rate (octet 1)
Bits
8 7 6 5 4 3 2 1
0 0 0 0 0 0 0 0	value is not used
0 0 0 0 0 0 0 1	value is incremented in multiples of 1 Kbps
0 0 0 0 0 0 1 0	value is incremented in multiples of 4 Kbps
0 0 0 0 0 0 1 1	value is incremented in multiples of 16 Kbps
0 0 0 0 0 1 0 0	value is incremented in multiples of 64 Kbps
0 0 0 0 0 1 0 1	value is incremented in multiples of 256 Kbps
0 0 0 0 0 1 1 0	value is incremented in multiples of 1 Mbps
0 0 0 0 0 1 1 1	value is incremented in multiples of 4 Mbps
0 0 0 0 1 0 0 0	value is incremented in multiples of 16 Mbps
0 0 0 0 1 0 0 1	value is incremented in multiples of 64 Mbps
0 0 0 0 1 0 1 0	value is incremented in multiples of 256 Mbps
0 0 0 0 1 0 1 1	value is incremented in multiples of 1 Gbps
0 0 0 0 1 1 0 0	value is incremented in multiples of 4 Gbps
0 0 0 0 1 1 0 1	value is incremented in multiples of 16 Gbps
0 0 0 0 1 1 1 0	value is incremented in multiples of 64 Gbps
0 0 0 0 1 1 1 1	value is incremented in multiples of 256 Gbps
0 0 0 1 0 0 0 0	value is incremented in multiples of 1 Tbps
0 0 0 1 0 0 0 1	value is incremented in multiples of 4 Tbps
0 0 0 1 0 0 1 0	value is incremented in multiples of 16 Tbps
0 0 0 1 0 0 1 1	value is incremented in multiples of 64 Tbps
0 0 0 1 0 1 0 0	value is incremented in multiples of 256 Tbps
0 0 0 1 0 1 0 1	value is incremented in multiples of 1 Pbps
0 0 0 1 0 1 1 0	value is incremented in multiples of 4 Pbps
0 0 0 1 0 1 1 1	value is incremented in multiples of 16 Pbps
0 0 0 1 1 0 0 0	value is incremented in multiples of 64 Pbps
0 0 0 1 1 0 0 1	value is incremented in multiples of 256 Pbps
Other values shall be interpreted as multiples of 256 Pbps in this version of the protocol.

Value of the guaranteed flow bit rate (octets 2 and 3)
Octets 2 and 3 represent the binary coded value of the guaranteed flow bit rate in units defined by the unit of the guaranteed flow bit rate.

When the parameter identifier indicates "GFBR downlink", the parameter contents field contains one octet indicating the unit of the guaranteed flow bit rate for downlink followed by two octets containing the value of the guaranteed flow bit rate for downlink.

When the parameter identifier indicates "MFBR ", the parameter contents field contains the one octet indicating the unit of the maximum flow bit rate followed by two octets containing the value of maximum flow bit rate.

Unit of the maximum flow bit rate (octet 1)
The coding is identical to that of the unit of the guaranteed flow bit rate.

Value of the maximum flow bit rate (octets 2 and 3)
Octets 2 and 3 represent the binary coded value of the maximum flow bit rate in units defined by the unit of the maximum flow bit rate.

When the parameter identifier indicates "averaging window", the parameter contents field contains the binary representation of the averaging window for both uplink and downlink in milliseconds and the parameter contents field is two octets in length.

	
When the parameter identifier indicates "resource type", the parameter contents field contains the binary representation of the resource type that is one octet in length.

Resource type:
Bits
8 7 6 5 4 3 2 1
0 0 0 0 0 0 0 0	Reserved
0 0 0 0 0 0 0 1	Non-GBR
0 0 0 0 0 0 1 0	GBR
0 0 0 0 0 0 1 1	Delay critical GBR
0 0 0 0 0 1 0 0
	to				Spare
1 1 1 1 1 1 1 1

When the parameter identifier indicates "default priority level", the parameter contents field contains the binary representation of the default priority level that is one octet in length.

Default priority level:
Bits
8 7 6 5 4 3 2 1
0 0 0 0 0 0 0 0	Reserved
0 0 0 0 0 0 0 1	1
0 0 0 0 0 0 1 0	2
0 0 0 0 0 0 1 1	3
0 0 0 0 0 1 0 0	4
0 0 0 0 0 1 0 1	5
0 0 0 0 0 1 1 0	6
0 0 0 0 0 1 1 1	7
0 0 0 0 1 0 0 0	8
0 0 0 0 1 0 0 1
	to				Spare
1 1 1 1 1 1 1 1

When the parameter identifier indicates "packet delay budget", the parameter contents field contains the binary representation of the packet delay budget for both uplink and downlink in milliseconds and the parameter contents field is two octets in length.

When the parameter identifier indicates "packet error rate", the parameter contents field contains the binary representation of the power of 10-1 for both uplink and downlink and the parameter contents field is one octet in length.

When the parameter identifier indicates "default maximum data burst volume", the parameter contents field contains the binary representation of the default maximum data burst volume for both uplink and downlink in bytes and the parameter contents field is two octets in length.


	NOTE:	The GFBR and MFBR apply to both directions of the PC5 unicast link.



[bookmark: _Toc45282413][bookmark: _Toc45882799]1* * * Next Change * * * *
10.4	Timers of PC5 broadcast mode communication
Table 10.4.1: PC5 mode communication timers
	TIMER NUM.
	TIMER VALUE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	T5020
	NOTE 1
	Upon initiating transmission of broadcast mode V2X communication over PC5, as described in clause 6.1.3.2.4.

Upon receiving an indication from upper layers that the application layer identifier has been changed while performing transmission of broadcast mode V2X communication over PC5, as described in subclause 6.1.3.2.4.

Upon T5020 expiration while performing transmission of broadcast mode V2X communication over PC5, as described in subclause 6.1.3.2.4.
	Upon stopping transmission of broadcast mode V2X communication over PC5, as described in subclause 6.1.3.2.4.
	Change the value of the source layer-2 ID self-assigned by the UE for broadcast mode V2X communication over PC5.

If the V2X message contains IP data, change the value of the source IP address self-assigned by the UE for broadcast mode V2X communication over PC5.

	NOTE 1	The value of this timer is the privacy timer value which is one of the configuration parameters for V2X communication over PC5 (see clause 5.2),



* * * End of Change * * * *
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