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***** change *****
6.1.2.4.3	PC5 unicast link release procedure accepted by the target UE
Upon receiving a DIRECT LINK RELEASE REQUEST message, the target UE shall stop timer T5001, timer T5002, timer T5003, T5004 and T5005 for this PC5 unicast link, if any of those timers is running, and abort any other ongoing PC5 signalling protocol procedures on this link. The target UE shall respond with a DIRECT LINK RELEASE ACCEPT message. The target UE shall include the new LSB of KNRP ID in the DIRECT LINK RELEASE ACCEPT message. After the message is sent, the target UE shall release the PC5 unicast link by performing the following behaviors:
a)	inform the lower layer along with the PC5 link identifier that the PC5 unicast link has been released; and
b)	delete the PC5 unicast link context of the PC5 unicast link after an implementation specific time.
[bookmark: _Toc34388616][bookmark: _Toc34404387]The target UE shall form the new KNPRP ID from the new MSB of KNPRP ID received in the DIRECT LINK RELEASE REQUEST message and the new LSB of KNPRP ID included in the DIRECT LINK RELEASE ACCEPT message. The target UE shall replace the existing KNPRP ID with the new KNPRP ID. The target UE may include the new KNPRP ID in DIRECT LINK ESTABLISHMENT REQUEST message with the initiating UE as specified in clause 6.1.2.2.2.
[bookmark: _Toc45282215][bookmark: _Toc45882601]***** change *****
6.1.2.4.4	PC5 unicast link release procedure completion by the initiating UE
Upon receipt of the DIRECT LINK RELEASE ACCEPT message, the initiating UE shall stop timer T5002 and shall release the PC5 unicast link by performing the following behaviors:
a)	inform the lower layer along with the PC5 link identifier that the PC5 unicast link has been released; and
b)	delete the PC5 unicast link context of the PC5 unicast link after an implementation specific time.
[bookmark: _Toc34388617][bookmark: _Toc34404388]The initiating UE shall form the new KNPRP ID from the MSB of KNPRP ID included in the DIRECT LINK RELEASE REQUEST message and the LSB of KNPRP ID received in the DIRECT LINK RELEASE ACCEPT message. The initiating UE shall replace the existing KNPRP ID with the new KNPRP ID. The initiating UE may include the new KNPRP ID in DIRECT LINK ESTABLISHMENT REQUEST message with the target UE as specified in clause 6.1.2.2.2.
[bookmark: _Toc45282216][bookmark: _Toc45882602]***** change *****
[bookmark: _Toc34388639][bookmark: _Toc34404410][bookmark: _Toc45282239][bookmark: _Toc45882625]6.1.2.7.3	PC5 unicast link security mode control procedure accepted by the target UE
Upon receipt of a DIRECT LINK SECURITY MODE COMMAND message, if the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, the target UE shall check that the 8 LSBs of KNPRP-sess ID included in the DIRECT LINK SECURITY MODE COMMAND message are not set to the same value as those received from another UE in response to the target UE’s DIRECT LINK ESTABLISHMENT REQUEST message.
Then the target UE shall:
a)	derive KNRP-sess from KNRP, Nonce_1 and Nonce_2 received in the DIRECT LINK SECURITY MODE COMMAND message as specified in 3GPP TS 33.536 [20]; and
b)	derive NRPEK and NRPIK from KNRP-sess and the selected security algorithms as specified in 3GPP TS 33.536 [20].
The target UE shall determine whether or not the DIRECT LINK SECURITY MODE COMMAND message can be accepted by:
a)	checking the integrity of the DIRECT LINK SECURITY MODE COMMAND message using NRPIK;
b)	checking that the received UE security capabilities have not been altered compared to the values that the target UE sent to the initiating UE in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message;
c)	if the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, 
1)	checking that the received UE PC5 unicast signalling security policy has not been altered compared to the values that the target UE sent to the initiating UE in the DIRECT LINK ESTABLISHMENT REQUEST message; and
2)	checking that the selected security algorithms in the DIRECT LINK SECURITY MODE COMMAND message do not include the null integrity protection algorithm if the target UE’s PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required"; and
d)	if the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link re-keying procedure and the integrity protection algorithm currently in use for the PC5 unicast link is different from the null integrity protection algorithm, checking that the selected security algorithms in the DIRECT LINK SECURITY MODE COMMAND message do not include the null integrity protection algorithm.
If the target UE did not include a KNRP ID in the DIRECT LINK ESTABLISHMENT REQUEST message, the target UE included a Re-authentication indication in the DIRECT LINK REKEYING REQUEST message or the initiating UE has chosen to derive a new KNRP, the target UE shall derive KNRP as specified in 3GPP TS 33.536 [20]. The target UE shall choose the 16 LSBs of KNRP ID to ensure that the resultant KNRP ID will be unique in the target UE. The target UE shall form KNRP ID from the received MSBs of KNRP ID and its chosen LSBs of KNRP ID and shall store the complete KNRP ID with KNRP.
If the target UE accepts the DIRECT LINK SECURITY MODE COMMAND message, the target UE shall create a DIRECT LINK SECURITY MODE COMPLETE message. In this message, the target UE:
a)	shall include the PQFI and the corresponding PC5 QoS parameters;
b)	if IP communication is used, shall include an IP address configuration IE set to one of the following values: 
1)	"IPv6 router" if IPv6 address allocation mechanism is supported by the target UE, i.e. acting as an IPv6 router; or
2)	"IPv6 address allocation not supported" if IPv6 address allocation mechanism is not supported by the target UE;
c)	if IP communication is used and the IP address configuration IE is set to "IPv6 address allocation not supported", shall include a link local IPv6 address IE formed locally based on IETF RFC 4862 [6];
d)	if a new KNRP was derived, shall include the 16 LSBs of KNRP ID; and
e)	if the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, shall include its UE PC5 unicast user plane security policy for this PC5 unicast link.
The target UE shall form the KNPRP-sess ID from the 8 MSBs of KNPRP-sess ID it had sent in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message and the 8 LSBs of KNPRP-sess ID received in the DIRECT LINK SECURITY MODE COMMAND message.
The target UE shall cipher and integrity protect the DIRECT LINK SECURITY MODE COMPLETE message with the new security context.
After the DIRECT LINK SECURITY MODE COMPLETE message is generated, the target UE shall pass this message to the lower layers for transmission along with the target UE's layer-2 ID for unicast communication and the initiating UE's layer-2 ID for unicast communication.
[bookmark: _Toc34388640][bookmark: _Toc34404411][bookmark: _Toc45282240][bookmark: _Toc45882626]***** change *****
[bookmark: _Toc34388641][bookmark: _Toc34404412][bookmark: _Toc45282241][bookmark: _Toc45882627]6.1.2.7.5	PC5 unicast link security mode control procedure not accepted by the target UE
If the DIRECT LINK SECURITY MODE COMMAND message cannot be accepted, the target UE shall send a DIRECT LINK SECURITY MODE REJECT message and abort the ongoing procedure that triggered the initiation of the PC5 unicast link security mode control procedure. The DIRECT LINK SECURITY MODE REJECT message contains a PC5 signalling protocol cause IE indicating one of the following cause values:
#a:	Authentication failure;
#b:	Integrity failure;
#c:	UE security capabilities mismatch; 
#d:	LSBs of KNRP-sessKNPR-sess ID conflict;
#e:	UE PC5 unicast signalling security policy mismatch; or
#111:	Protocol error, unspecified.
If the DIRECT LINK SECURITY MODE COMMAND message cannot be accepted because the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, that the selected security algorithms in the DIRECT LINK SECURITY MODE COMMAND message included the null integrity protection algorithm and the target UE’s PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required", the target UE shall include PC5 signalling protocol cause #e "UE PC5 unicast signalling security policy mismatch" in the SECURITY MODE REJECT message.
If the DIRECT LINK SECURITY MODE COMMAND message cannot be accepted because the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link re-keying procedure, the integrity protection algorithm currently in use for the PC5 unicast link is different from the null integrity protection algorithm and the selected security algorithms in the DIRECT LINK SECURITY MODE COMMAND message include the null integrity protection algorithm, the target UE, the target UE shall include PC5 signalling protocol cause #e "UE PC5 unicast signalling security policy mismatch" in the SECURITY MODE REJECT message.
Upon receipt of the DIRECT LINK SECURITY MODE REJECT message, the initiating UE shall stop timer T5007 and:
a)	if the PC5 signalling protocol cause IE in the DIRECT LINK SECURITY MODE REJECT message is set to #d, retransmit the DIRECT LINK SECURITY MODE COMMAND message with a different value for the 8 LSBs of KNPRP-sess ID; and
[bookmark: _Toc34388642][bookmark: _Toc34404413][bookmark: _Toc45282242][bookmark: _Toc45882628]***** change *****
[bookmark: _Toc502240455][bookmark: _Toc34388721][bookmark: _Toc34404492][bookmark: _Toc45282388][bookmark: _Toc45882774][bookmark: _Toc22039989][bookmark: _Toc1063787][bookmark: _Toc25070729]8.4.9	PC5 signalling protocol cause
The purpose of the PC5 signalling protocol cause information element is to indicate the cause used in the PC5 signalling protocol procedures.
The PC5 signalling protocol cause is a type 3 information element with a length of 2 octets.
The PC5 signalling protocol cause information element is coded as shown in figure 8.4.9.1 and table 8.4.9.1.
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	7
	6
	5
	4
	3
	2
	1
	

	PC5 signalling protocol cause IEI
	octet 1

	PC5 signalling cause value
	octet 2



Figure 8.4.9.1: PC5 signalling protocol cause information element
Table 8.4.9.1: PC5 signalling protocol cause information element
	PC5 signalling cause value (octet 2)

	

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	Direct communication to the target UE not allowed

	0
	0
	0
	0
	0
	0
	1
	0
	
	Direct communication to the target UE no longer needed

	0
	0
	0
	0
	0
	0
	1
	1
	
	Conflict of layer-2 ID for unicast communication is detected

	0
	0
	0
	0
	0
	1
	0
	0
	
	Direct connection is not available anymore

	0
	0
	0
	0
	0
	1
	0
	1
	
	Lack of resources for PC5 unicast link

	0
	0
	0
	0
	0
	1
	1
	0
	
	Authentication failure

	0
	0
	0
	0
	0
	1
	1
	1
	
	Integrity failure

	0
	0
	0
	0
	1
	0
	0
	0
	
	UE security capabilities mismatch

	0
	0
	0
	0
	1
	0
	0
	1
	
	LBSs of KNPRP-sess ID conflict

	0
	0
	0
	0
	1
	0
	1
	0
	
	UE PC5 unicast signalling security policy mismatch

	0
	0
	0
	0
	1
	0
	1
	1
	
	Required service not allowed


	
	
	
	
	
	
	
	
	
	

	0
	1
	1
	0
	1
	1
	1
	1
	
	Protocol error, unspecified

	
	
	
	
	
	
	
	
	
	

	Any other value received by the UE shall be treated as 0110 1111, "protocol error, unspecified".
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