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	Reason for change:
	The key information (“keyInfo” attribute) in SS_KeyInfoRetrieval API is currently optional. Based on CT3’s LS (C3-203588) to SA3 to clarify on the optionality of key information payload in key information response message, SA3 has CR (S3-201650) proposal in SA3#100e meeting, clarifying that the key information payload is mandatory and is not needed only in error cases, which are handled as HTTP error codes in TS 29.549.

This CR proposes to correct the presence condition of “keyInfo” attribute and can be agreed subject to agreement of SA3 CR (S3-201650). 
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*** Start of Change ***
[bookmark: _Toc43196709][bookmark: _Toc43481479][bookmark: _Toc45134756]7.6.1.4.2.2	ValKeyInfo
Table 7.6.1.4.2.3-1: Definition of type ValKeyInfo
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	userUri
	Uri
	M
	1
	URI of the user for which the response is intended.
	

	skmsId
	string
	O
	0..1
	String identifying the SEAL key management server, sending the response.
	

	valService
	string
	M
	1
	String identifying the VAL service. This attribute shall be same as in the HTTP GET request. 
	

	valTgtUe
	ValTargetUe
	O
	0..1
	String identifying a VAL user or VAL UE. This value depends on the value that was in the HTTP GET request. 
	

	keyInfo
	string
	MO
	0..1
	Key management information uniquely applicable to the requested VAL service, VAL user or VAL UE or VAL client. 
	



*** Next Change ***
[bookmark: _Toc43196726][bookmark: _Toc43481496][bookmark: _Toc45134773]A.7	SS_KeyInfoRetrieval API
openapi: 3.0.0
info:
  title: SS_KeyInfoRetrieval
  description: |
    API for SEAL Key Information Retrieval.
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
  version: "1.0.0"
externalDocs:
  description: 3GPP TS 29.549 V16.0.0 Service Enabler Architecture Layer for Verticals (SEAL); Application Programming Interface (API) specification; Stage 3.
  url: http://www.3gpp.org/ftp/Specs/archive/29_series/29.549/
security:
  - {}
  - oAuth2ClientCredentials: []
servers:
  - url: '{apiRoot}/ss-kir/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 6.5 of 3GPP TS 29.549
paths:
  /key-records:
    get:
      description: Retrieve Key mamangement information specific to VAL service.
      parameters: 
        - name: val-service-id
          in: query
          description: String identifying an individual VAL service
          required: true
          schema:
            type: string
        - name: val-tgt-ue
          in: query
          description: Identifying a VAL target. 
          required: false
          schema:
            $ref: 'TS29549_SS_UserProfileRetrieval.yaml#/components/schemas/ValTargetUe'
      responses:
        '200':
          description: The key management information of the VAL service, VAL User or VAL UE.
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/ValKeyInfo'
        '400':
          $ref: 'TS29122_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29122_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29122_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29122_CommonData.yaml#/components/responses/404'
        '406':
          $ref: 'TS29122_CommonData.yaml#/components/responses/404'
        '429':
          $ref: 'TS29122_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29122_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29122_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29122_CommonData.yaml#/components/responses/default'
components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{tokenUrl}'
          scopes: {}
  schemas:
    ValKeyInfo:
      type: object
      properties:
        userUri:
          $ref: 'TS29122_CommonData.yaml#/components/schemas/Uri'
        skmsId:
          type: string
          description: String identifying the key management server.
        valService:
          type: string
          description: Unique identifier of a VAL Service.
        valTgtUe:
          $ref: 'TS29549_SS_UserProfileRetrieval.yaml#/components/schemas/ValTargetUe'
        keyInfo:
          type: string
          description: Key management information specific to VAL service, VAL User or VAL UE.
      required:
        - userUri
        - valService
        - keyInfo

*** End of Changes ***

