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* * * First Change * * * *

[bookmark: _Toc9497406][bookmark: _Toc24562260][bookmark: _Toc26195481][bookmark: _Toc34396894]4.6	Protection of TLV signalling and media content
The protection of TLV signalling and media content is based on 3GPP MCData security solution as defined in 3GPP TS 33.180 [78].
For different security requirements of different information elements of a MCData message, the information elements of MCData messages are bifurcated in the following components:
-	MCData Data signalling payload: information elements necessary for identification and management of the MCData messages e.g. conversation identifiers, session identifiers, transaction identifiers, disposition requests, etc. This payload is confidentiality and integrity protected between the MCData server and the IWF.
-	MCData Data payload: the actual user payload for MCData user or application consumption. This payload is confidentiality and integrity protected between the MCData client and the IWF.
An SDS message can be sent over the signalling plane or the media plane. When an SDS message is sent using the signalling plane, the body included in the SIP MESSAGE request, which carries the MCData Data signalling payload, is protected separately between each pair of entities if protection is applied. On the other hand, the body included in the SIP MESSAGE request which carries the MCData data payload is protected between the MCData client and the IWF. The procedures for the protection of the SDS messages over the signalling plane are specified in clause 6.6. Protection of SDS messages over the media control plane is specified in 3GPP TS 24.582 [85].
NOTE:	The method by which SDS messages are protected between the IWF and the user homed in the IWF is outside the scope of the present document.

* * * Next Change * * * *
[bookmark: _Toc525219766][bookmark: _Toc18561792][bookmark: _Toc24562274][bookmark: _Toc26195495][bookmark: _Toc34396908]6.2.2.1	IWF generating an SDS Message
In order to generate an SDS message, the IWF performing the participating role:
1)	shall generate an SDS SIGNALLING PAYLOAD message as specified in clause 15.1.2;
2)	shall generate a DATA PAYLOAD message as specified in clause 15.1.4;
3)	shall include in the SIP request, the SDS SIGNALLING PAYLOAD message in an application/vnd.3gpp.mcdata-signalling MIME body as specified in 3GPP TS 24.282 [82] clause E.1; and
4)	shall include in the SIP request, the DATA PAYLOAD message in an application/vnd.3gpp.mcdata-payload MIME body as specified in 3GPP TS 24.282 [82] clause E.2.
When generating an SDS SIGNALLING PAYLOAD message as specified in clause 15.1.2, the IWF performing the participating role:
1)	shall set the Date and time IE to the current time as specified in 3GPP TS 24.282 [82] clause 15.2.8;
2)	if the SDS message starts a new conversation, shall set the Conversation ID IE to a newly generated Conversation ID value as specified in clause 15.2.9;
3)	if the SDS message continues an existing unfinished conversation, shall, if available, set the Conversation ID IE to the Conversation ID value of the existing conversation as specified in clause 15.2.9, or shall set the Conversation ID IE to the Conversation ID value "UNKNOWN CONVERSATION" as specified in clause 15.2.9; 
4)	shall set the Message ID IE to a newly generated Message ID value as specified in clause 15.2.10;
5)	if the SDS message is in reply to a previously received SDS message shall include the InReplyTo message ID IE with the Message ID value:
i)	 set to the Message ID value in the previously received SDS message;
ii)	set to the Message ID value "LMR MESSAGE ID"as specified in clause 15.2.10, with the value of octet 16 of the LMR MESSAGE ID set to the value of octet 16 of the Message ID in the previously received SDS message; and
iii)	 set to the Message ID value "UNKNOWN ORIGINATING MESSAGE ID" as specified in clause 15.2.10;
6)	if the SDS message is for user consumption, shall not include an Application ID IE as specified in 3GPP TS 24.282 [82] clause 15.2.7 and shall not include an Extended application ID IE as specified in 3GPP TS 24.282 [82] clause 15.2.24;
7)	if the SDS message is intended for an application on the terminating MCData client, shall include:
a)	an Application ID IE with a Application ID value representing the intended application as specified in 3GPP TS 24.282 [82] clause 15.2.7; or
b)	an Extended application ID IE with an Extended application ID value representing the intended application as specified in 3GPP TS 24.282 [82] clause 15.2.24; 
NOTE:	The value chosen for the Application ID value is decided by the mission critical organisation.
8)	if only a delivery disposition notification is required shall include a SDS disposition request type IE set to "DELIVERY" as specified in 3GPP TS 24.282 [82] clause 15.2.3;
9)	if only a read disposition notification is required shall include a SDS disposition request type IE set to "READ" as specified in 3GPP TS 24.282 [82] clause 15.2.3; and
10)	if both a delivery and read disposition notification is required shall include a SDS disposition request type IE set to "DELIVERY AND READ" as specified in 3GPP TS 24.282 [82] clause 15.2.3.
When generating a DATA PAYLOAD message for SDS as specified in clause 15.1.4, the IWF performing the participating role:
1)	shall set the Number of payloads IE to the number of Payload IEs that need to be encoded, as specified in clause 15.2.12;
2)	if end-to-end security is required for a one-to-one communication, shall include the Security parameters and Payload IE with security parameters as described in 3GPP TS 33.180 [78]. Otherwise, if end-to-end security is not required for a one-to-one communication, shall include the Payload IE as specified in clause 15.1.4; and
3)	for each Payload IE included:
a)	if the payload is text, shall set the Payload content type as "TEXT" as specified in clause 15.2.13;
b)	if the payload is binary data, shall set the Payload content type as "BINARY" as specified in clause 15.2.13;
c)	if the payload is hyperlinks, shall set the Payload content type as "HYPERLINKS" as specified in clause 15.2.13;
d)	if the payload is location, shall set the Payload content type as "LOCATION" as specified in clause 15.2.13;
e)	if payload is enhanced status for a group, shall set the Payload content type as "ENHANCED STATUS" as specified in clause 15.2.13; 
f)	if payload is a native LMR message, shall set the Payload content type as "LMR MESSAGE" as specified in clause 15.2.13; and
g)	shall include the data to be sent in the Payload data.

* * * Next Change * * * *
[bookmark: _Toc24562280][bookmark: _Toc26195501][bookmark: _Toc34396914]6.3.0	Introduction
The IWF performs the MCData server role when exchanging SDS messages with MCData servers within the MC system. The IWF does not communicate directly with MCData clients. The IWF does not support the FD service. Clause 6.3 describes the IWF operating as a controlling and participating MCData server. 

* * * Next Change * * * *
[bookmark: _Toc533145667][bookmark: _Toc18561800][bookmark: _Toc24562282][bookmark: _Toc26195503][bookmark: _Toc34396916]6.3.1.1	SIP MESSAGE request
The IWF shall; perform the role of an MCData server in distinguishing between the following SIP MESSAGE requests for originations and terminations from 3GPP TS 24.282 [82] clause 6.3.1.1 as described below:
-	SIP MESSAGE request routed to the IWF performing the terminating participating MCData role with an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds", and an ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" in a P-Asserted-Service header field. Such requests are known as "SIP MESSAGE request for standalone SDS for terminating participating MCData function";
-	SIP MESSAGE request routed to IWF performing the MCData server role with an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds", an ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" in a P-Asserted-Service header field, and with an application/vnd.3gpp.mcdata-signalling MIME body containing an SDS NOTIFICATION message Such requests are known as "SIP MESSAGE request for SDS disposition notification for MCData server";
-	SIP MESSAGE request routed to the IWF performing the controlling MCData role with an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds", and an ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" in a P-Asserted-Service header field. Such requests are known as "SIP MESSAGE request for standalone SDS for controlling MCData function"; and
-	SIP MESSAGE requests routed to the IWF performing the terminating participating role as a result of initial filter criteria with the Request-URI set to the public service identity of the IWF performing the participating role and containing a Content-Type header field set to "application/vnd.3gpp.mcdata-info+xml" and includes an XML body containing a <mcdatainfo> root element with a <mcdata-Params> element containing an <anyExt> element with the <request-type> element set to a value of "Interworking Security Data message". Such requests are known as "SIP MESSAGE request for Interworking Security Data message for participating function".
If a SIP MESSAGE request is received at the IWF that is not in accordance with the SIP MESSAGE requests listed above, then the IWF shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response.

* * * Next Change * * * *
[bookmark: _Toc533145668][bookmark: _Toc18561801][bookmark: _Toc24562283][bookmark: _Toc26195504][bookmark: _Toc34396917]6.3.1.2	SIP INVITE request
The IWF shall; perform the role of an MCData server in distinguishing between the following SIP INVITE requests for originations and terminations from 3GPP TS 24.282 [82] clause 6.3.1.2 as described below:
-	SIP INVITE request routed to the IWF performing the terminating participating MCData role with an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds", and an ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" in a P-Asserted-Service header field and a <request-type> element set to "one-to-one-sds" or "group-sds" contained in an application/vnd.3gpp.mcdata-info+xml MIME body. Such requests are known as "SIP INVITE request for standalone SDS over media plane for terminating participating MCData function";
-	SIP INVITE request routed to the IWF performing the controlling MCData role with an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds", and an ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" in a P-Asserted-Service header field and a <request-type> element set to "one-to-one-sds" or "group-sds" contained in an application/vnd.3gpp.mcdata-info+xml MIME body. Such requests are known as "SIP INVITE request for controlling MCData function for standalone SDS over media plane";
-	SIP INVITE request routed to the IWF performing the terminating participating MCData role with an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds", and an ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" in a P-Asserted-Service header field and a <request-type> element set to "one-to-one-sds-session" or "group-sds-session" contained in an application/vnd.3gpp.mcdata-info+xml MIME body. Such requests are known as "SIP INVITE request for SDS session for terminating participating MCData function"; and
-	SIP INVITE request routed to the IWF performing the controlling MCData role with an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds", and an ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" in a P-Asserted-Service header field and a <request-type> element set to "one-to-one-sds-session" or "group-sds-session" contained in an application/vnd.3gpp.mcdata-info+xml MIME body. Such requests are known as "SIP INVITE request for controlling MCData function for SDS session".

* * * Next Change * * * *
[bookmark: _Toc517281798][bookmark: _Toc34397057]17.2.1	Message definition
This clause specifies the payload to be used when sending an Interworking Security Data message between the IWF and MCData clients. The Interworking Security Data (InterSD) message is defined as a MONP message. 
Message type:	InterSD-MESSAGE
Direction:			IWF to MCData client, MCData client to IWF 
Table 17.2.1-1: Interworking Security Data message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	SDS signalling payload message identity
	Message type
3GPP TS 24.282 [82]
	M
	V
	1

	
	External network type
	17X.2.2
	M
	V
	1

	7D
	URI of LMR key management functional entity 
	URI encoded as specified in IETF RFC 3986 [46]

	O
	TLV-E
	3-x

	78
	Payload
	3GPP TS 24.282 [82], clause 15.2.13
	O
	TLV-E
	3-x



* * * Next Change * * * *


