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	Reason for change:
	In current specification, Stopping of paging timer T3513 is not clear in case of integrity check failiure of messages in network.

As per TS24.301, section 5.6.2.2.1.1,
[bookmark: _Toc20218019][bookmark: _Toc27743904][bookmark: _Toc35959475]5.6.2.2.1.1	General
]. If the response received is not integrity protected, or the integrity check is unsuccessful, the timer for the paging procedure (i.e. either timer T3413 or timer T3415) shall be kept running unless:
-	the UE has a PDN connection for emergency bearer services; or
-	the response received is a TRACKING AREA UPDATE REQUEST message and the security mode control procedure or authentication procedure performed during tracking area update procedure has completed successfully.

The above clarification which is mentioned in TS24.301 is required in current specification also.

a) Since as per current specification, section 4.4.4.3

[bookmark: _Toc20232419][bookmark: _Toc27746505][bookmark: _Toc36212685][bookmark: _Toc36656862]4.4.4.3	Integrity checking of NAS signalling messages in the AMF
If a SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message fails the integrity check and the UE has only non-emergency PDU sessions established, the AMF shall send the SERVICE REJECT message with 5GMM cause #9 "UE identity cannot be derived by the network" and keep the 5GMM-context and 5G NAS security context unchanged. For the case when the UE has an emergency PDU session and integrity check fails, the AMF may skip the authentication procedure even if no 5G NAS security context is available and proceed directly to the execution of the security mode control procedure as specified in subclause 5.4.2. Additionally, the AMF shall include the Additional 5G security information IE with the RINMR bit set to "Retransmission of the initial NAS message requested" in the SECURITY MODE COMMAND message as specified in subclause 5.4.2.2. After successful completion of the service request procedure, the network shall perform a local release of all non-emergency PDU sessions. The emergency PDU sessions shall not be released.

b) As per current specification, it has been specified that registration procedure for mobility and periodic registration update can be as paging response, see
a)	if control plane CIoT 5GS optimization is not used by the UE, the UE shall initiate:
1)	a service request procedure over 3GPP access to respond to the paging as specified in subclauses 5.6.1; or
2)	a registration procedure for mobility and periodic registration update over 3GPP access to respond to the paging as specified in subclauses 5.5.1.3.2,
 it could happen that the real UE is sending a REGISTRATION REQUEST message for mobility and periodic registration as paging response that is not properly integrity protected due to security context mismatch between the network and the UE. Then following the current handling specified in subclause 4.4.4.3, the AMF needs to initiate an SMC or AKA procedure:

If a REGISTRATION REQUEST message for mobility and periodic registration update fails the integrity check and the UE provided EPS NAS message container IE which was successfully verified by the source MME, the AMF may create a mapped 5G NAS security context and initiate a security mode control procedure to take the new mapped 5G NAS security context into use; otherwise if the UE has only a non-emergency PDU session established, the AMF shall initiate a primary authentication and key agreement procedure to create a new native 5G NAS security context.

Then if the SMC or AKA procedure is completed successfully, which means the current 5G NAS security context is coordinated again or the UE is authenticated again, the network should stop the running paging timer since UE and AMF is in connected mode now. 


From the above explained points a) and b), it has been concluded that 
1. AMF can stop the paging timer when UE has a PDU session for emergency services.
2. AMF can stop the paging timer when UE has been entered in connected mode after successful SMC and AKA procedure when REGISTRATION REQUEST message for mobility and periodic registration update fails the integrity check.


	
	

	Summary of change:
	it has been proposed that 
1. AMF can stop the paging timer when UE has a PDU session for emergency services.
2. AMF can stop the paging timer when UE has been entered in connected mode after successful SMC and AKA procedure when REGISTRATION REQUEST message for mobility and periodic registration update fails the integrity check.


	
	

	Consequences if not approved:
	1. In case of a REGISTRATION REQUEST message for mobility and periodic registration update as paging response is not properly integrity protected due to security context mismatch between the network and the UE, and the security mode control procedure or authentication procedure performed during REGISTRATION REQUEST message for mobility and periodic registration update procedure is completed successfully, the AMF will still keep the paging timer running until its expiry which is not necessary due to the UE was already in the connected mode. Unnecessary paging retry may happen.
When UE has a PDU session for emergency services then there is no necessity of running paging timer.
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*** change ***
5.6.2.2.1	General
The network shall initiate the paging procedure for 5GS services when NAS signalling messages or user data is pending to be sent to the UE in 5GMM-IDLE mode over 3GPP access (see example in figure 5.6.2.2.1.1).


Figure 5.6.2.2.1.1: Paging procedure
To initiate the procedure the 5GMM entity in the AMF requests the lower layer to start paging and shall start timer T3513.
If downlink signalling or user data is pending to be sent over non-3GPP access, the 5GMM entity in the AMF shall indicate to the lower layer that the paging is associated to non-3GPP access.
The 5GMM entity in the AMF may provide the lower layer with the "allowed CAG list" and an "indication that the UE is only allowed to access 5GS via CAG cells" for the current PLMN, if available. If there is an active emergency PDU session, the 5GMM entity in the AMF shall not provide the lower layer with the "allowed CAG list" and an "indication that the UE is only allowed to access 5GS via CAG cells" for the current PLMN, even if available, to the lower layer.
Upon reception of a paging indication, the UE shall stop the timer T3346, if running, and:
a)	if control plane CIoT 5GS optimization is not used by the UE, the UE shall initiate:
1)	a service request procedure over 3GPP access to respond to the paging as specified in subclauses 5.6.1; or
2)	a registration procedure for mobility and periodic registration update over 3GPP access to respond to the paging as specified in subclauses 5.5.1.3.2,
	and additionally if the UE is in the 5GMM-IDLE mode with suspend indication, resume the suspended N1 NAS signalling connection to the AMF as specified in subclause 5.3.1.5; or
b)	if control plane CIoT 5GS optimization is used by the UE, the UE shall:
1)	initiate a service request procedure as specified in subclause 5.6.1.2.2 if the UE is in the 5GMM-IDLE mode without suspend indication;
2)	initiate a registration procedure for mobility and periodic registration update over 3GPP access as specified in subclauses 5.5.1.3.2; or
3)	proceed as specified in subclause 5.3.1.5 if the UE is in the 5GMM-IDLE mode with suspend indication.
NOTE:	If the UE is in the 5GMM-IDLE mode without suspend indication and has an uplink user data to be sent to the network using control plane CIoT 5GS optimization when receiving the paging indication, the UE can piggyback the uplink user data during the service request procedure initiated to respond to the paging, as specified in subclause 5.6.1.2.2.
The network shall stop timer T3513 for the paging procedure when an integrity-protected response is received from the UE and successfully integrity checked by the network or when the 5GMM entity in the AMF receives an indication from the lower layer that it has received the NGAP UE context resume request message as specified in 3GPP TS 38.413 [31]. If the response received is not integrity protected, or the integrity check is unsuccessful, timer T3513 for the paging procedure shall be kept running. unless:
a)	the UE is registered for emergency services;
b)	the UE has an emergency PDU session; or
c)	the response received is a REGISTRATION REQUEST message for mobility and periodic registration update and the security mode control procedure or authentication procedure performed during mobility and periodic registration update has completed successfully.
Upon expiry of timer T3513, the network may reinitiate paging.
If the network, while waiting for a response to the paging sent without paging priority, receives downlink signalling or downlink data associated with priority user-plane resources for PDU sessions, the network shall stop timer T3513, and then initiate the paging procedure with paging priority.
*** end of change ***
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