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	Reason for change:
	Clause 5.2.4 of this specification specifies "HTTP/2 connection error and stream error shall be supported as specified in clause 5.4 of IETF RFC 7540 [7].", where in clause 5.4, HTTP/2 framing permits two classes of error:

· An error condition that renders the entire connection unusable is a connection error.
· An error in an individual stream is a stream error.

Correspondingly, HTTP/2 provides two mechanisms for providing a guarantee to a client that a request has not been processed:

· The GOAWAY frame indicates the highest stream number that might have been processed. Requests on streams with higher numbers are therefore guaranteed to be safe to retry.
· The REFUSED_STREAM error code can be included in a RST_STREAM frame to indicate that the stream is being closed prior to any processing having occurred. Any request that was sent on the reset stream can be safely retried

In such case, the NF Service Consumer should retry the same Service Request.  

More importantly, using GOAWAY frame is a way to gracefully shutdown a HTTP connection, and such way shall be used by 5G NFs, as specified in clause 6.8 of RFC 7240:

"GOAWAY allows an endpoint to gracefully stop accepting new streams while still finishing processing of previously established streams. "

"Once sent, the sender will ignore frames sent on streams initiated by the receiver if the stream has an identifier higher than the included last stream identifier. Receivers of a GOAWAY frame MUST NOT open additional streams on the connection"

"Endpoints SHOULD always send a GOAWAY frame before closing a connection so that the remote peer can know whether a stream has been partially processed or not."

"The sender of a GOAWAY frame might gracefully shut down a connection by sending a GOAWAY frame, maintaining the connection in an "open" state until all in-progress streams complete."

The use of GOAWAY frame should be explicitly documented and required.


	
	

	Summary of change:
	It is proposed to:
1. Explicitly require 5G NFs to use GOAWAY frame to gracefully shutdown the HTTP connection, and document the usage;
2. Strength requirement that the NF Service Consumer shall retry a HTTP request if it knows the request has not been processed.

	
	

	Consequences if not approved:
	Lacking support of graceful shutdown of a HTTP connection leads a portion requests get lost, or requires more retries, introducing more network signalling and latency to the services. A 3GPP procedure, e.g. a Registration Rquest from a UE, may fail without retrying the corresponding HTTP service request to a NF in 5GC.
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[bookmark: _Toc19717151][bookmark: _Toc27490624][bookmark: _Toc27556917][bookmark: _Toc27723834]* * * * Begin of Change * * * *
[bookmark: _Toc19708948][bookmark: _Toc27745023][bookmark: _Toc29803176][bookmark: _Toc35969927][bookmark: _Hlk39755587]5.2.6	HTTP/2 connection management
The HTTP request / response exchange mechanism as specified in clause 8.1 of IETF RFC 7540 [7] shall be supported between the 3GPP NFs. An HTTP/2 endpoint shall support establishing multiple HTTP/2 connections (at least two) towards a peer HTTP/2 endpoint. The peer HTTP/2 endpoint is identified by host and port pair where the host is derived from the target URI (see clause 6.1.1).
NOTE 1:	HTTP/2 connection redundancy allows transporting messages through diverse IP paths and improve 5GC resiliency.
As per clause 8.1 of IETF RFC 7540 [7] a HTTP request / response exchange fully consumes a single stream. When the HTTP/2 Stream IDs on a given HTTP/2connection is exhausted, an HTTP/2 endpoint, shall establish another HTTP/2connection towards that peer HTTP/2 endpoints.
NOTE 2: As per IETF RFC 7540 [7], a stream ID once closed cannot be reused on the same HTTP/2 connection.
The 3GPP NF shall take care to avoid simultaneous stream ID exhaustion on all the available HTTP/2 connections towards each peer.
[bookmark: _GoBack]The 3GPP NF shall support gracefully shutdown of a HTTP/2 connection by sending a GOAWAY frame with "Error Code" field set to "NO_ERROR (0x0)". The HTTP connection should remain "open" (by the sender and receiver of GOAWAY frame) until all in-progress streams numbered lower or equal to the last stream identifier indicated by the "Last-Stream-Id" field in the GOAWAY frame are completed. See clause 6.8 of IETF RFC 7540 [7]. 
[bookmark: _Hlk39755150]An NF acting as an HTTP/2 client shall support testing whether a connection is still active by sending a PING frame as specified in clause 6.7 of IETF RFC 7540 [7]. When and how often a PING frame may be sent is implementation specific but shall be configurable by operator policy.
A PING frame shall not be sent more often than every 60 s on each path.

* * * * Next Change * * * *
[bookmark: _Toc19708953][bookmark: _Toc27745028][bookmark: _Toc29803181][bookmark: _Toc35969932]5.2.8	HTTP/2 request retries
All NF services expose APIs across the service based interfaces and the APIs operate on resources. Invocation of an API though a HTTP method may result in the change of state of a resource depending of the request type. When a HTTP/2 client sends a request and it does not receive a response or it experiences a delay, it does not guarantee that the HTTP/2 request has not been processed by the HTTP/2 server.
A HTTP/2 client may retry the same request that uses an idempotent method any time (see IETF RFC 7231 [11] clause 4.2.2).
Retrying a non-idempotent HTTP/2 request on the same resource before a response for the previous request is received may lead to state changes on the resource with unspecified behaviour. HTTP conditional requests, as specified in IETF RFC 7232 [24] may be used to avoid such situations.
An NF acting as an HTTP/2 client should alsomay decide to retry non-idempotent request if the request has not been processed, i.e. if the identifier of the stream corresponding to the request is larger than the Last-Stream-Id in a GOAWAY frame, or the REFUSED_STREAM error code is included in a RST_STREAM frame for the stream corresponding to the request it matches one of the conditions set outas specified in clause 8.1.4 of IETF RFC 7540 [7]. API specific mechanisms as specified in respective technical specifications may be used for reconciling the state of resources, if the retry is attempted through a new TCP connection after a TCP connection failure.
The number of retry shall be limited. A client should always prefer to retry requests to an alternative server if the initial server is overloaded. In case of general overload situation where all possible servers are overloaded retry mechanisms should be disabled automatically.

* * * * End of Changes * * * *

