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5.2.3.2	Mandatory to support custom headers
[bookmark: _Toc19708938][bookmark: _Toc35969911][bookmark: _Toc36050705]5.2.3.2.1	General
The 3GPP NF Services shall support the HTTP custom headers specified in Table 5.2.3.2.1-1 below. A description of each custom header and the normative requirements on when to include them are also provided in Table 5.2.3.2-1.
Table 5.2.3.2.1-1: Mandatory HTTP custom headers
	Name
	Reference
	Description

	3gpp-Sbi-Message-Priority
	Clause 5.2.3.2.2
	This header is used to specify the HTTP/2 message priority for 3GPP service based interfaces. This header shall be included in HTTP/2 messages when a priority for the message needs to be conveyed (e.g HTTP/2 messages related to Multimedia Priority Sessions).

	3gpp-Sbi-Callback
	Clause 5.2.3.2.3
	This header is used to indicate if a HTTP/2 message is a callback (e.g notification). This header shall be included in HTTP POST messages for callbacks towards NF service consumer(s) in another PLMN via the SEPP (See 3GPP TS 29.573 [27]).

	3gpp-Sbi-Target-apiRoot
	Clause 5.2.3.2.4
	This header is used by an HTTP client to indicate the apiRoot of the target URI when communicating indirectly with the HTTP server via an SCP using HTTPS.

	3gpp-Sbi-Routing-Binding
	Clause 5.2.3.2.5
	This header is used in a service request to signal binding information to direct the service request to an HTTP server which has the targeted NF Service Resource context (see clause 6.12).

	3gpp-Sbi-Binding
	Clause 5.2.3.2.6
	This header is used to signal binding information related to an NF Service Resource to a future consumer (HTTP client) of that resource (see clause 6.12).

	3gpp-Sbi-Discovery-*
	Clause 5.2.3.2.7
	Headers beginning with the prefix 3gpp-Sbi-Discovery- are used in indirect communication mode for discovery and selection of a suitable producer by the SCP. Such headers may be included in any SBI message and include information allowing an SCP to find a suitable producer as per the consumer's included delegated discovery parameters.

	3gpp-Sbi-Producer-Id
	Clause 5.2.3.2.8
	This header is used in a service response from the SCP to the NF Service Consumer, when using indirect communication with delegated discovery and the NF Service Producer does not return a binding indication in a service response creating a resource. See clause 6.10.3.4. 

	3gpp-Sbi-Oci
	Clause 5.2.3.2.9
	This header may be used by an overloaded NF Service Producer in a service response, or in a notification request to signal Overload Control Information (OCI) to the NF Service Consumer.
This header may also be used by an overloaded NF Service Consumer in a notification response or in a service request to signal Overload Control Information (OCI) to the NF Service Producer.

	3gpp-Sbi-Lci
	Clause 5.2.3.2.10
	This header may be used by a NF Service Producer to send Load Control Information (LCI) to the NF Service Consumer.

	3gpp-Sbi-Client-Credentials
	Clause 5.2.3.2.x
	This header may be used by an NF Service Consumer to send Client Credentials Assertion to the NRF or to the NF Service Producer. See clause 6.7.x.  




* * * Next Change * * * *
[bookmark: _Toc19708940][bookmark: _Toc27745011][bookmark: _Toc29803164][bookmark: _Toc35969913][bookmark: _Toc36050707]5.2.3.2.x	3gpp-Sbi-Client-Credentials
The header contains client credentials assertion (see clause 13.3.8.1 of 3GPP TS 33.501 [17]). 
The encoding of the header follows the ABNF as defined in IETF RFC 7230 [12].
3gpp-Sbi-Client-Credentials header field  = "3gpp-Sbi-Client-Credentials" ":" OWS string
The client credentials assertion shall be a JSON Web Token (JWT) as specified in IETF RFC 7519 [25], digitally signed using JWS as specified in IETF RFC 7515 [24] and in clause 13.3.8.1 of 3GPP TS 33.501 [15]. It shall include:
-	the claims defined in Table 5.2.3.2.x-1 encoded as a JSON object; and 
-	one of the following JOSE headers:
-	the X.509 URL (x5u) header (see clause 4.1.5 of IETF RFC 7515 [26]) referring to a resource for the X.509 public key certificate or certificate chain used for signing the client authentication assertion, or
-	the X.509 Certificate Chain (x5c) header (see clause 4.1.5 of IETF RFC 7515 [26]) including the X.509 public key certificate or certificate chain used for signing the client authentication assertion. 
The digitally signed client credentials assertion shall be converted to the JWS Compact Serialization encoding as a string as specified in clause 7.1 of IETF RFC 7515 [24]. 

Table 5.2.3.2.x -1: Definition of type ClientCredentialsAssertion
	Attribute name
	Data type
	P
	Cardinality
	Description

	sub
	NfInstanceId
	M
	1
	This IE shall contain the NF instance ID of the NF service consumer, corresponding to the standard "Subject" claim described in IETF RFC 7519 [25], clause 4.1.2.

	iat
	integer
	M
	1
	This IE shall indicate the time at which the JWT was issued, corresponding to the standard "Issued At" claim described in IETF RFC 7519 [25], clause 4.1.6. This claim may be used to determine the age of the JWT.

	exp
	integer
	M
	1
	This IE shall contain the expiration time after which the client credentials assertion is considered to be expired, corresponding to the standard "Expiration Time" claim described in IETF RFC 7519 [25], clause 4.1.4. 

	aud
	array(NFType)
	M
	1..N
	This IE shall contain the NF type of the NF service producer and/or "NRF", for which the claim is applicable, corresponding to the standard "Audience" claim described in IETF RFC 7519 [25], clause 4.1.3. 



The JSON object containing the client credentials assertion shall comply with the following OpenAPI definition:
    ClientCredentialsAssertion:
      description: The data structure for the client credentials assertion
      type: object
      required:
        - sub
        - iat
        - exp
        - aud
      properties:
        sub:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'
        iat:
          type: integer
        exp:
          type: integer
        aud:
          type: array
          items:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/NFType'
          minItems: 1


* * * Next Change * * * *
[bookmark: _Toc19708994][bookmark: _Toc27745072][bookmark: _Toc29803225][bookmark: _Toc35970014][bookmark: _Toc36050808][bookmark: _Toc19709011][bookmark: _Toc27745089][bookmark: _Toc29803242][bookmark: _Toc35970032][bookmark: _Toc36050826]6.7.x	Client credentials assertion and authentication
The client credentials assertion and authentication procedure specified in clause 13.3.8 of 3GPP TS 33.501 [17] may be used to enable the NRF or the NF Service Producer to authenticate the NF Service Consumer, when using indirect communication. 
If so, an HTTP request shall include the 3gpp-Sbi-Client-Credentials header (see clause 5.2.3.2.x) containing the client credentials assertion. The verification of the client credentials assertion shall be performed by the receiving entity as specified in clause 13.3.8.2 of 3GPP TS 33.501 [17].

* * * Next Change * * * *
6.10	Support of Indirect Communication
[bookmark: _Toc19709012][bookmark: _Toc27745090][bookmark: _Toc29803243][bookmark: _Toc35970033][bookmark: _Toc36050827]6.10.1	General
NF Service Consumers and NF Service Producers may support or be configured to use Indirect Communication models via SCP as specified in clauses 6.3 and 7.1 of 3GPP TS 23.501 [3]. This clause defines specific requirements to support Indirect Communication models.
An SCP may be known to the NF (e.g. SCP based on independent deployment units) or not (e.g. SCP based on service mesh, with co-located NF and SCP within the same deployment unit). If the SCP is known to the NF, the NF shall be configured with a scheme, authority, and optionally a deployment-specific prefix of the SCP.  The scheme may be "http" or "https".  If the scheme is "https" then the authority shall contain an FQDN and not a literal IP address.  If the scheme is "http" then the authority shall contain either an FQDN or a literal IP address. In either case, the authority may optionally contain a port number.  If the SCP is known to the NF, but the NF is not configured with a deployment-specific prefix of the SCP, the NF shall consider the deployment-specific prefix of the SCP to be empty.  If the SCP is unknown to the NF, the NF may still be configured to use delegated discovery through the unknown SCP as detailed in Clause 6.10.2A.
NOTE:	See Annex G of 3GPP TS 23.501 [3] for SCP deployment examples.
Indirect Communication models shall support the same level of security as Direct Communication ones. Security requirements for Indirect Communications are specified in clauses 5.9.2.4 and 13.3 of 3GPP TS 33.501 [17]. TLS shall be used between the SCP and NFs, if network security is not provided by other means. When co-located, the NF and associated SCP may interact using HTTP. Clause 6.7.x specifies how to support the client credentials assertion and authentication procedure specified in clause 13.3.8 of 3GPP TS 33.501 [17]. 
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