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Foreword
[bookmark: spectype3]This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction]
[bookmark: scope][bookmark: _Toc25306432][bookmark: _Toc26192755][bookmark: _Toc34137014][bookmark: _Toc34137328][bookmark: _Toc34138476][bookmark: _Toc34138719][bookmark: _Toc34395056]
1	Scope
 The present document specifies the protocol aspects for the configuration management capability of SEAL to support vertical applications (e.g. V2X) over the 3GPP system.
The present document is applicable to the User Equipment (UE) supporting the configuration management client functionality as described in 3GPP TS 23.434 [2], to the application server supporting the configuration management server functionality as described in 3GPP TS 23.434 [2] and to the application server supporting the vertical application server (VAL server) functionality as defined in specific vertical application service (VAL service) specification.
NOTE:	The specification of the VAL server for a specific VAL service is out of scope for present document.
[bookmark: references][bookmark: _Toc25306433][bookmark: _Toc26192756][bookmark: _Toc34137015][bookmark: _Toc34137329][bookmark: _Toc34138477][bookmark: _Toc34138720][bookmark: _Toc34395057]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.434: "Service Enabler Architecture Layer for Verticals (SEAL); Functional architecture and information flows;".
[3]	IETF RFC 4825: "The Extensible Markup Language (XML) Configuration Access Protocol (XCAP)".
[4]	OMA OMA-TS-XDM_Core-V2_1-20120403-A: "XML Document Management (XDM) Specification".
[5]	3GPP TS 24.547: "Identity management - Service Enabler Architecture Layer for Verticals (SEAL); Protocol specification;".
[6]	IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage".
[7]	IETF RFC 7159: "The JavaScript Object Notation (JSON) Data Interchange Format".
[bookmark: definitions][bookmark: _Toc25306434][bookmark: _Toc26192757][bookmark: _Toc34137016][bookmark: _Toc34137330][bookmark: _Toc34138478][bookmark: _Toc34138721][bookmark: _Toc34395058]3	Definitions of terms and abbreviations
[bookmark: _Toc25306435][bookmark: _Toc26192758][bookmark: _Toc34137017][bookmark: _Toc34137331][bookmark: _Toc34138479][bookmark: _Toc34138722][bookmark: _Toc34395059]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
SEAL configuration management client: An entity that provides the client side functionalities corresponding to the SEAL configuration management service.
SEAL configuration management server: An entity that provides the server side functionalities corresponding to the SEAL configuration management service.
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.434 [2] apply:
SEAL client
SEAL server
SEAL service
VAL server 
VAL service
VAL user
Vertical
Vertical application
[bookmark: _Toc25306436][bookmark: _Toc26192759][bookmark: _Toc34137018][bookmark: _Toc34137332][bookmark: _Toc34138480][bookmark: _Toc34138723][bookmark: _Toc34395060]3.2	Abbreviations
[bookmark: clause4]For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
MIME	Multipurpose Internet Mail Extensions
SCM-C	SEAL Configuration Management Client
SCM-S	SEAL Configuration Management Server
SEAL	Service Enabler Architecture Layer for verticals
[bookmark: _Toc25306437][bookmark: _Toc26192760][bookmark: _Toc34137019][bookmark: _Toc34137333][bookmark: _Toc34138481][bookmark: _Toc34138724][bookmark: _Toc34395061]4	General description
Configuration management is a SEAL service that provides the configuration management related capabilities to one or more vertical applications. The present document enables a SEAL configuration management client (SCM-C) and a VAL server to manage configuration data in a SEAL configuration management server (SCM-S). 
[bookmark: _Toc25306438][bookmark: _Toc26192761][bookmark: _Toc34137020][bookmark: _Toc34137334][bookmark: _Toc34138482][bookmark: _Toc34138725][bookmark: _Toc34395062]5	Functional entities
[bookmark: _Toc25306439][bookmark: _Toc26192762][bookmark: _Toc34137021][bookmark: _Toc34137335][bookmark: _Toc34138483][bookmark: _Toc34138726][bookmark: _Toc34395063]5.1	SEAL configuration management client (SCM-C)
The SCM-C functional entity acts as the application client for configuration related transactions. To be compliant with the procedures in the present document the SCM-C:
-	shall support the role of XCAP client as specified in IETF RFC 4825 [3];
-	shall support the role of XDMC as specified in OMA OMA-TS-XDM_Core-V2_1 [4]; 
-	shall support the procedures in clause 6.2.2;
-	shall support the procedures in clause 6.2.3; and
-	shall support the procedures in clause 6.2.4.
[bookmark: _Toc25306440][bookmark: _Toc26192763][bookmark: _Toc34137022][bookmark: _Toc34137336][bookmark: _Toc34138484][bookmark: _Toc34138727][bookmark: _Toc34395064]5.2	SEAL configuration management server (SCM-S)
The SCM-S is a functional entity used to configure one or more vertical applications with 3GPP system related vertical applications provisioning information and configure data on the SEAL configuration management client. To be compliant with the procedures in the present document the SCM-S:
-	shall support the role of XCAP server as specified in IETF RFC 4825 [3];
-	shall support the role of XDMS as specified in OMA OMA-TS-XDM_Core-V2_1 [4]; 
-	shall support the procedures in clause 6.2.2;
-	shall support the procedures in clause 6.2.3; and
-	shall support the procedures in clause 6.2.4.
[bookmark: _Toc25306441][bookmark: _Toc26192764][bookmark: _Toc34137023][bookmark: _Toc34137337][bookmark: _Toc34138485][bookmark: _Toc34138728][bookmark: _Toc34395065]6	Configuration management procedures
[bookmark: _Toc25306442][bookmark: _Toc26192765][bookmark: _Toc34137024][bookmark: _Toc34137338][bookmark: _Toc34138486][bookmark: _Toc34138729][bookmark: _Toc34395066]6.1	General
[bookmark: _Toc25306443][bookmark: _Toc26192766][bookmark: _Toc34137025][bookmark: _Toc34137339][bookmark: _Toc34138487][bookmark: _Toc34138730][bookmark: _Toc34395067]6.2	On-network procedures
[bookmark: _Toc25306444][bookmark: _Toc26192767][bookmark: _Toc34137026][bookmark: _Toc34137340][bookmark: _Toc34138488][bookmark: _Toc34138731][bookmark: _Toc34395068]6.2.1	General
[bookmark: _Toc25306445][bookmark: _Toc26192768][bookmark: _Toc34137027][bookmark: _Toc34137341][bookmark: _Toc34138489][bookmark: _Toc34138732][bookmark: _Toc34395069]6.2.1.1	Authenticated identity in HTTP request
Upon receiving an HTTP request, the SCM-S shall authenticate the identity of the sender of the HTTP request as specified in 3GPP TS 24.547 [5], and if authentication is successful, the SCM-S shall use the identity of the sender of the HTTP request as an authenticated identity.
[bookmark: _Toc25306446][bookmark: _Toc26192769][bookmark: _Toc34137028][bookmark: _Toc34137342][bookmark: _Toc34138490][bookmark: _Toc34138733][bookmark: _Toc34395070]6.2.2	Common procedures
[bookmark: _Toc34137029][bookmark: _Toc34137343][bookmark: _Toc34138491][bookmark: _Toc34138734][bookmark: _Toc34395071]6.2.2.1	Management of configuration update event subscription
[bookmark: _Toc34137030][bookmark: _Toc34137344][bookmark: _Toc34138492][bookmark: _Toc34138735][bookmark: _Toc34395072]6.2.2.1.1	SIP based procedures
Editor’s note: The SIP based subscription procedure is FFS.
[bookmark: _Toc34137031][bookmark: _Toc34137345][bookmark: _Toc34138493][bookmark: _Toc34138736][bookmark: _Toc34395073]6.2.2.1.2	HTTP based procedures
[bookmark: _Toc34137032][bookmark: _Toc34137346][bookmark: _Toc34138494][bookmark: _Toc34138737][bookmark: _Toc34395074]6.2.2.1.2.1	Creating subscription
[bookmark: _Toc34137033][bookmark: _Toc34137347][bookmark: _Toc34138495][bookmark: _Toc34138738][bookmark: _Toc34395075]6.2.2.1.2.1.1	Client procedure
Upon successful service authorization of the VAL service, the SCM-C shall create a subscription for configuration events by sending an HTTP POST request to the SCM-S. In the HTTP POST request, the SCM-C:
a)	shall set the Request URI to the value "/configurationEventsSubscription";
b)	shall include the Host header with public user identity of SCM-S;
c)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6]; and
c)	include the parameters specified in clause A.1.2 serialized into a JavaScript Object Notation (JSON) structure as specified in IETF RFC 7159 [7].
[bookmark: _Toc34137034][bookmark: _Toc34137348][bookmark: _Toc34138496][bookmark: _Toc34138739][bookmark: _Toc34395076]6.2.2.1.2.1.2	Server procedure
Upon reception of an HTTP POST request from SCM-C where the Request-URI of the HTTP POST request is set to "/configurationEventsSubscription", the SCM-S:
a)	shall determine the identity of the sender of the received HTTP POST request as specified in clause 6.2.1.1, and:
1)	if the identity of the sender of the received HTTP POST request is not authorized user, shall respond with an HTTP 403 (Forbidden) response to the HTTP POST request and skip rest of the steps;
b)	shall generate unique subscription identity and store the subscription details for the authorized user; and
c)	shall send an HTTP 200 (OK) response including parameters specified in clause A.1.3.
[bookmark: _Toc34137035][bookmark: _Toc34137349][bookmark: _Toc34138497][bookmark: _Toc34138740][bookmark: _Toc34395077]6.2.2.1.2.2	Modify a subscription
[bookmark: _Toc34137036][bookmark: _Toc34137350][bookmark: _Toc34138498][bookmark: _Toc34138741][bookmark: _Toc34395078]6.2.2.1.2.2.1	Client procedure
Upon receiving a request from VAL user to modify existing subscription identified with unique subscription identity, the SCM-C:
a)	shall generate an HTTP PUT request. In the HTTP PUT request:
1)	shall set the Request URI to the value "/configurationEventsSubscription" appended with subscription identity;
2)	shall include the Host header with public user identity of SCM-S;
3)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6]; and
4)	include the parameters specified in clause A.1.2 serialized into a JavaScript Object Notation (JSON) structure as specified in IETF RFC 7159 [7].
b)	shall send the HTTP PUT request to the SCM-S.
[bookmark: _Toc34137037][bookmark: _Toc34137351][bookmark: _Toc34138499][bookmark: _Toc34138742][bookmark: _Toc34395079]6.2.2.1.2.2.2		Server procedure
Upon reception of an HTTP PUT request from SCM-C where the Request-URI of the HTTP PUT request is set to "/configurationEventsSubscription" appended with subscription identity, the SCM-S:
a)	shall determine the identity of the sender of the received HTTP PUT request as specified in clause 6.2.1.1, and:
1)	if the identity of the sender of the received HTTP PUT request is not authorized user, shall respond with an HTTP 403 (Forbidden) response to the HTTP PUT request and skip rest of the steps;
b)	shall determine whether subscription for configuration events exists or not based on received subscription identity in request URI; and
1)	if subscription does not exist, shall respond with an HTTP 406 (Not Acceptable) response to the HTTP PUT request and skip rest of the steps;
c)	shall update the subscription details based on received parameters from the HTTP PUT request; and
d)	shall send an HTTP 200 (OK) response including parameters specified in clause A.1.3.
[bookmark: _Toc34137038][bookmark: _Toc34137352][bookmark: _Toc34138500][bookmark: _Toc34138743][bookmark: _Toc34395080]6.2.2.1.2.3	Delete a subscription
[bookmark: _Toc34137039][bookmark: _Toc34137353][bookmark: _Toc34138501][bookmark: _Toc34138744][bookmark: _Toc34395081]6.2.2.1.2.3.1	Client procedure
Upon receiving a request from VAL user to delete existing subscription identified with unique subscription identity, the SCM-C:
a)	shall generate an HTTP DELETE request. In the HTTP DELETE request:
1)	shall set the Request URI to the value "/configurationEventsSubscription" appended with subscription identity;
2)	shall include the Host header with public user identity of SCM-S; and
3)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6]; and
b)	shall send the HTTP DELETE request to the SCM-S.
[bookmark: _Toc34137040][bookmark: _Toc34137354][bookmark: _Toc34138502][bookmark: _Toc34138745][bookmark: _Toc34395082]6.2.2.1.2.3.2	Server procedure
Upon reception of an HTTP DELETE request from SCM-C where the Request-URI of the HTTP DELETE request is set to "/configurationEventsSubscription" appended with subscription identity, the SCM-S:
a)	shall determine the identity of the sender of the received HTTP DELETE request as specified in clause 6.2.1.1, and:
1)	if the identity of the sender of the received HTTP DELETE request is not authorized user, shall respond with an HTTP 403 (Forbidden) response to the HTTP DELETE request and skip rest of the steps;
b)	shall determine whether subscription for configuration events exists or not based on received subscription identity in request URI; and
1)	if subscription does not exist, shall respond with an HTTP 406 (Not Acceptable) response to the HTTP DELETE request and skip rest of the steps;
c)	shall delete the subscription details based on received parameters from the HTTP DELETE request; and
d)	shall send an HTTP 200 (OK) response to the SCM-C.
[bookmark: _Toc34137041][bookmark: _Toc34137355][bookmark: _Toc34138503][bookmark: _Toc34138746][bookmark: _Toc34395083]6.2.2.2	Notifications
[bookmark: _Toc34137042][bookmark: _Toc34137356][bookmark: _Toc34138504][bookmark: _Toc34138747][bookmark: _Toc34395084]6.2.2.2.1	SIP based procedures
Editor’s note: The SIP based notification procedure is FFS.
[bookmark: _Toc34137043][bookmark: _Toc34137357][bookmark: _Toc34138505][bookmark: _Toc34138748][bookmark: _Toc34395085]6.2.2.2.2	HTTP based procedures
[bookmark: _Toc34137044][bookmark: _Toc34137358][bookmark: _Toc34138506][bookmark: _Toc34138749][bookmark: _Toc34395086]6.2.2.2.2.1	Client procedure
[bookmark: _Toc34137045][bookmark: _Toc34137359][bookmark: _Toc34138507][bookmark: _Toc34138750][bookmark: _Toc34395087]6.2.2.2.2.1.1	Receiving configuration update notification
[bookmark: OLE_LINK147][bookmark: OLE_LINK148]Upon receiving an HTTP POST request over a call back URI which was given to SCM-S at time of the configuration update event subscription message, the SCM-C:
a)	shall validate the subscription identity received in the "Identity" parameter of the HTTP POST request. If the subscription identity is not valid, the SCM-C:
1) shall send an HTTP 406 (Not Acceptable) response and skip rest of the steps;
b)	shall send an HTTP 200 (OK) message; and
c)	shall notify the VAL user about the modification of configuration document based on the "Event" parameter. 
Based on VAL user’s request, the SCM-C may also retrieve the configuration document as specified in clause 6.2.3 or in clause 6.2.4.
[bookmark: _Toc34137046][bookmark: _Toc34137360][bookmark: _Toc34138508][bookmark: _Toc34138751][bookmark: _Toc34395088]6.2.2.2.2.2	Server procedure
[bookmark: _Toc34137047][bookmark: _Toc34137361][bookmark: _Toc34138509][bookmark: _Toc34138752][bookmark: _Toc34395089]6.2.2.2.2.2.1	Sending group modify notification
Upon successful modification of VAL user profile document or VAL UE configuration document, the SCM-S sends a notification to SCM-C. The SCM-S:
a)	shall check whether valid configuration update event subscription exists for event SUBSCRIBE_USER_PROFILE_MODIFICATION (0x01) OR SUBSCRIBE_UE_CONFIG_MODIFICATION (0x02) as defined in clause A.1.2 or not; 
1)	if valid subscription does not exist, shall skip rest of the steps;
b)	shall generate an HTTP POST message to notify configuration update notification. In HTTP POST message:
1)	shall set the request URI to call back URI received in the creating subscription procedure;
2)	shall set the Content-Type header to "application/json"; and
3)	shall include an HTTP request entity-body with the parameters specified in clause B.2 serialized into a JavaScript Object Notation (JSON) structure; and
c)	shall sent an HTTP POST request towards SCM-C.
[bookmark: _Toc25306447][bookmark: _Toc26192770][bookmark: _Toc34137048][bookmark: _Toc34137362][bookmark: _Toc34138510][bookmark: _Toc34138753][bookmark: _Toc34395090]6.2.3	VAL UE configuration data
[bookmark: _Toc25306448][bookmark: _Toc26192771][bookmark: _Toc34137049][bookmark: _Toc34137363][bookmark: _Toc34138511][bookmark: _Toc34138754][bookmark: _Toc34395091]6.2.3.1	Client procedure
Upon receiving a request from the VAL user to retrieve a VAL UE configuration data, the SCM-C shall send an HTTP GET request to the SCM-S according to procedures specified in IETF RFC 4825 [3] "Fetch a Document". In HTTP GET request, the SCM-C:
a)	shall set the Request-URI to a XCAP URI identifying the XML document to be retrieved. In the Request-URI:
1)	the "auid" is set to specific VAL service identity; and
2)	the document selector is set to a document URI pointing to the VAL UE configuration document; and
b)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6].
Editor’s note:	The use of access-token in Authorization header field with the "Bearer" authentication scheme will be evaluated based on stage 2 security requirements.
[bookmark: _Toc25306449][bookmark: _Toc26192772][bookmark: _Toc34137050][bookmark: _Toc34137364][bookmark: _Toc34138512][bookmark: _Toc34138755][bookmark: _Toc34395092]6.2.3.2	Server procedure
Upon reception of an HTTP GET request where the Request-URI of the HTTP GET request identifies a UE configuration document as specified in the specific vertical application, the SCM-S:
a)	shall determine the identity of the sender of the received HTTP GET request as specified in clause 6.2.1.1, and:
1)	if the identity of the sender of the received HTTP GET request is not authorized to fetch requested configuration document, shall respond with a HTTP 403 (Forbidden) response to the HTTP GET request and skip rest of the steps; and
b)	shall support handling an HTTP GET request from a SCM-C according to procedures specified in IETF RFC 4825 [3] "GET Handling". 
[bookmark: _Toc25306450][bookmark: _Toc26192773][bookmark: _Toc34137051][bookmark: _Toc34137365][bookmark: _Toc34138513][bookmark: _Toc34138756][bookmark: _Toc34395093]6.2.4	VAL user profile data
[bookmark: _Toc25306451][bookmark: _Toc26192774][bookmark: _Toc34137052][bookmark: _Toc34137366][bookmark: _Toc34138514][bookmark: _Toc34138757][bookmark: _Toc34395094]6.2.4.1	Client procedure
Upon receiving a request from the VAL user to retrieve a VAL user profile data, the SCM-C shall send an HTTP GET request to the SCM-S according to procedures specified in IETF RFC 4825 [3] "Fetch a Document". In HTTP GET request, the SCM-C:
a)	shall set the Request-URI to a XCAP URI identifying the XML document to be retrieved. In the Request-URI:
1)	the "auid" is set to specific VAL service identity; and
2)	the document selector is set to a document URI pointing to the VAL user profile document; and
b)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6].
Editor’s note:	The use of access-token in Authorization header field with the "Bearer" authentication scheme will be evaluated based on stage 2 security requirements.
[bookmark: _Toc25306452][bookmark: _Toc26192775][bookmark: _Toc34137053][bookmark: _Toc34137367][bookmark: _Toc34138515][bookmark: _Toc34138758][bookmark: _Toc34395095]6.2.4.2	Server procedure
Upon reception of an HTTP GET request where the Request-URI of the HTTP GET request identifies a user profile document as specified in the specific vertical application, the SCM-S follow the procedure as described in clause 6.2.3.2.
[bookmark: _Toc25306453][bookmark: _Toc26192776][bookmark: _Toc34137054][bookmark: _Toc34137368][bookmark: _Toc34138516][bookmark: _Toc34138759][bookmark: _Toc34395096]6.2.5	Update VAL user profile data
[bookmark: _Toc25306454][bookmark: _Toc26192777][bookmark: _Toc34137055][bookmark: _Toc34137369][bookmark: _Toc34138517][bookmark: _Toc34138760][bookmark: _Toc34395097]6.2.5.1	Client procedure
Upon receiving a request from the VAL user to update the VAL user profile configuration document, the SCM-C shall create an XML document as specified in coding of the specific vertical application and shall send the XML document to the SCM-S according to procedures specified in IETF RFC 4825 [3] "Create or Replace a Document". In the HTTP POST request, the SCM-C:
a)	shall set the Request URI to a XCAP URI identifying an XML document to be updated. In the Request-URI:
1)	the "auid" is set to specific VAL service identity; and
2)	the document selector is set to the VAL user profile;
b)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6];
Editor’s note:	The use of access-token in Authorization header field with the "Bearer" authentication scheme will be evaluated based on stage 2 security requirements.
c)	shall include a Content-Type header field set to "application/vnd.3gpp.seal-user-profile-info+xml"; and
d)	shall include an application/vnd.3gpp.seal-user-profile-info+xml MIME body and in the <seal-user-profile> root element:
1)	may include <ProfileName> element indicating name of the profile;
2)	may include <Status> element indicating status of the profile;
3)	may include <isDefault> element indicating that the current profile is the selected profile for the requesting user;
4)	shall include <user-profile-index> element indicating the unique profile number; and
5)	shall include <profile-configuration> element as specified in clause 7.
[bookmark: _Toc25306455][bookmark: _Toc26192778][bookmark: _Toc34137056][bookmark: _Toc34137370][bookmark: _Toc34138518][bookmark: _Toc34138761][bookmark: _Toc34395098]6.2.5.2	Server procedure
Upon reception of an HTTP PUT request where the Request-URI of the HTTP PUT request identifies an XML document as specified in the specific vertical application, the SCM-S:
a)	shall determine the identity of the sender of the received HTTP PUT request as specified in clause 6.2.1.1, and:
1)	if the identity of the sender of the received HTTP PUT request is not authorized to update the configuration document, shall respond with a HTTP 403 (Forbidden) response to the HTTP PUT request and skip rest of the steps; and
b)	shall support receiving an XML document as specified in application usage of the specific vertical application according to procedures specified in IETF RFC 4825 [3] "PUT Handling". 
[bookmark: _Toc25306456][bookmark: _Toc26192779][bookmark: _Toc34137057][bookmark: _Toc34137371][bookmark: _Toc34138519][bookmark: _Toc34138762][bookmark: _Toc34395099]6.3	Off-network procedures
The off-network procedures are out of scope of the present document in this release of the specification.
[bookmark: _Toc25306457][bookmark: _Toc26192780][bookmark: _Toc34137058][bookmark: _Toc34137372][bookmark: _Toc34138520][bookmark: _Toc34138763][bookmark: _Toc34395100]7	Coding
[bookmark: _Toc34137059][bookmark: _Toc34137373][bookmark: _Toc34138521][bookmark: _Toc34138764][bookmark: _Toc34395101]7.1	VAL user profile document
[bookmark: _Toc25306458][bookmark: _Toc26192781][bookmark: _Toc34137060][bookmark: _Toc34137374][bookmark: _Toc34138522][bookmark: _Toc34138765][bookmark: _Toc34395102]7.1.1	General
[bookmark: _Toc25306459][bookmark: _Toc26192782][bookmark: _Toc34137061][bookmark: _Toc34137375][bookmark: _Toc34138523][bookmark: _Toc34138766][bookmark: _Toc34395103]7.1.2	Application unique ID
The AUID shall be set to the VAL service ID as specified in specific VAL service specification.
[bookmark: _Toc25306460][bookmark: _Toc26192783][bookmark: _Toc34137062][bookmark: _Toc34137376][bookmark: _Toc34138524][bookmark: _Toc34138767][bookmark: _Toc34395104]7.1.3	Data structure
The <seal-user-profile> element shall be the root element of the VAL user-profile configuration document.
The <seal-user-profile> element:
a)	may include a <ProfileName> element;
b)	shall include a <Status> element;
c)	may include a <Pre-selected-indication> element;
d)	shall include a <user-profile-index> element;
e)	shall include a <profile-configuration> element;
1)	may include a <Common> element;
2)	may include a <OnNetwork> element; and
3)	may include a <OffNetwork> element; and
f)	may include any other attribute for the purposes of extensibility.
[bookmark: _Toc25306461][bookmark: _Toc26192784][bookmark: _Toc34137063][bookmark: _Toc34137377][bookmark: _Toc34138525][bookmark: _Toc34138768][bookmark: _Toc34395105]7.1.4	XML Schema
The seal user profile configuration document shall be composed according to the following XML schema:
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema 
  xmlns="urn:3gpp:ns:seal:SealUserProfile:1.0"
  targetNamespace="urn:3gpp:ns:seal:SealUserProfile:1.0"  
  xmlns:xs="http://www.w3.org/2001/XMLSchema"
  xmlns:sealup="urn:3gpp:ns:seal:SealUserProfile:1.0"
  elementFormDefault="qualified"
  attributeFormDefault="unqualified">

  <xs:element name="seal-user-profile">
    <xs:complexType>
      <xs:choice minOccurs="1" maxOccurs="unbounded">
        <xs:element name="ProfileName" type="sealup:NameType"/>
        <xs:element name="Status" type="xs:boolean"/>		
        <xs:element name="isDefault" type="xs:boolean"/>
        <xs:element name="profile-configuration" type="sealup:ProfileConfigurationType"/>
        <xs:element name="anyExt" type="sealuec:anyExtType" minOccurs="0"/>
        <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
      </xs:choice>
      <xs:attribute name="user-profile-index" type="xs:unsignedByte" use="required"/>
      <xs:anyAttribute namespace="##any" processContents="lax"/>
    </xs:complexType>
  </xs:element>

  <xs:complexType name="NameType">
    <xs:simpleContent>
      <xs:extension base="xs:token">
        <xs:attribute ref="xml:lang"/>
      </xs:extension>
    </xs:simpleContent>
  </xs:complexType>
  
  <xs:complexType name="ProfileConfigurationType">
    <xs:choice minOccurs="1" maxOccurs="unbounded">
        <xs:element name="Common" type="sealup:CommonType"/>
        <xs:element name="OnNetwork" type="sealup:OnNetworkType"/>
        <xs:element name="OffNetwork" type="sealup:OffNetworkType"/>
        <xs:element name="anyExt" type="sealuec:anyExtType" minOccurs="0"/>
        <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:choice>
  </xs:complexType>
  <xs:complexType name="CommonType" />
  <xs:complexType name="OnNetworkType" />
  <xs:complexType name="OffNetworkType" />
  <xs:complexType name="anyExtType"> 
    <xs:sequence>
      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>
  </xs:complexType>
</xs:schema>
[bookmark: _Toc25306462][bookmark: _Toc26192785][bookmark: _Toc34137064][bookmark: _Toc34137378][bookmark: _Toc34138526][bookmark: _Toc34138769][bookmark: _Toc34395106]7.1.5	Semantics
The <seal-user-profile> element is the root element of the XML document. 
The <ProfileName> element of <seal-user-profile> element specifies the name of the SEAL user profile configuration document.
The <Status> element of <seal-user-profile> element is of type "Boolean" and indicates whether this particular SEAL user profile is enabled or disabled.
The <isDefault> element of <seal-user-profile> element is of type "Boolean" and indicates whether this particular SEAL user profile is default profile for VAL user or not.
The <user-profile-index> element of <seal-user-profile> element contains a positive number which provides profile id. This element is used only when multiple user-profile for a VAL user is supported.
The <profile-configuration> element of <seal-user-profile> element contains actual profile configuration. The VAL application which uses SEAL user-profile may provide its own profile configuration specific to VAL application.
The VAL service may further extend the <Common> element of the <profile-configuration> element of the <seal-user-profile> element to include VAL service specific common user profile configuration.
The VAL service may further extend the <OnNetwork> element of the <profile-configuration> element of the <seal-user-profile> element to include VAL service specific user profile configuration for on-network features.
The VAL service may further extend the <OffNetwork> element of the <profile-configuration> element of the <seal-user-profile> element to include VAL service specific user profile configuration for off-network features.
[bookmark: _Toc25306463][bookmark: _Toc26192786][bookmark: _Toc34137065][bookmark: _Toc34137379][bookmark: _Toc34138527][bookmark: _Toc34138770][bookmark: _Toc34395107]7.1.6	MIME type
The MIME type for VAL user profile configuration shall be set to "vnd.3gpp.seal-user-profile-info+xml".
[bookmark: _Toc25306464][bookmark: _Toc26192787][bookmark: _Toc34137066][bookmark: _Toc34137380][bookmark: _Toc34138528][bookmark: _Toc34138771][bookmark: _Toc34395108]7.1.7	IANA registration template
Editor’s note:	This clause will describe the IANA registration template.
[bookmark: _Toc34137067][bookmark: _Toc34137381][bookmark: _Toc34138529][bookmark: _Toc34138772][bookmark: _Toc34395109]7.2	VAL UE configuration document
[bookmark: _Toc34137068][bookmark: _Toc34137382][bookmark: _Toc34138530][bookmark: _Toc34138773][bookmark: _Toc34395110]7.2.1	General
[bookmark: _Toc34137069][bookmark: _Toc34137383][bookmark: _Toc34138531][bookmark: _Toc34138774][bookmark: _Toc34395111]7.2.2	Application unique ID
The AUID shall be set to the VAL service ID as specified in specific VAL service specification.
[bookmark: _Toc34137070][bookmark: _Toc34137384][bookmark: _Toc34138532][bookmark: _Toc34138775][bookmark: _Toc34395112]7.2.3	Data structure
The SEAL UE configuration document structure is specified in this clause.
The <seal-UE-configuration> document:
1)	shall include a "domain" attribute;
2)	may include a <seal-UE-id> element;
3)	may include a <name> element;
4)	may include a <common> element;
5)	may include an <on-network> element; and
6)	may include any other attribute for the purposes of extensibility.
The <seal-UE-id> element:
1)	may contain a list of <Instance-ID-URN> elements; and
2)	may contain a list of <IMEI-range> elements.
The <IMEI-range> element:
1)	shall contain a <TAC> element;
2)	may contain a list of <SNR> elements; and
3)	may contain <SNR-range> element.
The <SNR-range> element:
1)	shall contain a <Low-SNR> element; and
2)	shall contain a <High-SNR> element.
[bookmark: _Toc34137071][bookmark: _Toc34137385][bookmark: _Toc34138533][bookmark: _Toc34138776][bookmark: _Toc34395113]7.2.4	XML schema
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema 
  xmlns="urn:3gpp:ns:seal:sealUEConfig:1.0"
  targetNamespace="urn:3gpp:ns:seal:sealUEConfig:1.0"  
  xmlns:xs="http://www.w3.org/2001/XMLSchema"
  xmlns:sealuec="urn:3gpp:ns:seal:sealUEConfig:1.0"
  elementFormDefault="qualified"
  attributeFormDefault="unqualified">


  <xs:element name="seal-UE-configuration">
    <xs:complexType>
      <xs:sequence>
        <xs:choice minOccurs="0" maxOccurs="unbounded">
          <xs:element name="seal-UE-id" type="sealuec:SEALUEIDType"/>
          <xs:element name="name" type="sealuec:NameType"/>
        </xs:choice>
        <xs:element name="common" type="sealuec:CommonType"/>
        <xs:element name="on-network" type="sealuec:On-networkType"/>
        <xs:element name="anyExt" type="sealuec:anyExtType" minOccurs="0"/>
        <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
      </xs:sequence>
      <xs:attribute name="domain" type="xs:anyURI" use="required"/>
      <xs:anyAttribute namespace="##any" processContents="lax"/>
    </xs:complexType>
  </xs:element>

  <xs:complexType name="NameType">
    <xs:simpleContent>
      <xs:extension base="xs:token">
        <xs:attribute ref="xml:lang"/>
        <xs:attributeGroup ref="sealuec:IndexType"/>
      </xs:extension>
    </xs:simpleContent>
  </xs:complexType>

  <xs:complexType name="SEALUEIDType">
    <xs:choice minOccurs="0" maxOccurs="unbounded">
      <xs:element name="Instance-ID-URN" type="xs:anyURI"/>
      <xs:element name="IMEI-range" type="sealuec:IMEI-rangeType"/>
      <xs:element name="anyExt" type="sealuec:anyExtType" minOccurs="0"/>
      <xs:any namespace="##other" processContents="lax"/>
    </xs:choice>
    <xs:attributeGroup ref="sealuec:IndexType"/>
    <xs:anyAttribute namespace="##any" processContents="lax"/>
  </xs:complexType>

  <xs:complexType name="IMEI-rangeType">
    <xs:sequence>
      <xs:element name="TAC" type="sealuec:tacType"/>
      <xs:choice minOccurs="0" maxOccurs="unbounded">
        <xs:element name="SNR" type="sealuec:snrType"/>
        <xs:element name="SNR-range" type="sealuec:SNR-rangeType"/>
      </xs:choice>
      <xs:element name="anyExt" type="sealuec:anyExtType" minOccurs="0"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>
    <xs:attributeGroup ref="sealuec:IndexType"/>
    <xs:anyAttribute namespace="##any" processContents="lax"/>
  </xs:complexType>

  <xs:complexType name="SNR-rangeType">
    <xs:sequence>
      <xs:element name="Low-SNR" type="sealuec:snrType"/>
      <xs:element name="High-SNR" type="sealuec:snrType"/>
      <xs:element name="anyExt" type="sealuec:anyExtType" minOccurs="0"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>
    <xs:attributeGroup ref="sealuec:IndexType"/>
    <xs:anyAttribute namespace="##any" processContents="lax"/>
  </xs:complexType>

  <xs:simpleType name="tac-baseType">
      <xs:restriction base="xs:decimal">
        <xs:totalDigits value="8"/>
      </xs:restriction>
  </xs:simpleType>

  <xs:complexType name="tacType">
    <xs:simpleContent>
      <xs:extension base="sealuec:tac-baseType">
        <xs:attributeGroup ref="sealuec:IndexType"/>
        <xs:anyAttribute namespace="##any" processContents="lax"/>
    </xs:extension>
    </xs:simpleContent>
  </xs:complexType>

  <xs:simpleType name="snr-baseType">
    <xs:restriction base="xs:decimal">
      <xs:totalDigits value="6"/>
    </xs:restriction>
  </xs:simpleType>

  <xs:complexType name="snrType">
    <xs:simpleContent>
      <xs:extension base="sealuec:snr-baseType">
        <xs:attributeGroup ref="sealuec:IndexType"/>
        <xs:anyAttribute namespace="##any" processContents="lax"/>
      </xs:extension>
    </xs:simpleContent>
  </xs:complexType>

  <xs:complexType name="CommonType" />
  <xs:complexType name="On-networkType" />


  <xs:attributeGroup name="IndexType">
    <xs:attribute name="index" type="xs:token"/>
  </xs:attributeGroup>

  <xs:complexType name="anyExtType"> 
    <xs:sequence>
      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>
  </xs:complexType>

</xs:schema>

[bookmark: _Toc34137072][bookmark: _Toc34137386][bookmark: _Toc34138534][bookmark: _Toc34138777][bookmark: _Toc34395114]7.2.5	Semantics
The "domain" attribute of the <seal-UE-configuration> element contains the domain name of the VAL service.
The <name> element of the <seal-UE- configuration> element contains the user displayable name of the SEAL UE configuration document.
The creator of the SEAL UE configuration document may include an <seal-UE-id> element in the version of the SEAL UE configuration document that is uploaded to the SCM-S. If an <seal-UE-id> element is included then the SEAL UE configuration document applies only to the VAL UE(s) identified by the <seal-UE-id> element. If no <seal-UE-id> element is included then the SEAL UE configuration document applies to all the VAL UEs of the domain.
If one or more optional <Instance-ID-URN> elements is included in the <seal-UE-id> element then the SEAL UE configuration document applies to the VAL UE with an instance ID equal to the instance ID contained in the <Instance-ID-URN> element.
The <TAC> element of the <IMEI-range> element contains the Type Allocation Code of the VAL UE.
The optional <SNR> element of the <IMEI-range> element contains the individual serial number uniquely identifying VAL UE within the Type Allocation Code contained in the <TAC> element that the SEAL UE configuration document applies to.
If an optional <SNR-range> element is included within the <IMEI-range> element then the SEAL UE configuration document applies to all VAL UEs within the Type Allocation Code contained in the <TAC> element with the serial number equal or greater than the serial number contained in the <Low-SNR> element and less than or equal to the serial number contained in the <High-SNR> element.
If no <SNR> element nor <SNR-range> element is included within the <IMEI-range> element then the SEAL UE configuration document applies to all the VAL UE(s) with the Type Allocation Code contained within the <TAC> element  of the <IMEI-range> element.
If no <seal-UE-id> element is included then the SEAL UE configuration document applies to all VAL UEs of the VAL service identified in the "domain" attribute.
The VAL service may further extend the <Common> element of the <seal-UE-configuration> to include VAL service specific common UE configuration.
The VAL service may further extend the <on-network> element of the <seal-UE-configuration> to include VAL service specific UE configuration for on-network features.
[bookmark: _Toc34137073][bookmark: _Toc34137387][bookmark: _Toc34138535][bookmark: _Toc34138778][bookmark: _Toc34395115]7.2.6	MIME type
The MIME type for VAL user profile configuration shall be set to "vnd.3gpp.seal-ue-config-info+xml".
[bookmark: _Toc34137074][bookmark: _Toc34137388][bookmark: _Toc34138536][bookmark: _Toc34138779][bookmark: _Toc34395116]7.2.7	IANA registration template
Editor’s note:	This clause will describe the IANA registration template.


[bookmark: _Toc34137075][bookmark: _Toc34137389][bookmark: _Toc34138537][bookmark: _Toc34138780][bookmark: _Toc34395117]Annex A (normative):
Parameters for different operations
[bookmark: _Toc34137076][bookmark: _Toc34137390][bookmark: _Toc34138538][bookmark: _Toc34138781][bookmark: _Toc34395118]A.1	Creating configuration update event subscription
[bookmark: _Toc34137077][bookmark: _Toc34137391][bookmark: _Toc34138539][bookmark: _Toc34138782][bookmark: _Toc34395119]A.1.1	General
The information in this annex provides a normative description of the parameters which will be sent by SCM-C while creating configuration update event subscription and the parameters which will be sent by SCM-S as a response to request for creating subscription.
[bookmark: _Toc34137078][bookmark: _Toc34137392][bookmark: _Toc34138540][bookmark: _Toc34138783][bookmark: _Toc34395120]A.1.2	Client side parameters
The SCM-C shall convey the following parameters while sending request for creating configuration update event subscription.
Table A.1.2-1: Client side parameters for creating configuration update event subscription
	Parameter
	Description

	Callback-URI
	REQUIRED. Represents where to send HTTP notifications

	Subscription Info
	REQUIRED. Represents a space-separated list of the subscription type information as specified in table A.1.2-2.



Table A.1.2-2: Subscription information
	Parameter
	Description

	Event
	REQUIRED. Represents the type of notification which client requires. This specification defines following type of notifications:
· 0x01: SUBSCRIBE_USER_PROFILE_MODIFICATION
· 0x02: SUBSCRIBE_UE_CONFIG_MODIFICATION

	expiry time
	REQUIRED. Represents the time in seconds up to which the subscription is desired to be kept active and the time after which the subscribed event shall stop generating notifications.



[bookmark: _Toc34137079][bookmark: _Toc34137393][bookmark: _Toc34138541][bookmark: _Toc34138784][bookmark: _Toc34395121]A.1.3	Server side parameters
The SCM-S shall convey the following parameters while sending response to the creating configuration update event subscription request.
Table A.1.3-1: Server side parameters for response to creating configuration update event subscription
	Parameter
	Description

	Identity
	REQUIRED. A unique string representing subscription identity. 



[bookmark: _Toc34137080][bookmark: _Toc34137394][bookmark: _Toc34138542][bookmark: _Toc34138785][bookmark: _Toc34395122]Annex B (normative):
Parameters for notifications
[bookmark: _Toc34137081][bookmark: _Toc34137395][bookmark: _Toc34138543][bookmark: _Toc34138786][bookmark: _Toc34395123]B.1	General
The information in this annex provides a normative description of the parameters which will be sent by SCM-S while sending different types of notification
[bookmark: _Toc34137082][bookmark: _Toc34137396][bookmark: _Toc34138544][bookmark: _Toc34138787][bookmark: _Toc34395124]B.2	Configuration update notification
The SCM-S shall convey the following parameters while sending configuration notification to SCM-C.
Table B.2-1: Parameters for configuration update notification
	Parameter
	Description

	Identity
	REQUIRED. A unique string representing notification channel identity. 

	Event
	REQUIRED. Shall be set to one of the event as specified in table A.1.2-2 based on which configuration document is updated.
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