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	Reason for change:
	1) TS 33.501 requires to encode the N32-f context Id as a 64-bit integer value represented as a string of hexadecimal digits. This should be clarified in TS 29.573. Note that this identifier is used as input in N32-f key generation.

2) Clause 5.2.3.3 specifies that if an HTTP/2 connection does not exist towards the peer SEPP at the time of initiating a Parameter Exchange Procedure, an HTTP/2 connection shall be established. In this case, without including the sending SEPP's FQDN in the request, the receiving SEPP cannot identify the sending SEPP and therefore the N32f context to which the incoming request relates. 

3) It should be clarified that when exchanging the protection policy per service operation, the URI (for each service operation) in the apiSignature encodes the variable parts other than the {apiVersion} “unresolved”, e.g. as follows:  

· For the Create SM Context service operation, the URI in apiSignature is set to “{apiRoot}/nsmf-pdusession/v1/sm-contexts”
· For the Update SM Context service operation, the URI in apiSignature is set to “{apiRoot}/nsmf-pdusession/v1/sm-contexts/{smContextRef}/modify”

4) A reference to IETF RFC 7807: "Problem Details for HTTP APIs" is missing clauses 6.1.2.2.2 and 6.2.2.2.2. 


	
	

	Summary of change:
	1) The N32-f context Id shall encode a 64-bit integer represented as a string of 16 hexadecimal digits.

2) A new sender attribute (Fqdn) is added to the SecParamExchReqData and SecParamExchRspData. 

3) Uri in the Api signature shall encode variable parts other than the API version unresolved.

4) A reference to IETF RFC 7807: "Problem Details for HTTP APIs" is added in clauses 6.1.2.2.2 and 6.2.2.2.2.


	
	

	Consequences if not approved:
	Interoperability problems if both SEPPs expect a different encoding of the N32-f context Id.

A SEPP that receives a Parameter Exchange Request on a different N32-c HTTP connection than the one used to perform the Security Capability Negotiation procedure cannot identify the sending SEPP and the N32-f context to which the request relates. 

Interoperability problems if both SEPPs expect different encodings of the URI in the API signature. It would not scale to provide apiSignature with every possible variable part values resolved.
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	Other comments:
	This CR introduces backward compatible corrections to the OpenAPI specification file for the N32 Handshake API and the JOSE Protected Message Forwarding API on N32-f. 
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* * * First Change * * * *
[bookmark: _Toc24986283][bookmark: _Toc27593205][bookmark: _Toc20151091]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[6]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[7]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[8]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[9]	IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content".
[10]	IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".
[11]	IETF RFC 793: "Transmission Control Protocol".
[12]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3".
[13]	IETF RFC 7518: "JSON Web Algorithms (JWA)". 
[14]	IETF RFC 7516: "JSON Web Encryption (JWE)".
[15]	IETF RFC 4648: "The Base16, Base32, and Base64 Data Encodings".
[16]	IETF RFC 7515: "JSON Web Signature (JWS)".
[17]	IETF RFC 6901: "JavaScript Object Notation (JSON) Pointer".
[18]	3GPP TS 29.510: "Network Function Repository Services; Stage 3".
[19]	3GPP TS 23.003: "Numbering, addressing and identification".
[20]	3GPP TR 21.900: "Technical Specification Group working methods".
[21]	IETF RFC 7468: "Textual Encodings of PKIX, PKCS, and CMS Structures".
[x]	IETF RFC 7807: "Problem Details for HTTP APIs".

* * * Next Change * * * *
[bookmark: _Toc24986333][bookmark: _Toc27593255]6.1.2.2.2	Content type 
The following content types shall be supported:
-	Tthe JSON format (see IETF RFC 8259 [8]) shall be supported. The use of the JSON format (see IETF RFC 8259 [8]) shall be signalled by the content type "application/json" or "application/problem+json". See also clause 5.3.4.
-	the Problem Details JSON Object (see IETF RFC 7807 [x]). The use of the Problem Details JSON object in a HTTP response body shall be signalled by the content type "application/problem+json".

* * * For Information * * * *
6.1.5.2.2	Type: SecNegotiateReqData
Table 6.1.5.2.2-1: Definition of type SecNegotiateReqData
	Attribute name
	Data type
	P
	Cardinality
	Description

	sender
	Fqdn
	M
	1
	This IE shall uniquely identify the SEPP that is sending the request. This IE is used to store the negotiated security capability against the right SEPP.

	supportedSecCapabilityList
	array(SecurityCapability)
	M
	1..N
	This IE shall contain the list of security capabilities that the requesting SEPP supports.



[bookmark: _Toc20151092]6.1.5.2.3	Type: SecNegotiateRspData
Table 6.1.5.2.3-1: Definition of type SecNegotiateRspData
	Attribute name
	Data type
	P
	Cardinality
	Description

	sender
	Fqdn
	M
	1
	This IE shall uniquely identify the SEPP that is sending the response. This IE is used to store the negotiated security capability against the right SEPP.

	selectedSecCapability
	SecurityCapability
	M
	1
	This IE shall contain the security capability selected by the responding SEPP.



* * * First Change * * * *
[bookmark: _Toc24986358][bookmark: _Toc27593280][bookmark: _Toc20151093]6.1.5.2.4	Type: SecParamExchReqData
Table 6.1.5.2.4-1: Definition of type SecParamExchReqData
	Attribute name
	Data type
	P
	Cardinality
	Description

	n32fContextId
	string
	M
	1
	This IE shall contain the context identifier to be used by the responding SEPP for subsequent JOSE protected message forwarding procedure over N32-f towards the initiating SEPP. The initiating SEPP shall use this context identifier to locate the cipher suite and protection policy exchanged and agreed to be used with the responding SEPP, for the message forwarding procedure over N32-f.

The n32fContextId shall encode a 64-bit integer in hexadecimal representation. Each character in the string shall take a value of "0" to "9" or "A" to "F" and shall represent 4 bits. The most significant character representing the 4 most significant bits of the N32-f context Id shall appear first in the string, and the character representing the 4 least significant bit of the N32-f context Id shall appear last in the string.

Pattern: '^[A-Fa-f0-9]{16}$'

Example: "0600AD1855BD6007".


	jweCipherSuiteList
	array(string)
	C
	1..N
	This IE shall be present during the parameter exchange procedure for cipher suite negotiation (see clause 5.2.3.2). When present, this IE shall contain the ordered list of JWE cipher suites supported by the requesting SEPP. Valid values for the string are as specified in clause 5.1 of IETF RFC 7518 [13].

	jwsCipherSuiteList
	array(string)
	C
	1..N
	This IE shall be present during the parameter exchange procedure for cipher suite negotiation (see clause 5.2.3.2). When present, this IE shall contain the ordered list of JWS cipher suites supported by the requesting SEPP. Valid values for the string are as specified in clause 3.1 of IETF RFC 7518 [13].

	protectionPolicyInfo
	ProtectionPolicy
	C
	0..1
	This IE shall be present during the parameter exchange procedure for protection policy exchange (see clause 5.2.3.3). When present, this IE shall contain the protection policy requested by the requesting SEPP.

	ipxProviderSecInfoList
	array(IpxProviderSecInfo)
	C
	1..N
	This IE includes the list of IPX security information.

	sender
	Fqdn
	C
	0..1
	This IE shall be present if the Parameter Exchange request is sent on a different N32-c HTTP connection than the one used to perform the Security Capability Negotiation procedure. It may be present otherwise.

When present, it shall uniquely identify the SEPP that is sending the request. This IE is used to store the exchanged parameters against the right SEPP.




* * * Next Change * * * *
[bookmark: _Toc24986359][bookmark: _Toc27593281][bookmark: _Toc20151094]6.1.5.2.5	Type: SecParamExchRspData
Table 6.1.5.2.5-1: Definition of type SecParamExchRspData
	Attribute name
	Data type
	P
	Cardinality
	Description

	n32fContextId
	string
	M
	1
	This IE shall contain the context identifier to be used by the initiating SEPP for subsequent JOSE protected message forwarding procedure over N32-f towards the responding SEPP. The responding SEPP shall use this context identifier to locate the cipher suite and protection policy exchanged and agreed to be used with the initiating SEPP, for the message forwarding procedure over N32-f.

The n32fContextId shall encode a 64-bit integer in hexadecimal representation. Each character in the string shall take a value of "0" to "9" or "A" to "F" and shall represent 4 bits. The most significant character representing the 4 most significant bits of the N32-f context Id shall appear first in the string, and the character representing the 4 least significant bit of the N32-f context Id shall appear last in the string.

Pattern: '^[A-Fa-f0-9]{16}$'

Example: "0600AD1855BD6007".


	selectedJweCipherSuite
	string
	C
	1
	This IE shall be present during the parameter exchange procedure for cipher suite negotiation (see clause 5.2.3.2). When present, this IE shall contain the JWE cipher suite selected by the responding SEPP.

	selectedJwsCipherSuite
	string
	C
	1
	This IE shall be present during the parameter exchange procedure for cipher suite negotiation (see clause 5.2.3.2). When present, this IE shall contain the JWS cipher suite selected by the responding SEPP.

	selProtectionPolicyInfo
	ProtectionPolicy
	C
	0..1
	This IE shall be present during the parameter exchange procedure for protection policy exchange (see clause 5.2.3.3). When present, this IE shall contain the protection policy selected by the responding SEPP.

	ipxProviderSecInfoList
	array(IpxProviderSecInfo)
	C
	1..N
	This IE includes the list of IPX security information.

	sender
	Fqdn
	C
	0..1
	This IE shall be present if the Parameter Exchange response is sent on a different N32-c HTTP connection than the one used to perform the Security Capability Negotiation procedure. It may be present otherwise.

When present, it shall uniquely identify the SEPP that is sending the response. This IE is used to store the exchanged parameters against the right SEPP.




* * * For Information * * * *
[bookmark: _Toc20151096]6.1.5.2.7	Type: ApiIeMapping
Table 6.1.5.2.7-1: Definition of type ApiIeMapping
	Attribute name
	Data type
	P
	Cardinality
	Description

	apiSignature
	ApiSignature
	M
	1
	This IE shall contain:
- The API URI of the NF service operations following request/response semantic; or
- The API URI of the subscribe / unsubscribe service operation

	apiMethod
	HttpMethod
	M
	1
	This IE shall contain the HTTP method used by the API.

	IeList
	array(IeInfo)
	M
	1..N
	This IE shall contain the array of Ies in the API.



* * * Next Change * * * *
[bookmark: _Toc20151098]6.1.5.2.9	Type: ApiSignature
Table 6.1.5.2.9-1: Definition of type ApiSignature as a list of "mutually exclusive alternatives"
	Data type
	Cardinality
	Description
	Applicability

	Uri
	1
	API URI of a request/response or subscribe/unsubscribe NF service operation as specified in the respective API specification with the variable parts other than {apiVersion} unresolved.

Examples: 

“{apiRoot}/nsmf-pdusession/v1/sm-contexts", for the SMF PDUSession Create SM Context service operation. 

“{apiRoot}/nsmf-pdusession/v1/sm-contexts/{smContextRef}/modify", for the SMF PDUSession Update SM Context service operation.

	

	CallbackName
	1
	A value identifying the type of callback.
	




* * * Next Change * * * *
[bookmark: _Toc20151099]6.1.5.2.10	Type: N32fContextInfo
Table 6.1.5.2.10-1: Definition of type N32fContextInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	n32fContextId
	string
	M
	1
	This IE shall contain the N32-f context identifier of the receiving SEPP. 

The n32fContextId shall encode a 64-bit integer in hexadecimal representation. Each character in the string shall take a value of "0" to "9" or "A" to "F" and shall represent 4 bits. The most significant character representing the 4 most significant bits of the N32-f context Id shall appear first in the string, and the character representing the 4 least significant bit of the N32-f context Id shall appear last in the string.

Pattern: '^[A-Fa-f0-9]{16}$'

Example: "0600AD1855BD6007".




* * * Next Change * * * *
[bookmark: _Toc24986390][bookmark: _Toc27593312][bookmark: _Toc24986411][bookmark: _Toc27593333][bookmark: _Toc20151145]6.2.2.2.2	Content type 
The following content types shall be supported:
-	Tthe JSON format (see IETF RFC 8259 [8]) shall be supported. The use of the JSON format (see IETF RFC 8259 [8]) shall be signalled by the content type "application/json" or "application/problem+json". See also clause 5.3.4.
-	the Problem Details JSON Object (see IETF RFC 7807 [x]). The use of the Problem Details JSON object in a HTTP response body shall be signalled by the content type "application/problem+json".

* * * Next Change * * * *
6.2.5.2.9	Type: MetaData
Table 6.2.5.2.9-1: Definition of type MetaData
	Attribute name
	Data type
	P
	Cardinality
	Description

	n32fContextId
	string
	M
	1
	This IE shall contain the n32fContextId provided by the initiating SEPP to the responding SEPP during the parameter exchange procedure (see clause 5.2.3).

The n32fContextId shall encode a 64-bit integer in hexadecimal representation. Each character in the string shall take a value of "0" to "9" or "A" to "F" and shall represent 4 bits. The most significant character representing the 4 most significant bits of the N32-f context Id shall appear first in the string, and the character representing the 4 least significant bit of the N32-f context Id shall appear last in the string.

Pattern: '^[A-Fa-f0-9]{16}$'

Example: "0600AD1855BD6007".


	messageId
	string
	M
	1
	This IE identifies a particular request that is transformed by the SEPP. The value of this IE shall be encoded in hexadecimal representation of a 64 bit integer. This identifier is used in the N32-f error reporting procedure as specified in clause 6.1.4.5.

Pattern: ^[a-fA-F0-9]{1, 16}$

	authorizedIpxId
	string
	M
	1
	This IE identifies the first hop IPX that is authorized to insert modifications block. The identifier of the IPX shall be an FQDN. When there is no IPX that's authorized to update, the value of this IE is set to the string "NULL".




* * * Next Change * * * *
[bookmark: _Toc24986459][bookmark: _Toc27593381]A.2	N32 Handshake API
openapi: 3.0.0

info:
  version: '1.1.0.alpha-2'
  title: 'N32 Handshake API'
  description: |
   N32-c Handshake Service.
    © 2019, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.


[…]

    SecParamExchReqData:
      type: object
      required:
        - n32fContextId
      properties:
        n32fContextId:
          type: string
          pattern: '^[A-Fa-f0-9]{16}$'
        jweCipherSuiteList:
          type: array
          items: 
            type: string
          minItems: 1
        jwsCipherSuiteList:
          type: array
          items:
            type: string
          minItems: 1
        protectionPolicyInfo:
          $ref: '#/components/schemas/ProtectionPolicy'
        ipxProviderSecInfoList:
          type: array
          items:
            $ref: '#/components/schemas/IpxProviderSecInfo'
          minItems: 1
        sender:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/Fqdn'

[…]

    SecParamExchRspData:
      type: object
      required:
        - n32fContextId
      properties:
        n32fContextId:
          type: string
          pattern: '^[A-Fa-f0-9]{16}$'
        selectedJweCipherSuite:
          type: string
        selectedJwsCipherSuite:
          type: string
        selProtectionPolicyInfo:
          $ref: '#/components/schemas/ProtectionPolicy'
        ipxProviderSecInfoList:
          type: array
          items:
            $ref: '#/components/schemas/IpxProviderSecInfo'
          minItems: 1
        sender:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/Fqdn'


[…]

    N32fContextInfo:
      type: object
      required:
        - n32fContextId
      properties:
        n32fContextId:
          type: string
          pattern: '^[A-Fa-f0-9]{16}$'

[…]


* * * Next Change * * * *
[bookmark: _Toc24986460][bookmark: _Toc27593382]A.3	JOSE Protected Message Forwarding API on N32-f
openapi: 3.0.0

info:
  version: '1.1.0.alpha-1'
  title: 'JOSE Protected Message Forwarding API'
  description: |
    N32-f Message Forwarding Service.
    © 2019, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

[…]


    MetaData:
      type: object
      required:
        - n32fContextId
        - messageId
        - authorizedIpxId
      properties:
        n32fContextId:
          type: string
          pattern: '^[A-Fa-f0-9]{16}$'
        messageId:
          type: string
        authorizedIpxId:
          type: string


[…]


* * * End of Changes * * * *

